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Abstract

We propose a measure of information gained through biometric matching

systems. Firstly, we discuss how the information about the identity of a

person is derived from biometric samples through a biometric system, and

define the “biometric system entropy” or BSE based on mutual information.

We present several theoretical properties and interpretations of the BSE, and

show how to design a biometric system which maximizes the BSE. Then we

prove that the BSE can be approximated asymptotically by the relative en-

tropy D(fG(x) ∥ fI(x)) where fG(x), fI(x) are probability mass functions of

matching scores between samples from individuals and among population.

We also discuss how to evaluate the BSE of a biometric system and show

experimental evaluation of the BSE of face, fingerprint and multimodal bio-

metric systems.
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divergence

1. Introduction

Biometric identification systems, which automatically identify a person

based on his/her physical or behavioral features, are widely used for various

applications. To be used for personal identification, the biometric features

are desired to satisfy the following requirements.

1. Uniqueness: Biometric feature has to be unique to each individual.

2. Stability: Biometric feature has to be unchangeable for each capture.

However most biometrics do not strictly satisfy these requirements, because

of the following reasons. Even if feature data are extracted from the same

body part of a person, they vary with each capture due to aging, position

errors, distortion, measurement errors, environmental noise, and many other

factors. These factors make it hard to satisfy the stability. Thus, it is gen-

eral to consider that two features match when they are similar enough to

each other, even if not exactly the same. However this fuzziness causes

false matches of features extracted from different bodies; the requirement of

uniqueness is also hardly to be satisfied.

Since these requirements are hard to be satisfied strictly for most bio-

metric modalities (e.g., fingerprints, faces, vein patterns, irises, and so on),

biometric systems inevitably make errors in identifying persons. Therefore it

is important to evaluate the identification performance of biometric systems

quantitatively.

Two kinds of error rates are widely used to evaluate the performance: false

match rate (FMR) and false non-match rate (FNMR). FMR is a probability

2



that two feature data extracted from different bodies match, and FNMR is a

probability that two feature data from the same person do not match. There

is a trade-off between these error rates depending on a threshold parameter t,

which is described by a 2-D curve parametrized by (FMR(t), 1−FNMR(t)),

called ROC (receiver operating characteristic) curve [2]. Though the ROC

curve describes the identification performance precisely, it is not straightfor-

ward to understand the ROC curve intuitively or to compare some biometrics

with other method such as PIN code by using the ROC curve.

On the other hand, there has been some efforts to define and evaluate

the individuality of biometrics from the viewpoint of information content or

entropy [3, 4, 5]. Entropy as a measure of identification performance has

the potential to make it possible to compare a certain biometrics (e.g. fin-

gerprints) not only with another biometrics (e.g. irises) but also with PIN,

passwords, and many other authentication methods. It has also the potential

to enable us to quantify the degree of privacy of biometrics and compare it

with other personal identification information such as name, address, birth-

day, etc. However, no common measure or methodology to evaluate the

biometric entropy have been established so far which could be practically

applicable to any kind of biometrics.

In this paper, we propose a measure of personally identifying information

gained through biometric matching systems, and discuss a methodology of

evaluation applicable to any kind of biometrics.

This paper is an extension of a previously published conference paper [1].

The main enhancements are as follows:

1. We discuss the relation between the BSE and the password entropy
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[6, 7] and clarify that both are special cases of a measure of personal

identification information defined based on mutual information (Sec-

tion 3). This clarifies the fact that the BSE can make it possible to

compare biometrics with other personal identification information such

as names, addresses and PINs.

2. In [1], we showed some information theoretical and statistical properties

of the relative entropy D(fG ∥ fI) between a genuine score distribu-

tion fG and an impostor score distribution fI , which is the asymptotic

approximation of the BSE. In this paper, we present stronger results:

we directly show the properties of the mutual information I(U ;X) be-

tween the user identity U and the set of scores X, which is the original

definition of the BSE, instead of the approximated version (Section

4). These properties clarify the information theoretical and statistical

meaning of the BSE more directly.

3. We show a relation between the BSE and the lower bound of the iden-

tification error probability or the Bayes error. The relation indicates

that a biometric matching system with larger BSE has potential to

achieve lower identification error (Section 4.4).

4. We prove an interesting fact that the maximum of the BSE with re-

spect to a biometric matching system is equal to the Adler’s biometric

information (BI) of a system [4]. Furthermore we show how to design a

biometric matching system so that the BSE achieves the BI of a system

(i.e. the maximum value) (Section 5).

5. In [1], we showed that the BSE is asymptotically approximated by

D(fG ∥ fI). In this paper, we additionally proved that D(fG ∥ fI)
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also gives an minimum upper bound of the BSE for a fixed system

S (Section 6.2). This would help us to understand the meaning of

D(fG ∥ fI) as an approximation of the BSE.

6. We introduce a method of directly estimating the approximated BSE

D(fG ∥ fI) without estimating fG and fI using the generalized k-NN

estimator [8], and use it in our experiments (Section 7.1(2), 7.2).

7. We experimentally evaluate D(fG ∥ fI) of multimodal biometric sys-

tems, in addition to the fingerprint matching system and the face

matching system. The results support the property of the BSE of the

multimodal biometric system: it is less than or equal to the sum of the

BSEs of the subsystems, and depends on the fusion function (Section

7.2).

The rest of this paper is organized as follows. Section 2 is a brief review

of the previous works. In section 3, we propose a new measure of informa-

tion gained through biometric systems: “biometric system entropy” or BSE.

Theoretical properties and interpretations of the BSE are discussed in sec-

tion 4. In section 5, we derive an asymptotic approximation and minimum

upper bound of the BSE. In section 6, we show how to evaluate D(fG ∥ fI)

of a biometric system and show experimental evaluation of the BSE of face,

fingerprint and multimodal biometric systems. Section 7, we summarize our

results and conclusions.

2. Related work

One of the works to evaluate the biometric entropy is Daugman’s ap-

proach to estimate the entropy of human irises [3]. He investigated a statis-
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tical distribution of Hamming distances between different irises, and approx-

imated it using a binomial distribution

f(m) =
N !

m!(N −m)!
pm(1− p)N−m, (p = 0.5). (1)

He called the parameter N discrimination entropy, and estimated N = 249.

Hidano et al. [5] generalized the Daugman’s discrimination entropy to

the minimum distance entropy (MDE) based on the Rényi entropy [9] (or

collision entropy). The MDE can be applied to any kind of biometric feature

and statistical model of distance distributions.

Both the discrimination entropy and the MDE can be expressed as− log2 P ,

where P is the probability that two features from different bodies match ex-

actly. If the probability distribution of a feature is uniform, then P = 1/M

where M is the number of distinguishable features, and MDE = log2M . In

this meaning, they can be regarded as an index of uniqueness of biometric

features.

However, the probability of exact match would largely depend on repre-

sentation parameters of features such as length of iris codes [3] and resolu-

tion (or discretization width) of fingerprint minutiae coordinates (x, y) ∈ R2

[10]. Such representation parameters would not be essential elements of the

individuality of biometrics unless, for example, the resolution is too low.

Furthermore, as mentioned above, two biometric features (e.g., iris codes)

rarely match exactly even if they are obtained from the same body. Namely,

the discrimination entropy and the MDE do not reflect the deviation among

features from the same body.

Adler et al. defined the “biometric information (BI) of a person” as the

decrease in uncertainty about the identity of the person due to a set of bio-
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metric measurements, and proposed to use the following relative entropy (or

Kullback-Leibler divergence) [11] as a measure of the BI [4].

D(qi ∥ qall) =


∫
qi(b) log

qi(b)
qall(b)

db (continuous)∑
qi(b) log

qi(b)
qall(b)

(discrete)

(2)

where qi(b) is a distribution of biometric features b ∈ B (B: feature space)

from a person whose identity is i (intra-class feature distribution), and qall(b)

is one from the population (inter-class feature distribution). SinceD(qi ∥ qall)

varies from person to person, they also defined the “BI of a system” as the

mean D(qi ∥ qall) for all persons in the population.

To evaluate the BI, the relative entropy D(qi ∥ qall) has to be estimated

from a finite number of biometric samples. In general, however, the feature

space B is high dimensional, requiring an exponentially large number of sam-

ples to estimate qi(b), qall(b) and D(qi ∥ qall), as well known as the curse of

dimensionality [12]. This problem is serious especially when collecting the

samples from the individual feature distribution qi(b), because in practice,

only a limited number of samples of each individual are available. To ad-

dress this issue, Adler et al. assumed that B is an n-dimensional Euclidean

space, and qi(b), qall(b) can be modeled as Gaussian distributions of a limited

form (with almost diagonal covariance matrix). In practical cases, however,

qi(b), qall(b) cannot always be approximated by such a simple model. And

further, the structure of B is often more complicated (e.g. the feature space

of the minutiae representation of fingerprints does not have a fixed dimension

because the number of minutiae varies from finger to finger) or even unknown

(e.g. when the evaluation is performed by a third party).

Bhatnagar et al. [13] considered a biometric verification system as addi-
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tive white Gaussian noise channels (AWGN), where the genuine and impos-

tor matching scores follow Gaussian distributions N(µG, σ
2
G) and N(µI , σ

2
I )

respectively. As a measure of performance of the system, they defined con-

strained capacity C as follows:

C =
1

2
log2

{
1 +

(µG − µI)
2

4max(σ2
G, σ

2
I )

}
(3)

However, the AWGN models of matching scores are rather strong assump-

tions; in general, they do not follow such simple models.

3. A new measure of information gained through biometric systems

The purpose of this section is to provide a new measure of information

gained through biometric systems, which can be applied practically to any

kind of biometrics, even if the feature distributions or the structure of the

feature space is unknown. Firstly, we discuss and define a measure of person-

ally identifying information such as names, addresses, PINs and passwords.

Next, we introduce a black box model of biometric systems and discuss how

information about the identity of a person is derived through the biometric

system, and define a new measure named biometric system entropy (BSE).

3.1. A measure of personally identifying information

Let Ω be a countable set representing the population which may be the

whole human beings. Let U = {u1, u2, · · · , uN} ⊂ Ω be a set of possible

persons concerning a certain application (e.g., access control in a building),

where ui denotes a person whose identity is i. U can be interpreted as a

set of users of the application system. Let U be a member of U , but whose

identity is unknown. U can be considered as a random variable on U .
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Let a be some (discrete) information about U , such as names, addresses,

personal identification numbers (PIN), age, sex and so on, and A be a discrete

random variable whose realization is a. We define a measure of personally

identifying information of A as the average decrease in uncertainty about the

identity of U due to an observation of a: the mutual information as follows:

I(U ;A) = H(U)−H(U |A)

=
∑
u∈U

∑
a∈A

p(u, a) log
p(u, a)

p(u)p(a)
,

=
∑
u∈U

∑
a∈A

p(a|u)p(u) log p(a|u)∑
U p(a|u)p(u)

. (4)

H(U) is the entropy (or uncertainty) of U , and H(U |A) is the conditional

entropy, i.e. average uncertainty of U after the observation of a. I(U ;A) can

also be represented as follows:

I(U ;A) = H(A)−H(A|U). (5)

Let us consider an example of PIN. Let U be a set of a certain authentica-

tion system using 4-digit PINs, and A be a random variable representing the

PIN. Assume the frequency distribution of A is uniform: p(A = a) = 1/104

for all a ∈ {0000, · · · , 9999}. Let Ua ⊂ U be a set of users whose PIN is a.

Note that p(a|ui) = 1 iff ui ∈ Ua, and p(a|ui) = 0 iff ui /∈ Ua. In this case, it

is easy to confirm that H(A|U) = 0 and therefore,

I(U ;A) = H(A) =
∑
a

p(a) log p(a)

= log 104 = 13.3 (bit) (6)
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The entropy H(A) is sometimes used as a measure of password strength

[6, 7], and called password entropy.1

Note again, that in this case, I(U ;A) = H(A) holds because H(A|U) = 0,

which means that the password a does not contain any uncertainty if U = ui

is fixed. On the other hand, when a contains uncertainty even if U = ui is

fixed, such as the case of biometrics, then H(A|U) > 0 and I(U ;A) < H(A).

We can see from the above observations that the password entropy is

a special case of the measure of personally identifying information using

mutual information. This fact will makes it possible to compare the BSE

defined below with the password entropy.

3.2. Biometric system entropy

Before we go further, let us discuss the model of biometric systems. Our

goal is to provide a measure of information gained through biometric match-

ing systems applicable to any kind of biometrics regardless of feature rep-

resentations or matching algorithms, i.e., without any knowledge of internal

process of the system. To this end, we model a biometric system S as a black

box system taking two biometric samples b1, b2 ∈ B as input and outputs the

score x ∈ R.

S : B × B → X ⊆ R ( S(b1, b2) = x ). (7)

The biometric samples b1, b2 may be feature data or raw data, and the score

x may be the similarity or the distance between b1 and b2. X is a set of

possible scores. For example, if x is a binary decision result, i.e., x = 1 (OK)

1There also proposed several measures of password strength such as guessing entropy

and min-entropy [6].
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or x = 0 (NG), then X = {0, 1}, and if x is an integer between 0 and 100,

then X = {0, 1, · · · , 100}. Note that, any internal process of the system are

unknown.

Now, let us consider a measure of personally identifying information

gained through the biometric system S. Suppose that a biometric sample b

of an unknown person U is observed for identification. b alone does not tell

us who U is: we have to compare b with a biometric sample bi of each ui ∈ U

using a biometric system S. Therefore, the information available to identify

U is not b itself, but the sequence of the output of S:

x = (x1, x2, · · · , xN), xi = S(b, bi). (8)

Let X be a random variable whose realization is x. From these discussions,

we define a measure of personally identifying information (potentially) gained

through a biometric matching system S with regard to U as

BSE (U , S) = I(U ;X). (9)

and call it biometric system entropy (BSE) of S with regard to U .

BSE (U , S) can be calculated based on the distributions of matching

scores, i.e. the outputs of the biometric system S without knowing the dis-

tributions of biometric features, unlike the Adler’s BI (2). Therefore, we can

evaluate the BSE of any kind of biometric system, even if the structure of the

feature space B is complicated or even unknown, as is often the case. This

will allow third parties to evaluate the BSE of any biometric system without

knowing the internal details such as sensor specification, feature extraction

and matching algorithms.
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Furthermore, as we mentioned above, the BSE makes it possible to com-

pare biometrics with passwords or PINs from the viewpoint of entropy.

4. Properties of the BSE

In this section, we will show some properties and interpretations of the

BSE. These properties serve as the information theoretical basis for using

the BSE as a measure of identification performance of biometric systems.

4.1. Nonnegativity

Theorem 1 (Nonnegativity of mutual information [14]).

BSE (U , S) = I(U ;X) ≥ 0. (10)

with equality if and only if U and X are independent.

This property can be understood as follows: if U and X are independent,

i.e., p(x|ui) = p(x) for all ui ∈ U , we cannot tell a person from another

person by observing X = x, therefore no information about the identity

of U can be derived through the biometric system S. Otherwise a certain

amount of information is obtained through S.

4.2. BSE of a multimodal system

Let us consider two systems S1, S2 using different biometric modalities,

e.g., fingerprints and faces, or fingerprints of forefingers and middle fingers,

whose BSEs are I(U ;X1),I(U ;X2) respectively. Let xj = (xj1, · · · , x
j
N) be

a realization of Xj (j = 1, 2).

By combining the scores x1i = S1(b1, b1i ) and x
2
i = S2(b2, b2i ) to calculate

an integrated score xi = m(x1i , x
2
i ), we can construct a multimodal biometric
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system S(b, bi) where b = (b1, b2) and bi = (b1i , b
2
i ). m(·, ·) is called a score

fusion function. Fig.4.2 shows the construction of the multimodal biometric

system S. LetX be a random variable realizing x = (x1, · · · , xN). Hereafter,

we simply denote (m(x11, x
2
1), · · · ,m(x1N , x

2
N)) by m(x1,x2).

S1 S2
Score fusion mx1i x2i

xiS

(b1 , b2) (b1i , b2i)

Figure 1: Multimodal biometric matching system

Here, let us discuss the independence of X1 and X2. Let pji (b
j
i ) be a

PMF (or a probability density function (PDF)) of biometric feature bji ∈ Bj

of user ui. In general, different modalities such as fingerprints and faces

are considered to be independent, i.e., the joint PMF (or the joint PDF)

of (b1i , b
2
i ) can be written as p1i (b

1
i )p

2
i (b

2
i ). In this case, if we fixed a user

U = ui0 , then the PMF of the score xji0,i = Sj(bji0 , b
j
i ) depends only on the

PMFs (or PDFs) p1i0(b
1
i0
), p1i (b

1
i ), and not on p2k(b

2
k) (k = 1, · · · , N). Thus

the sequences of scores (x1i0,1, · · · , x
1
i0,N

) and (x2i0,1, · · · , x
2
i0,N

) can be regarded

as realized values of two independent random variables. This means that X1
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and X2 are conditionally independent given U = u;

p(x1,x2|u) = p(x1|u)p(x2|u). (11)

Under this assumption, we can prove the following theorem with regard

to the BSE (U , S) = I(U ;X) of the multimodal biometric system S.

Theorem 2. If X1 and X2 are conditionally independent given U , then

BSE (U , S) ≤ BSE (U , S1) + BSE (U , S2) (12)

with equality if and only if X1 and X2 are independent and X = m(X1,X2)

is a sufficient statistic (cf. [14]) for u ∈ U .2

(Proof) From the conditional independence,

H(X1X2|U) = H(X1|U) +H(X2|U). (13)

Therefore,

I(U ;X1X2)

= H(X1X2)−H(X1X2|U)

= (H(X1) +H(X2|X1))− (H(X1|U) +H(X2|U))

= (H(X1)−H(X1|U)) + (H(X2|X1)−H(X2|U))

≤ (H(X1)−H(X1|U)) + (H(X2)−H(X2|U))

= I(U ;X1) + I(U ;X2). (14)

The equality holds if and only if H(X2|X1) = H(X2), i.e. X1 and X2 are

independent.

Here we use the following lemma.

2Here we regard u ∈ U as a parameter of the PMF p(x1,x2|u).
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Lemma 1 (Data processing inequality [14]). If random variables A,B,C

form a Markov chain

(A→ B → C
def⇔ p(a, b, c) = p(a)p(b|a)p(c|b)),

then

I(A;B) ≥ I(A;C),

with equality if and only if A→ C → B.

Since U → X1X2 → m(X1,X2) form a Markov chain,

I(U ;X1X2) ≥ I(U ;m(X1,X2)) (15)

holds with equality if and only if U → m(X1,X2) → X1X2, i.e. m(X1,X2)

is a sufficient statistic.

From (14) and (15) the theorem holds. .

This property indicates that the BSE of the multimodal biometric system

S, which depends on the fusion function m, is less than or equal to the sum

of the BSEs of the subsystems S1, S2. By choosing an appropriate function

m, the BSE of S can be maximized.

4.3. Relation with the ROC curve

As described before, the ROC curve is typically used to describe the trade-

off between FMR and FNMR of a biometric system [2]. Here, we discuss the

relation between the ROC curve and the BSE.

Let us assume that the sequence of the matching score x1, x2, · · · , xN in

(8) are conditionally independent given u ∈ U , and each xi has the same

probability mass functions (or PMFs) fG(xi) if U = ui and fI(xi) if U ̸=
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ui.
3 We call fG(x) a genuine score distribution and fI(x) an impostor score

distribution.

Furthermore, let us assume that b and bi are decided to be “matched” if a

matching score (distance) x = S(b, bi) is less or equal to a certain threshold

t ∈ X . Then, the FMR and FNMR with regard to t can be represented

as FMR = FI(t), FNMR = 1 − FG(t) where FI(t), FG(t) are cumulative

distribution functions (CDFs):

FI(t) =
∑
x≤t

fI(x), FG(t) =
∑
x≤t

fG(x). (16)

The parametric representation of the ROC curve of S is as follows:

{(FI(t), FG(t)) | t ∈ X}. (17)

More precisely, the ROC curve is formed by lines connecting two points in

(17) next to each other.

The following theorem shows that the BSE has close relation to the ROC

curve.

Theorem 3. If two biometric matching systems S and Ŝ have the same ROC

curve, they also have the same BSE.

(Proof) Let I(U ;X), I(U ; X̂) be the BSEs of S and Ŝ respectively where

x̂ = (x̂1, · · · , x̂N), (x̂i = Ŝ(b, bi)). Let f̂G(x̂), f̂I(x̂) be the genuine and

impostor score distributions of Ŝ, and F̂I(x̂), F̂G(x̂) be the CDFs.

3These assumptions that the matching scores are conditionally independent and iden-

tically distributed are often used in biometric identification, e.g. in [15, 16], and work

well.
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Let X ′ = supp(fG) ∪ supp(fI) ⊆ X be the union of the supports of fG

and fI , i.e., the set of x ∈ X where fG(x) > 0 or fI(x) > 0. Similarly,

let X̂ ′ = supp(f̂G) ∪ supp(f̂I). There exists an one-to-one correspondence

between x ∈ X ′ and points (FG(x), FI(x)) on the ROC curve, because the

area X\X ′ does not contribute to the summation in (16). Therefore, since the

two ROC curves are identical, there exists a one-to-one mapping ϕ : X ′ → X̂

such that FG(x) = F̂G(ϕ(x)) and FI(x) = F̂I(ϕ(x)) for all x ∈ X ′. This means

that f̂G and f̂I are the PMFs of x̂ = ϕ(x) where x has the PMFs fG(x), fI(x)

respectively. Here, we use the data processing inequality (Lemma 1).

Since there is a one-to-one mapping between x and x̂, U → X → X̂ and

U → X̂ → X both form Markov chains. Therefore, from the data processing

inequality, I(U ;X) = I(U ; X̂). .

This theorem would strongly support the reasonability of using the BSE

as a (single-valued) measure of the performance of S from the information

theoretical point of view.

4.4. Relation with the identification error probability

Let us consider the error probability of biometric identification (or 1:N

matching) system using S, which identifies a person U within U = {u1, · · · , uN}

by observing the biometric matching scores x = (x1, · · · , xN) (xi = S(b, bi)).

Define

ϵU = 1−max
i
p(ui), (18)

ϵU |X = 1− EX [max
i
p(ui|X)]. (19)

ϵU means the priori minimum probabilities of identification error (or the

Bayes error) before observing x, and ϵU |X means the posteriori minimum
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probabilities of the error (or the Bayes error) after observing x. When p(ui)

is uniform, ϵU = 1−1/N . Note that whereas the FMR and the FNMR are the

error probability of verification (or 1:1 matching), ϵU and ϵU |X represent the

minimum identification error, i.e. the average probability that the optimal

identification system identifies an unknown person U as ui even as U =

uj(i ̸= j) in fact.

The BSE (U , S) = I(U ;X) can be interpreted through the following

proposition.

Proposition 1 ([17]).

ϵU |X ≥ 1 +
I(U ;X) + log 2

log(1− ϵU)
(20)

= 1− I(U ;X) + log 2

logN
(21)

(when U is uniformly distributed)

This inequality indicates that the BSE I(U ;X) of S is closely related to

the lower bound of error probability of biometric identification system using

S.

5. Maximization of the BSE with respect to the biometric system

In this section, we will show how to design a biometric matching system

S which maximizes the BSE (U , S). We first prove an interesting fact that

the maximum of the BSE (U , S) with respect to a biometric system S is the

Adler’s biometric information (BI) of a system [4] reviewed in Section 2. We

then provide a biometric system S whose BSE (U , S) achieves the maximum.
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5.1. Adler’s BI revised

First of all, we formulate the Adler’s BI of a system. We denote the

Adler’s BI of a system by BIsys. Then, it can be written as follows:

BIsys =
∑
ui∈U

p(ui)D(qi ∥ qall). (22)

Since the intra-class feature distribution qi(b) of ui ∈ U can be expressed as

p(b|ui), where p(b|ui) is a conditional probability distribution of b given ui,

the inter-class feature distribution qall(b) can be written as follows:

qall(b) =
∑
ui∈U

p(ui)qi(b)

=
∑
ui∈U

p(ui)p(b|ui)

=
∑
ui∈U

p(b, ui)

= p(b). (23)

Thus, in the case where features are discrete, BIsys in (22) can be further

written as follows:

BIsys =
∑
ui∈U

p(ui)
∑
b∈B

qi(b) log
qi(b)

qall(b)

=
∑
ui∈U

p(ui)
∑
b∈B

p(b|ui) log
p(b|ui)
p(b)

=
∑
ui∈U

∑
b∈B

p(ui)p(b|ui) log
p(ui)p(b|ui)
p(ui)p(b)

=
∑
ui∈U

∑
b∈B

p(ui, b) log
p(ui, b)

p(ui)p(b)

= I(U ;B), (24)
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where B is a random variable whose realization is b. That is, BIsys can be

expressed as a mutual information of U and B. This is the same for the case

where features are continuous.

5.2. Relation between the BSE and the Adler’s BI

We now prove that the following theorem with regard to the relation

between the BSE (U , S) and BIsys.

Theorem 4.

sup
S

BSE (U , S) ≤ BIsys. (25)

(Proof) Since x = (x1, x2, · · · , xN) and xi = S(b, bi), x can be expressed

as x = T (b), where T is a function T : B → X independent of U . Thus,

U , B, and X form a Markov chain in this order: U → B → X, for any

biometric system S (note that U , B, and X are a random variable whose

realization is u, b, and x, respectively). From the data processing inequality

(Lemma 1), the following inequality holds:

I(U ;X) ≤ I(U ;B), (26)

with equality if and only if U → X → B. Since this inequality holds for any

biometric system S,

sup
S

BSE (U , S) = sup
S
I(U ;X) ≤ I(U ;B) = BIsys. (27)

.

This theorem indicates that the BSE is, interestingly, upper bounded by

the Adler’s BI of a system.
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If U , X, and B form a Markov chain in this order (U → X → B), then

I(U ;X) = I(U ;B) holds and the BSE achieves the maximum value BIsys.

However, a question remains whether there exists a biometric matching sys-

tem S which satisfies the condition U → X → B. In the next subsection, we

give a positive answer to this question and show how to design a biometric

system S maximizing the BSE.

5.3. Design of a biometric matching system maximizing the BSE

The following theorem shows how to design a biometric system S which

maximizes the BSE.

Theorem 5. If a biometric system S (and biometric samples b1, · · · , bN)

satisfy the following equation for some function λ : X → R :

λ(S(b, bi)) = qi(b), (28)

then

BSE (U , S) = BIsys. (29)

(Proof) As described in the proof of Theorem 4, (29) holds if and only if

U → X → B. Since p(u,x, b) can be decomposed to p(u)p(x|u)p(b|x, u),

U → X → B can be written as follows:

U → X → B
def⇔ p(u,x, b) = p(u)p(x|u)p(b|x)

⇔ p(b|x, u) = p(b|x). (30)

The equation (30) means that the conditional distribution of b given x is

independent of u. Then, since x can be expressed as x = T (b) (as described
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in the proof of Theorem 4), (30) can be further written as follows:

p(b|x, u) = p(b|x)

⇔ p(b|T (b), u) = p(b|T (b))
def⇔ T (B) is a sufficient statistic for U [18]. (31)

Thus, in the following, we prove if (28) holds, then T (B) is a sufficient

statistic for U . Here we use the following lemma.

Lemma 2 (Fisher-Neyman factorization theorem [18]). Let hθ be a probabil-

ity distribution function of a random variable Z conditioned on a parameter

θ. Then, T is a sufficient statistic for θ if and only if there exist nonnegative

functions h′ and h′′ such that

hθ(z) = h′(z)h′′θ(T (z)), (32)

where z is a realization of Z (i.e. hθ can be factored into a product such that

one factor h′ does not depend on θ, and the other factor h′′ depends on θ and

z only through T (z)).

We show that if (28) holds, qi(b) can be factored as above. Since x =

T (b), x = (x1, x2, · · · , xN) and xi = S(b, bi), we have

T (b) = (x1, x2, · · · , xN)

= (S(b, b1), S(b, b2), · · · , S(b, bN)). (33)

Let vi = (δi1, · · · , δiN), where δij is Kronecker delta:

δij =

1 (if i = j)

0 (if i ̸= j).

(34)
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Then, qi(b) in (28) can be written as follows:

qi(b) = λ(S(b, bi))

= λ(vi · T (b)), (35)

where vi · T (b) is the inner product of vi and T (b). Since λ(vi · T (b)) can be

regarded as a function which depends on i and b only through T (b), qi(b)

can be factored as follows:

qi(b) = q′(b)q′′i (T (b)), (36)

where q′(b) = 1 and q′′i (T (b)) = λ(vi · T (b)).

From Lemma 2 and (36), if (28) holds, then T (B) is a sufficient statistic

for U . .

This theorem states that if a biometric system S is designed so that a

matching score S(b, bi) can be mapped to the intra-class feature distribution

qi(b) of ui through some function λ, the BSE is maximized. In the following,

we will show some examples of such a biometric system S.

Example 1: Assume that the intra-class feature distribution qi(b) of ui

can be simply expressed as a Gaussian distribution with mean µi and scalar

matrix σ2I (I: identity matrix): qi(b) = N(µi, σ
2I). Then, qi(b) can be

expressed as follows:

qi(b) = c · exp
(
− 1

2σ2
||b− µi||2

)
(c: constant)

= λ(||b− µi||). (37)

Thus, in this case, if we design a biometric system S so that a matching score

S(b, bi) is the Euclidean distance between b and bi, and bi is equal to µi,

then the BSE is maximized.
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However, bi is not always a good estimation of µi. Thus, if multiple

biometric samples can be obtained from ui, we can use their sample mean as

µi.

Example 2: Consider a more general case: qi(b) is a Gaussian distribution

with mean µi and covariance matrix Σ: qi(b) = N(µi,Σ) (Σ is a within-class

covariance matrix [12] and can be estimated from multiple biometric samples

from multiple users). Then, qi(b) can be expressed as follows:

qi(b) = c · exp
(
−1

2
(b− µi)Σ

−1(b− µi)
T

)
= λ(DM(b,µi)), (38)

where DM(b,µi) is the Mahalanobis distance:

DM(b,µi) =
√
(b− µi)Σ−1(b− µi)T . (39)

Thus, in this case, if we design a biometric system S so that a matching

score S(b, bi) is the Mahalanobis distance DM(b, bi), and bi is equal to µi,

the BSE is maximized.

In the same way as Example 1, if multiple biometric samples can be

obtained from ui, we can use their sample mean as µi.

6. Asymptotic approximation and minimum upper bound of the

BSE for a fixed biometric system

There are two problems to use the BSE (U , S) = I(U ;X) directly as a

measure. Firstly, it depends on the set of users U ⊂ Ω. Remember, our goal

is to provide a measure of information which can be derived through S; a
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measure depending only on S is preferable. Secondly, the mutual information

I(U ;X) itself is hard to calculate, especially when N is large.

To make the measure easy to evaluate, in this section, we consider an

asymptotic approximation and a minimum upper bound of the BSE by ac-

cepting some assumptions.

6.1. Asymptotic approximation of the BSE

Let U be an arbitrary subset of Ω with cardinalityN , and x = (x1, x2, · · · , xN)

be the sequence of the output of S with regard to U . The first assumption

is that x1, x2, · · · , xN are conditionally independent given u ∈ U , and each

xi has the same PMFs fG(x) if U = ui and fI(x) if U ̸= ui.This is the same

assumption as in Section 4.3. Furthermore, we assume that fI(x) > 0 for all

x ∈ X , i.e. X is the support of fI .

The second assumption is that the prior probability of U is uniform:

p(ui) = 1/N for all ui ∈ U .

Under these assumptions, from the symmetry of ui ∈ U , it is clear that

BSE (U , S) depends only on N , i.e. the cardinality of U , and S. Thus we

denote BSE (U , S) by BSE (N,S). Now, we can prove the following theorem.

Theorem 6.

BSE (N,S) → D(fG ∥ fI) (N → ∞).

(Proof) The mutual information formula (4) can be written as follows:

I(U ;X) =
∑
i

Pi

∑
x∈XN

p(x|ui) log
p(x|ui)∑
j Pjp(x|uj)

(40)

where Pi = p(ui) = 1/N . From the conditional independence of xi, we have

p(x|ui) =
N∏
j=1

p(xj|ui) =
fG(xi)

fI(xi)

N∏
j=1

fI(xj). (41)
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If we let fN
I (x) =

∏N
j=1 fI(xj), l(x) = fG(x)

fI(x)
, and l̃N(x) =

∑N
j=1 Pjl(xj) ,

then the right hand side of (40) can be written as follows:∑
i

Pi

∑
x∈XN

fN
I (x)l(xi) log

fN
I (x)l(xi)∑

j f
N
I (x)Pjl(xj)

=
∑
i

Pi

∑
x∈XN

fN
I (x)l(xi) log l(xi)

−
∑

x∈XN

fN
I (x)l̃N(x) log l̃N(x). (42)

The first term of the right-hand side of (42) can be simplified as follows:∑
i

Pi

∑
x∈XN

fN
I (x)l(xi) log l(xi)

=
∑
i

Pi

∑
xi∈X

fI(xi)l(xi) log l(xi)
∏
j ̸=i

∑
xj∈X

fI(xj)

=
∑
i

Pi

∑
xi∈X

fG(xi) log
fG(xi)

fI(xi)

∏
j ̸=i

1

=
∑
x∈X

fG(x) log
fG(x)

fI(x)
= D(fG ∥ fI). (43)

The second term of (42) can be written as∑
x∈XN

fN
I (x)l̃N(x) log l̃N(x) = EfN

I (X)[l̃N(X) log l̃N(X)], (44)

the expected value of l̃N(X) log l̃N(X) whereX = (X1, · · · , XN) is a random

variable with PMF fN
I (X), i.e. each Xi are independently and identically

distributed random variables with PMF fI(X). According to the law of

large numbers, the empirical average l̃N(X) = 1
N

∑N
j=1 l(Xi) converges to

the expected value of l(X) in probability:

l̃N(X)
p−→ EfI(X)[l(X)] =

∑
x∈X

fI(x)l(x)

=
∑
x∈X

fG(x) = 1 (N → ∞). (45)
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From the continuous mapping theorem [19],

l̃N(X) log l̃N(X)
p−→ 1 log 1 = 0 (N → ∞). (46)

From the assumption that fI(x) > 0 over X ,

0 ≤ l̃N(X) ≤ 1

N

N∑
i=1

max
xi∈X

l(xi) = max
x∈X

l(x)

=
maxx∈X fG(x)

minx∈X fI(x)
<∞. (47)

Therefore, there is a constant (integrable) function

g(X) = max

{
1

e
, c log c

}
,

(
c =

maxx∈X fG(x)

minx∈X , fI(x)

)
(48)

dominating the sequence of functions l̃N(X) log l̃N(X);

|l̃N(X) log l̃N(X)| < g(X). (49)

Here, e is the base of natural logarithm. Note that y log y ≥ −1/e for all

y ≥ 0.

From (46),(49) and the Lebesgue’s dominated convergence theorem [20],

EfN
I (X)[l̃N(X) log l̃N(X)] → 0 (N → ∞). (50)

From (42)(43)(50), the theorem holds.

6.2. Minimum upper bound of the BSE

Furthermore, regarding the upper bound of the BSE, we can prove the

following theorem.

Theorem 7.

sup
N≥1

BSE (N,S) = D(fG ∥ fI).
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(Proof) The second term of (42) can be written as follows:∑
x∈XN

fN
I (x)l̃N(x) log l̃N(x)

=
∑

x∈XN

fN
I (x)l̃N(x) log

fN
I (x)l̃N(x)

fN
I (x)

. (51)

Note that fN
I (x)l̃N(x) and fN

I (x) are both probability mass functions be-

cause ∑
x∈XN

fN
I (x)l̃N(x)

=
∑

x∈XN

N∑
i=1

Pi
fG(xi)

fI(xi)

N∏
j=1

fI(xj)

=
N∑
i=1

Pi

∑
xi∈X

fG(xi)
∑
x1

· · ·
∑
xi−1

∑
xi+1

· · ·
∑
xN

∏
j ̸=i

fI(xj)

=
N∑
i=1

Pi

∑
xi∈X

fG(xi)
∏
j ̸=i

∑
xj∈X

fI(xj)

=
N∑
i=1

Pi = 1, (52)

and ∑
x∈XN

fN
I (x) =

N∏
i=1

∑
xi∈X

fI(xi) = 1. (53)

Thus the right hand side of (51) is the relative entropy D(fN
I (x)l̃N(x) ∥

fN
I (x)). To sum up, the following equation holds.

I(U ;X) = D(fG ∥ fI)−D(fN
I (x)l̃N(x) ∥ fN

I (x)). (54)

From the non-negativity of D(fN
I (x)l̃N(x) ∥ fN

I (x)),

BSE (N,S) ≤ D(fG ∥ fI).
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holds for any N ≥ 1. Since BSE (N,S) → D(fG ∥ fI) (N → ∞) (Theorem

6), the theorem holds.

6.3. Numerical examples and discussions

Fig.6.3 shows the relationship between N and BSE (N,S) in the case

with Bernoulli distributions: fG(x) = px(1 − p)1−x, fI(x) = qx(1 − q)1−x,

(x ∈ {0, 1}). Three curves correspond to different sets of parameter val-

ues: (p, q) = (0.9, 0.1), (0.95, 0.05) and (0.99, 0.01). Each curve exhibits that

BSE (N,S) converges to D(fG ∥ fI) as N increases. This shows that if the

cardinality of U is sufficiently large, BSE (N,S) can be approximated by

D(fG ∥ fI).

0
1
2
3
4
5
6

1 10 100 1000

p=0.99, q=0.01p=0.95, q=0.05p=0.9, q=0.1
N

BSE(N,S)

D(fG || fI)=5.51

D(fG || fI)=3.82
D(fG || fI)=2.54

Figure 2: Convergence of BSE (N,S) to D(fG ∥ fI)

Theorem 6 and Theorem 7 show that the BSE (N,S) can be asymptoti-
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cally approximated and upper bounded by the relative entropy of fG(x) with

respect to fI(x). As fG, fI are one dimensional PMFs, it is not difficult to

evaluate D(fG ∥ fI). Therefore, we propose to use D(fG ∥ fI) as a measure

of information gained through S, and define

BSE (S) = D(fG ∥ fI). (55)

Hereafter, we call BSE (S) the approximated BSE.

Interestingly, the relative entropy D(fG ∥ fI) was also proposed by Sutcu

et al. [21] as a measure of biometric information, at the same time as ours

[1] (the preliminary version of this paper). However, they do not explain

any meaning or theoretical foundations of using D(fG ∥ fI) as a measure

of biometric information. On the other hand, we define the BSE as a mu-

tual information I(U ;X), and explain the meaning from the viewpoints of

information theory, statistics and comparison with the password entropy.

Before we go further, it may be worth discussing on the definition and

approximation of the BSE in the continuous case where the matching score

is a real number, i.e. X = R. Even in this case, we can define the BSE in a

form consistent with that of discrete case (4).

It is well known that the continuous mutual information

I(A;B) =

∫
B

∫
A

fA,B(a, b) log
fA,B(a, b)

fA(a)fB(b)
dadb, (56)

where fA,B, fA, fB are the (joint) PDFs of real (continuous) random variables

A,B, can be interpreted as the limit of the discrete mutual information of

quantized random variables A∆ and B∆ where

A∆ = ai, if i∆ ≤ A < (i+ 1)∆, (57)
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and the same for B∆.

Similarly, in the case of the BSE with continuous scores, it is easily con-

firmed that the discrete mutual information of U and the quantized scores

X∆ converges to the following value:

I(U ;X) =
∑
u∈U

∫
RN

f(x|u)p(u) log f(x|u)∑
u∈U f(x|u)p(u)

dx, (58)

where f(x|u) is a conditional PDF of x given u. Thus we can define the

BSE (N,S) by the right hand of (58) in the continuous case. (58) corresponds

to the last form of (4), and can be considered as a mutual information of the

discrete random variable U and the continuous random variable X.

We can prove the Theorem 1, 2, 3, 4 and 5 in the case where X is

continuous. However, the detailed proof cannot be included here for lack of

space. (Refer to [1] for the proof of Theorem 4 in the continuous case.) As

for the Proposition 1, however, the proof in [17] is done only in the discrete

case. Although the proposition would hold when X is continuous, because

I(U ;X) in (58) is the limit of the discrete mutual information I(U ;X∆)

— note that the Proposition 1 holds for I(U ;X∆) for any ∆ > 0 —, the

rigorous proof is beyond the scope of this paper.

7. Evaluation of the approximated BSE

7.1. Evaluation procedure

Here we describe the evaluation procedure of the approximated BSE of

a biometric system. The evaluation protocol consists of two steps: (1) data

collection and (2) estimation of D(fG ∥ fI).
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(1) Data collection: This step follows the same procedure as general

method of accuracy evaluation, e.g. described in [2].

Firstly, biometric samples from a sufficient number of subjects are col-

lected. Let N be the number of subjects. From each subject, at least two

samples, one for a template and the other for a verification sample, are col-

lected. Let {bt1, · · · , btN} be the set of templates and {b1, · · · , bN} be the

set of verification samples. To increase estimation accuracy of D(fG ∥ fI),

N should be as large as possible. The sufficient number N may depends

on relative entropy estimators and the properties of the distributions fG, fI .

Relation between the number of samples and the accuracy of estimation is

studied experimentally e.g. in [22, 23, 24, 8].

Then a set of genuine scores XG = {S(bti, bi) | i = 1, 2, · · · , N} and a set

of impostor scores XI = {S(bti, bj) | i ̸= j} are calculated using the biometric

matching system S.

(2) Estimation of D(fG ∥ fI): In this step, the relative entropy

D(fG ∥ fI) is estimated from the genuine and impostor score sets XG, XI .

Let us assume that each x ∈ XG is sampled independently from an unknown

genuine distribution fG(x) and each x ∈ XI is sampled independently from

an unknown impostor distribution fI(x). Let N,M be the size of the score

sets XG, XI respectively.

If the score x is n-valued discrete variable and n is small, fG(x), fI(x)

can be easily estimated using histograms, and D(fG ∥ fI) can be calculated

numerically. For example, if x is a binary decision result 0 (match) or 1
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(non-match), the distributions can be estimated as follows:

fG(0) = 1− α, fG(1) = α (59)

fI(0) = β, fI(1) = 1− β, (60)

where

α =
|{x = 1 | x ∈ XG}|

N
, β =

|{x = 0 | x ∈ XI}|
M

(61)

are equal to the FNMR and FMR respectively. Thus the relative entropy is

estimated as follows:

D(fG ∥ fI) = (1− α) log
1− α

β
+ α log

α

1− β
. (62)

Even in the cases that the score x is continuous or n-valued with large

n, if it is sure that the distributions fG, fI follows certain parametric models

such as Gaussian and binomial distributions, it is not difficult to estimate the

distributions using, e.g., the maximum likelihood estimation, and calculate

D(fG ∥ fI) analytically or based on numerical calculations.

However, in most cases the distributions of biometric matching scores

do not follow simple parametric models. Thus, non-parametric estimation

would be more reasonable. It should be noted that non-parametric entropy

and diversity estimation from finite samples is a challenging problem, and

many researchers in the field of machine learning have been studying on this

problem [25]. Though it is not our present purpose to explore this area, we

will present a brief overview of estimation approaches in the followings.

The traditional approach is to use histograms with equal-size bin to esti-

mate the distributions and calculate the relative entropy numerically. Several
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studies take an approach of improving the histogram-based estimator by, e.g.,

adaptive partitioning [26] and data-dependent partitions [22].

On the other hand, Kozachenko and Leonenko [27] proposed a simple and

sophisticated estimator of differential entropy with mean-square consistency

using nearest neighbor (NN) method. Since then, several studies have been

made on the NN entropy estimators such as [28, 29]. These methods were

generalized to relative entropy estimation in many studies such as [23, 30, 24]

and shown to be powerful nonparametric techniques. Recently, Wang et al.

[8] proposed the k-NN diversity estimator with asymptotic unbiasedness and

mean-square consistency. Furthermore, the authors generalized the k-NN

estimator and showed that it have better performance than other methods.

The generalized k-NN estimator of the relative entropy D(fG ∥ fI) can

be written as follows:

D̂(fG ∥ fI) =
1

N

N∑
i=1

{
log

νki(i)

ρli(i)
+ ψ(li)− ψ(ki)

}
+ log

M

N − 1
(63)

where ρli(i) and νki(i) are the distance (absolute value of the difference) to

the li-th and ki-th nearest neighbors of xi in XG \ {xi} and XI respectively.

li and ki are the numbers of samples XG \ {xi} and XI contained in the

interval [xi − ϵ, xi + ϵ] where ϵ = max{ρ1(i), ν1(i)}. ψ(n) is the digamma

function [12]. In this case, since n is a natural number, ψ(n) can be written

in a simple form as follows:

ψ(n) = −γ +
n−1∑
k=1

1

k
, (64)

where γ ≈ 0.577 is the Euler-Mascheroni constant. It can be seen from (63)
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and (64) that we can directly estimate D(fG ∥ fI) without estimating fG

and fI by using the generalized k-NN estimator.

In our experiments, we used this generalized k-NN estimator to evaluate

the approximated BSE.

7.2. Experimental evaluation

We estimated the approximated BSE of the fingerprint and face matching

systems of the NIST BSSR1 (Biometric Score Set - Release 1) database [31].

This database contains the face scores from two algorithms (“C” and “G”)

and the fingerprint scores from the left and right index fingers, which is

obtained from 6000 fingers. We used the face scores from the algorithm “C”

and the fingerprint scores from left index fingers.

Furthermore, we considered multimodal biometric systems combining face

and fingerprint matching systems. The score fusion function was constructed

by (log) likelihood ratio as follows:

m(x1, x2) = log
f̂ 1
G(x

1)f̂ 2
G(x

2)

f̂ 1
I (x

1)f̂ 2
I (x

2)
(65)

where x1, x2 are the scores of face and fingerprint matching, and f̂ 1
∗ (x

1), f̂ 2
∗ (x

2)

are the estimated score distributions of face scores and fingerprint scores. If

the estimated distributions are identical to the true ones, and if x1 and x2

are independent, the fusion function is optimal in the Neyman-Pearson sense

as described in Section 4.2. We used (1) parametric method and (2) non-

parametric method to estimate the distributions. As a parametric method,

we used Gaussian distribution model and maximum-likelihood estimation.

As for a non-parametric method, we used kernel density estimation (KDE)

with Gaussian kernels and cross-validation bandwidth selection [12].
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Fig.3, 4 show the frequency distributions of the face and fingerprint

matching scores. As the figures indicate, the scores, especially of the fin-

gerprint matching, seems not distributed according to simple Gaussian dis-

tributions. Thus, we can expect that the multimodal system with KDE-based

score fusion will have more approximated BSE than that of with Gaussian-

based score fusion.

00.10.20.30.40.5
0.4 0.48 0.56 0.64 0.72 0.8 0.88Matching score

Relative freque
ncy

Genuine Impostor
Figure 3: Frequency distributions of face matching scores

Table 1 shows the evaluation results of the BSE. From this result, we

can say that the amount of information gained through the face matching

system is more than that of 4-digit PIN (log2(10
4) = 13.3 bit) and less than

5-digit PIN (log2(10
5) = 16.6 bit). As for the fingerprint matching system,

it is more than 5-digit PIN and less than 6-digit PIN (log2(10
6) = 19.9 bit).

Furthermore, as described in Section 4.2, the approximated BSE of the

multimodal system is less than or equal to the sum of the ones of the subsys-

tems, and depends on the score fusion function m. The experimental results

support this fact. Furthermore, as we expected, the approximated BSE of
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Relative freque
ncy

Genuine Impostor
Figure 4: Frequency distributions of fingerprint matching scores

the KDE-based multimodal system is larger than that of the Gaussian-based

multimodal system.

Table 1: Evaluated BSE

Modality BSE (bit)

Face 14.7

Fingerprint 18.6

Multimodal (Gaussian) 18.7

Multimodal (KDE) 25.9

8. Conclusion

In this paper, we proposed a measure of information gained through bio-

metric matching systems applicable to any kind of biometrics. Firstly, we
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defined the “biometric system entropy” or BSE of a system S as the aver-

age decrease in uncertainty about the identity of a person due to biometric

verification using S. Then we proved that the BSE can be approximated

asymptotically by the relative entropy D(fG(x) ∥ fI(x)) where fG(x), fI(x)

are PMFs of scores between samples from individuals and among population.

We showed several theoretical properties and interpretations of the BSE. We

also discussed how to evaluate D(fG ∥ fI) of a biometric system and showed

a numerical example of face, fingerprint and multimodal biometrics systems.

The measure has the potential to make it possible not only to under-

stand intuitively the identification performance of biometric systems from

the viewpoint of information content, but also to compare biometrics with

other authentication method such as passwords, or personal identification

information such as name, address, birthday, and so on.

References

[1] K. Takahashi, T. Murakami, A metric of information gained through

biometric systems, in: Proc. of ICPR2010.

[2] A. J. Mansfield, J. L. Wayman, Best practices in testing and reporting

performance of biometric devices, Tech. Rep., Version 2.01 (2002).

[3] J. Daugman, The importance of being random: Statistical principles of

iris recognition, Pattern Recognition 36 (2003) 279–291.

[4] A. Adler, R. Youmaran, S. Loyka, Towards a measure of biometric

information, in: Proc. Canadian Conf. Comp. Elec. Eng. (CCECE).

38



[5] S. Hidano, T. Ohki, N. Komatsu, K. Takahashi, A metric of identifica-

tion performance of biometrics based on information content, in: Proc.

11th International Conference on Control, Automation, Robotics and

Vision.

[6] W. Burr, D. Dodson, W. Polk, Electronic authentication guideline,

NIST Special Publication 800-63 (2004).

[7] R. Shay, S. Komanduri, P. G. Kelley, P. G. Leon, M. L. Mazurek,

L. Bauer, N. Christin, L. F. Cranor, Encountering stronger password

requirements: user attitudes and behaviors, in: Proc. 6th Symposium

on Usable Privacy and Security (SOUPS’10), ACM, 2010, pp. 2:1–2:20.

[8] Q. Wang, S. Kulkarni, S. Verdu, Divergence estimation for multidimen-

sional densities via k-nearest-neighbor distances, IEEE International

Symposium on Information Theory (ISIT2009) 55 (2009).

[9] A. Renyi, On measures of information and entropy, in: Proc. 4th

Berkeley Symposium on Mathematics, Statistics and Probability, pp.

547–561.

[10] D. Maltoni, D. Maio, A. K. Jain, S. Prabhakar, Handbook of Fingerprint

Recognition, Springer.

[11] S. Kullback, R. A. Leibler, On information and sufficiency, Ann. Math.

Statist. 22 (1951) 79–86.

[12] C. M. Bishop, Pattern Recognition and Machine Learning, Springer,

2006.

39



[13] J. Bhatnagar, A. Kumar, On estimating performance indices for bio-

metric identification, Pattern Recognition 42 (2009) 1803–1815.

[14] T. M. Cover, J. A. Thomas, Elements of Information Theory, JohnWiley

& Sons, second edition, 2006.

[15] K. Nandakumar, A. K. Jain, A. Ross, Fusion in multibiometric identifi-

cation systems: What about the missing data?, in: Proc. Int. Conf. on

Biometrics (ICB’09).

[16] T. Murakami, K. Takahashi, Accuracy improvement with high conve-

nience in biometric identification using multihypothesis sequential prob-

ability ratio test, in: Proc. Int. Workshop on Information Forensics and

Security (WIFS).
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