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Abstract—We propose a metric of information gained through
biometric matching systems. Firstly, we discuss how the infor-
mation about the identity of a person is derived from biometric
samples through a biometric system, and define the “biometric
system entropy” or BSE. Then we prove that the BSE can be
approximated asymptotically by the Kullback-Leibler divergence
D(fG(x)||fI(x)) where fG(x), fI(x) are PDFs of matching
scores between samples from an individuals and among population.
We also discuss how to evaluate D(fG||fI) of a biometric system
and show a numerical example of face and fingerprint matching
systems.
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I. INTRODUCTION

Biometric verification systems, which automatically iden-
tifies a person based on his/her physical or behavioral fea-
tures, are widely used for various applications. The biometric
features are desired to satisfy the following requirements.
(1)Uniqueness: the feature has to be unique to each in-
dividual. (2)Stability: the feature has to be unchangeable
for each capture. However most biometrics do not strictly
satisfy these requirements. Hence it is important to evaluate
the identification performance of biometric systems quanti-
tatively.

Two kinds of error rates are widely used to evaluate the
performance: false match rate (FMR) and false non-match
rate (FNMR). There is a trade-off between these error rates
depending on a threshold parameter t, which is described by
a 2-D curve parametrized by (FMR(t), 1 − FNMR(t)),
called ROC curve [1].

On the other hand, there has been some efforts to define
and evaluate the individuality of biometrics from the view
point of information content or entropy [2], [3]. Using
entropy as a criterion of identification performance will
make it possible to compare a certain biometrics (e.g.
fingerprints) not only with another biometrics (e.g. irises)
but also with PIN, passwords, and many other authentication
methods. It will also enable us to quantify the degree of
privacy of biometrics and compare it with other personal
identification information such as name, address, birthday,
etc. However, no common metric or methodology to evaluate

the biometric entropy have been established so far which
could be practically applicable to any kind of biometrics.

In this paper, we propose a metric of personal identifying
information gained through a biometric matching system,
and show a methodology of evaluation applicable to any
kind of biometrics.

II. RELATED WORKS

One of the works to evaluate the biometric entropy is
Daugman’s approach to estimate the entropy of human irises
[2]. He investigated a statistical distribution of Hamming
distances between different irises, and approximated it using
a binomial distribution

f(m) =
N !

m!(N − m)!
pm(1 − p)N−m, (p = 0.5). (1)

He called the parameter N discrimination entropy, and
estimated N = 249. The discrimination entropy can be
regarded as an index of uniqueness of an iris code in the
meaning that N = − log2 P , where P = f(0) is the
probability that two different iris codes matches exactly.
However, two iris codes rarely matches exactly even if they
are obtained from the same iris. Namely, the discrimination
entropy does not reflects the deviation among samples from
the same iris.

Adler, et. al. defined the “biometric information (BI)” as
the decrease in uncertainty about the identity of a person
due to a set of biometric measurements, and proposed to
use the following Kullback-Leibler or KL divergence as a
metric of the BI [3].

D(p||q) =

{∫
p(B) log p(B)

q(B)dB (continuous)∑
p(B) log p(B)

q(B) (discrete)
(2)

where p(B) is a distribution of biometric features B ∈ B
from a certain individual, and q(B) is one from the pop-
ulation. To evaluate D(p||q), feature distributions p, q have
to be estimated. In general, however, the feature space B
is high dimensional, requiring a huge number of samples
to estimate the distributions in B, as well known as the
curse of dimensionality. This problem is serious especially
when estimating p, because in practice, only a limited
number of samples of each individual are available. To



address this issue, Adler, et. al. assumed that B is an n-
dimensional Euclidean space, and p, q can be modeled as
normal distributions of limited form (with almost diagonal
covariance matrix). In practical cases, however, p, q can
not always be approximated by such a simple model. And
further, the structure of B is often more complicated (e.g. the
feature space of the minutiae representation of fingerprints
) or even unknown (e.g. when the evaluation is performed
by a third party).

III. A NEW METRIC OF BIOMETRIC ENTROPY

The purpose of this section is to provide a new metric
of biometric entropy, which can be applied practically to
any kind of biometrics, even if the feature distributions
or the structure of the feature space is unknown. Firstly,
we introduce a black box model of biometric systems.
Next, we discuss how the information about the identity
of a person is derived from biometric samples through
the biometric system, and define the biometric entropy
using mutual information. Then, we show the entropy
can be approximated asymptotically by the KL divergence
D(fG(x)||fI(x)) where fG(x), fI(x) are probability density
functions or PDFs of matching scores between samples from
an individuals (inter-class) and among population (intra-
class).

A. Black box model of biometric system

We model a biometric system S as a black box system
taking two biometric samples B1, B2 ∈ B as input and
outputs the score x ∈ R. The biometric samples B1, B2

may be the feature or raw data, and the score x ∈ R may
be the similarity score or the distance between between B1

and B2. Note that, any internal process of the system are
unknown.

S : B × B → R ( S(B1, B2) = x ). (3)

Our goal is to provide a metric of biometric entropy which
can be derived through S, and provide an evaluation method
of the entropy which does not use any knowledge of internal
process of S.

B. Biometric system entropy (BSE)

We define the term “biometric system entropy (BSE)” of
a biometric system S as the average decrease in uncertainty
about the identity of a person due to biometric verification
using S.

Let U = {U1, U2, · · · , UN} be a population which may
be the whole human beings, where Ui denotes a person
whose identity is i. Let U be an unidentified person. The
average decrease in uncertainty about the identity of U due
to an observation of some information A about U can be

formulated by the following mutual information.

I(U ;A) = H(U) − H(U |A) ={∑
U

∫
A

p(U,A) log p(U,A)
p(U)p(A)dA (continuous)∑

U

∑
A p(U,A) log p(U,A)

p(U)p(A) (discrete)
(4)

where H(U) is the entropy (or uncertainty) of U , and
H(U |A) is the conditional entropy, i.e. uncertainty of U
after the observation of A.

By the way, even if a biometric sample B of a person U
is observed, it alone does not tell us who U is: we have to
compare B with a biometric sample Bi of each Ui ∈ U ,
using a biometric system S. Thus, the information available
to identify U is not B itself, but the sequence of the output
of S,

X(N) = (x1, x2, · · · , xN ), xi = S(B,Bi). (5)

Thus it is natural to formulate the BSE as I(U ; X(N)).

C. Approximation of the BSE
As for the BSE formulated above, we can prove the

following theorem.
Theorem 1: Suppose the prior probability distribution of

U is uniform on U , i.e., p(Ui) = 1/N (i = 1, · · · , N). If
x1, x2, · · · , xN are conditionally independent given U , and
each xi has the same PDFs fG(x) if U = Ui and fI(x) if
U ̸= Ui

1, then

I(U ; X(N)) → D(fG||fI) (N → ∞).

(Proof) In the followings, we simply denote X(N) by X .
Assume each xi is a continuous variable in R. In the case
of discrete variable, we can prove the theorem in a similar
way. The mutual information formula (4) can be written as
follows, where X = RN .

I(U ;X) =
1
N

∑
i

∫
X

p(X|Ui) log
p(X|Ui)

1
N

∑
j p(X|Uj)

dX

(6)
From the conditional independence of xi, we have

p(X|Ui) =
N∏

j=1

p(xj |Ui) =
fG(xi)
fI(xi)

N∏
j=1

fI(xj). (7)

If we let F (X) =
∏N

j=1 fI(xj), l(x) = fG(x)
fI(x) , and l̃ =

1
N

∑N
j=1 l(xj) then, the right hand side of (6) can be written

as follows,
1
N

∑
i

∫
X

F (X)l(xi) log
F (X)l(xi)∑

j F (X)l(xj)/N
dX

=
1
N

∑
i

∫
X

F (X)l(xi) log l(xi)dX

−
∫
X

F (X)l̃ log l̃dX. (8)

1These assumptions that the matching scores are conditionally indepen-
dent and identically distributed are often used in biometric identification,
e.g. in [4], [5], and work well.



The first term of the right-hand side of (8) can be simplified
as follows:

1
N

∑
i

∫
X

F (X)l(xi) log l(xi)dX

=
1
N

∑
i

∫
R

fG(xi) log
fG(xi)
fI(xi)

dxi

∏
j ̸=i

∫
R

fI(xj)dxj

=
∫

R
fG(x) log

fG(x)
fI(x)

dx = D(fG||fI). (9)

The second term of (8) can be interpreted as EF (X)[l̃ log l̃],
the expected value of l̃ log l̃ when X is sampled from F (X),
i.e., x1, x2, · · · , xN are independently sampled from fI(x).
According to the law of great numbers, the empirical average
l̃ = 1

N

∑N
j=1 l(xi) converges to the expected value of l(x)

in probability.

l̃
p−→ EfI(x)[l(x)] =

∫
R

fI(x)l(x)dx

=
∫

R
fG(x)dx = 1 (N → ∞). (10)

Furthermore, from the continuous mapping theorem,

l̃ log l̃
p−→ 1 log 1 = 0 (N → ∞). (11)

Therefore,

EF (X)[l̃ log l̃] → 0 (N → ∞). (12)

From (8) (9) (12), the theorem holds. �
Figure 1 shows the relationship between N and

I(U ; X(N)) in the case with Bernoulli distributions:
fG(x) = px(1−p)1−x, fI(x) = qx(1−q)1−x, (x ∈ {0, 1}).
Three curves correspond to different sets of parameter val-
ues: (p, q) = (0.9, 0.1), (0.95, 0.05) and (0.99, 0.01). Each
curve exhibits that I(U ; X(N)) converges to D(fG||fI) as
N increases.

This theorem indicates that the BSE can be approximated
by the KL divergence between fG(x) and fI(x) when N
is sufficiently large, e.g., N = 6.8 billion, the world’s
population. As fG, fI are one dimensional probability, it is
not difficult to evaluate D(fG||fI). Therefore, we propose to
use D(fG||fI) as a metric of the BSE. Hereafter, we simply
call D(fG||fI) the BSE.

D. Properties of the BSE

In this subsection, we will show some properties and
interpretations of the BSE.

Proposition 1 (Nonnegativity): For any fG(x), fI(x),

D(fG(x) ∥ fI(x)) ≥ 0. (13)

Equality holds if and only if fG(x) = fI(x) (ref. [6]).
This property can be understood as follows: if fG(x) =
fI(x), we can not tell whether B1, B2 ∈ B are from the same
individual or not, by observing x = S(B1, B2), therefore no
information about the identity of U can be derived through
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Figure 1. Convergence of I(U ; X(N)) to D(fG||fI)

the biometric system S. Otherwise a certain amount of
information is obtained through S.

Proposition 2 (Invariance to score transformations): Let
ϕ : R → R be a monotonic function, and f̂G(x̂), f̂I(x̂) be
the PDFs of x̂ = ϕ(x) when x has the PDFs fG(x), fI(x)
respectively. Then,

D(fG||fI) = D(f̂G||f̂I).

Let us consider two systems S and Ŝ such that
Ŝ(B1, B2) = ϕ(S(B1, B2)). This property indicates that S
and Ŝ have the same BSE, i.e. the BSE is invariant to any
bijective score transformations.

In this case, it is easily confirmed that the DET (or
the ROC) curves of the two systems are also the same.
Furthermore, actually, it can be shown that if two systems S
and S′ have the same DET curve, there exists a monotonic
function ϕ such that S′(B1, B2) = ϕ(S(B1, B2)). All of
this amounts to saying that two systems with the same DET
curve have also the same BSE.

Proposition 3 (BSE of a multimodal system): Let f1
G, f1

I

be PDFs of x1, f2
G, f2

I be ones of x2, and fG, fI be ones
of x = T (x1, x2), where T : R × R → R is an arbitrary
bivariate function. If x1 and x2 are independent, then

D(fG ∥ fI) ≤ D(f1
G ∥ f1

I ) + D(f2
G ∥ f2

I ). (14)

Equality hold if and only if

f1
G(x1)f2

G(x2)
f1

I (x1)f2
I (x2)

=
fG(T (x1, x2))
fI(T (x1, x2))

. (15)

This proposition can be proved from the additivity of KL
divergence and the data processing theorem [6].

Let us interpret this proposition in terms of the BSE of a
multimodal biometric system. Let us consider two systems
S1, S2 using different biometrics B1, B2, e.g., fingerprints
and irises, or fingerprints of forefingers and middle fingers.
By combining the output x1 = S1(B1

1 , B1
2) and x2 =

S2(B2
1 , B2

2) to calculate a integrated score x = T (x1, x2),



we can construct a multimodal biometric system S(B1, B2)
, where B1 = (B1

1 , B2
1) and B2 = (B1

2 , B2
2). The property

indicates that the BSE of the multimodal system S is less
than or equal to the sum of subsystems S1, S2.

The BSE of S depends on the fusion function T , and
the condition to maximize the BSE is given by (15). For
example if we let T be the likelihood function

T (x1, x2) = f1
G(x1)f2

G(x2)/f1
I (x1)f2

I (x2),

the condition (15) is satisfied. In this case, furthermore, S
also achieves the minimum error rates in the meaning of the
Neyman-Pearson lemma.

To sum up, the fusion function in multimodal biometric
system minimizing the error rates also maximize the BSE.

IV. EVALUATION OF THE BSE

A. Evaluation procedure

Here we describe the evaluation procedure of the BSE of
a biometric system. The evaluation protocol consists of three
steps: (1) collecting data, (2) estimating fG(x), fI(x), and
(3) calculating D(fG||fI).

(1) Data collection: In this step, a set of scores
XG = {xG

1 , xG
2 , · · · } between samples from the same

person, and a set of scores XI = {xI
1, x

I
2, · · · } between

samples from the different persons are collected. This step
follows the same procedure as general method of accuracy
evaluation, e.g. described in [1], and may include collection
of biometric samples from sufficient number of individuals
and cross matching.

(2) Estimating PDFs: fG(x), fI(x) are estimated
using the data set XG, XI respectively. If the score x is
discrete, e.g. x ∈ {1(OK), 0(NG)}, the PDFs can be simply
estimated as histograms, and then the BSE can be calculated
directly according to the definition. Estimation methods
are classified to three approaches from the viewpoint of
the PDF models: (i) parametric model, (ii) nonparametric
model, and (iii) semi-parametric model [7]. All of them have
advantages and disadvantages, therefore one has to choose
an appropriate method in consideration of the statistical
property of data and the computational cost.

(3) Calculating the BSE: D(fG||fI) is calculated for the
estimated PDFs. If simple PDF models such as normal distri-
butions are used, one may calculate D(fG||fI) analytically.
Otherwise, it can be calculated by numerical computation.

B. Experimental evaluation

We estimated the BSE of the fingerprint and face matching
systems of the NIST BSSR1 (Biometric Score Set - Release
1) database [8]. This database contains the face scores from
two algorithms (“C” and “G”) and the fingerprint scores
from the left and right index fingers, which is obtained from
6000 fingers. We used the face scores from the algorithm
“C” and the fingerprint scores from left index fingers.

By histogram-based (i.e., nonparametric) estimation, we
obtained BSE = 12.62 (bit) for the face matching system
and BSE = 12.67 (bit) for the fingerprint. This result shows
that the BSE of the fingerprint and face matching systems
are a little less than the entropy of 4-digits PIN codes, i.e.,
log(104) = 13.29 (bit).

V. CONCLUSION

In this paper, we proposed a metric of information gained
through biometric matching systems. Firstly, we defined the
“biometric system entropy” or BSE of a system S as the
average decrease in uncertainty about the identity of a person
due to biometric verification using S. Then we proved that
the BSE can be approximated asymptotically by the KL
divergence D(fG(x)||fI(x)) where fG(x), fI(x) are PDFs
of scores between samples from an individuals and among
population. We also discussed how to evaluate D(fG||fI)
of a biometric system and showed a numerical example of
face and fingerprint matching systems.

The metric enables us not only to understand intuitively
the identification performance of biometric systems from the
viewpoint of entropy, but also to compare biometrics with
other authentication method such as passwords, or personal
identification information such as name, address, birthday,
and so on.
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