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IDENTIFICATION USING MULTIHYPOTHESIS SEQUENTIAL PROBABILITY RATIO TEST
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ABSTRACT

Biometric identification has lately attracted attention because
of its high convenience; it does not require a user to enter
a user ID. The identification accuracy, however, degrades as
the number of the enrollees increases. Although many mul-
timodal biometric techniques have been proposed to improve
the identification accuracy, it requires the user to input multi-
ple biometric samples and makes the application less conve-
nient. In this paper, we propose a new multimodal biometric
technique that significantly reduces the number of inputs by
adopting a multihypothesis sequential test that minimizes the
average number of observations. The results of the experi-
mental evaluation using the NIST BSSR1 (Biometric Score
Set - Release 1) database showed its effectiveness.

Index Terms— biometric identification, multimodal bio-
metrics, sequential decision fusion, MSPRT

1. INTRODUCTION

Biometric identification, which has long been used for crimi-
nal investigations, is recently used for various kinds of appli-
cations: computer login, physical access control, time and at-
tendance management, etc. In such applications, a user only
presents his/her biometric sample and it is compared to all
the biometric templates enrolled in the database (i.e., one-
to-many matching). Then, the system identifies the user and
provides service appropriate to him/her (e.g., login to his/her
account). Since the user is not required to enter an ID number
or to present an ID card, biometric identification can provide
a highly convenient way to authenticate users.

However, biometric identification has a problem with
identification accuracy; it degrades as the number of the
enrollees increases. This problem has prevented biometric
identification from being applied to large-scale applications.
To improve the accuracy, some studies applied a multimodal
biometric technique which uses multiple biometric sources of
information (such as face, fingerprint, and so on) to biometric
identification [1, 2, 3]. These techniques, however, make the
system inconvenient because the user has to present multiple
biometric samples. Jainet al. [4] anticipate that multimodal
biometric techniques will be increasingly applied to large-
scale applications or high security applications, and they also

point out that such a solution may cause inconvenience.
In this paper, we propose a new multimodal biometric

identification technique that can minimize the number of bio-
metric inputs. This technique is based on MSPRT (Multihy-
pothesis Sequential Probability Ratio Test) [5], proposed as a
multihypothesis sequential test which minimizes the average
number of observations. We evaluate the performance of the
proposed method using the NIST BSSR1 (Biometric Score
Set - Release 1) database [6], and show its effectiveness.

2. BIOMETRIC IDENTIFICATION

2.1. Classification of biometric authentication

Biometric authentication can be divided into two modes: ver-
ification and identification [7]. In the verification mode, a
person claims an identity and presents a biometric sample.
Then, the system compares the presented sample to the bio-
metric template in the database which is corresponding to the
claimed identity (i.e., one-to-one matching). After one-to-one
matching, the system compares the score to the threshold and
decides whether the person is genuine or not. In the identifi-
cation mode, a person only presents a biometric sample and
the system matches the presented sample against all the bio-
metric templates in the database. Then, the system compares
each score to the threshold and output a candidate list of peo-
ple whose templates are similar to the input biometric sample.

Biometric identification can be further classified into two
categories: negative identification and positive identification
[4, 8]. Negative identification systems determine whether a
person isnot in the database as he/she (explicitly or implic-
itly) claims. Criminal investigation systems, which output a
candidate list of criminals whose fingerprints resemble the in-
put fingerprint, are examples of negative identification sys-
tems. On the other hand, positive identification systems de-
termine whether a person is in the database as he/she claims.
Commercial applications using biometric identification, such
as computer login, physical access control, time and atten-
dance management, are examples of positive identification
systems. In this paper, we focus on positive identification.

It is desired for negative identification that the number of
candidates be small so that it can be examined by human op-
erators, while it is required for positive identification to out-



put at most one candidate (or so small number of candidates
that some other match mechanism can quickly narrow down
to one) [8].

2.2. New performance measures for biometric identifica-
tion systems

In the verification mode, two kinds of error rates are defined:
FRR (False Reject Rate) and FAR (False Accept Rate). FRR
is the probability that the system rejects a genuine individual
as an imposter. FAR is the probability that the system accepts
an impostor as a genuine individual. High FRR causes incon-
venience, and high FAR causes security problems.

In the identification mode, FNIR (False Negative Identifi-
cation Rate) and FPIR (False Positive Identification Rate) are
used as performance measures [7]. FNIR is the probability
that the enrollee who inputs a biometric sample is not in the
candidate list. FPIR is the probability that the system outputs
one or more candidates when a non-enrollee (a person not en-
rolled) inputs a biometric sample. In criminal investigations,
for example, it is essential to decrease both FNIR and FPIR.

Positive identification, however, outputs at most one can-
didate as mentioned before, and is used for the applications
which provide service appropriate to the identified user. In
such cases, the error when the enrollee inputs a biometric
sample can be devided into two types: accepting the enrollee
as another enrollee, and rejecting the enrollee as non-enrollee.
Although both of the errors cause inconvenience since the en-
rollee cannot use appropriate service, the former error further
causes security problems because the system incorrectly pro-
vides service appropriate to others.

Taking these matters into account, we newly define three
kinds of error rates as performance measures for positive
identification systems.� �

EFRR (Enrollee False Reject Rate):
The probability that the system incorrectly rejects an en-
rollee as a non-enrollee.
EFAR (Enrollee False Accept Rate):
The probability that the system incorrectly accepts an en-
rollee as another enrollee.
NFAR (Non-Enrollee False Accept Rate):
The probability that the system incorrectly accepts a
non-enrollee as an enrollee.� �

Taking computer login systems for example, EFRR is the
probability that an enrollee fails to login, EFAR is the prob-
ability that an enrollee logins to another account, NFAR is
the probability that a non-enrollee (i.e., an attacker) logins to
someone’s account. High EFRR causes inconvenience, high
EFAR causes both inconvenience and security problems, and
high NFAR causes security problems. Figure 1 shows the per-
formance measures for verification systems (FRR/FAR) and
for positive identification systems (EFRR/EFAR/NFAR).

FRR FAR
VerificationGenuine Positive identificationImpostor EFAR NFAREFRR1 Non-enrolleeEnrollee

1 2 NDB
Fig. 1. New performance measures for positive identification
systems (EFRR/EFAR/NFAR).

2.3. A problem with accuracy in biometric identification

The accuracy in positive identification degrades as the num-
ber of the enrolleesN increases because the number of those
who can be falsely identified as increases. Let us consider
the following decision rule: if one or more scores (defined
as similarities) exceed the threshold, the system identifies the
user as the enrollee whose score is the highest, otherwise the
system rejects the user. The probability that a score between
the different individuals exceeds the threshold is FAR. Thus,
assuming that all the scores are independent, the following
approximation can be obtained ifN × FAR � 1.

NFAR = 1 − (1 − FAR)N

≈ N × FAR. (1)

NFAR increases almost in proportion to the number of the en-
rolleesN . Therefore, it is quite challenging to apply positive
identification to the large-scale applications.

2.4. Multimodal biometric identification

To solve the problem with accuracy, some papers studied a
multimodal biometric technique for identification. BioID [1]
extracts facial features, lip movement, and voice from a user,
and uses all of them for identification. Hong and Jain [2] in-
tegrate faces and fingerprints for identification. Nandakumar
et al. [3] proposed to compare the posterior probability that
a user who inputs biometric samples is each enrollee to the
threshold in multimodal identification. All of the techniques
above, however, make a decision after the user inputs all the
biometric samples required, causing inconvenience.

We are here concerned with a multimodal technique mak-
ing a decision each time a user inputs a biometric sample,
which is called “sequential decision fusion” [9]. Takahashiet
al. [9] proposed a sequential decision fusion in multimodal
biometric verification based on SPRT (Sequential Probability
Ratio Test). SPRT is a statistical hypothesis test which mini-
mizes the average number of observations if the samples are
i.i.d. (independent and identically distributed) and the error
probabilities are sufficiently small [10]. Applying SPRT to
biometric verification, a sequential decision fusion that mini-
mizes the average number of inputs can be realized.



SPRT is, however, a binary test which accepts either a
null hypothesis or an alternative hypothesis (i.e., binary clas-
sification). In contrast, positive identification accepts a user
as one of the enrollees in the database or rejects him/her as
a non-enrollee (i.e., multi-class classification). Noda and
Kawaguchi [11] extended SPRT to multi-class classification,
and proposed to reduce the biometric inputs (the utterance
length) in speaker identification using the extended SPRT.
However, this technique does not minimize the average num-
ber of inputs (as shown in Section 4) since SPRT is optimal
only in the case of binary classification. In this paper, we
propose a sequential decision fusion for identification which
minimizes the average number of inputs by applying MSPRT
which is optimal in the case of multi-class classification.

3. SEQUENTIAL DECISION FUSION IN
BIOMETRIC IDENTIFICATION USING MSPRT

3.1. MSPRT

Dragalinet al. [5] found sequential tests of multiple hypothe-
sesH0,H1, · · · ,HN which minimizes the average number of
observations, calling such tests MSPRT. The probabilityαi

that the hypothesisHi (0 ≤ i ≤ N) is incorrectly accepted is
given by

αi =
∑
j 6=i

P (Hj)αji, (2)

whereP (Hj) is the prior probability thatHj is true, andαji

is the probability of acceptingHi whenHj is true. Consider
all the tests in which eachαi does not exceed the predeter-
mined valueαi (0 ≤ i ≤ N). Dragalinet al. proved that
the following test (MSRPT) minimizes the average number
of observations among all the tests above [5].� �

MSPRT
Each time datast is observed, the posterior probability
that the hypothesisHi (0 ≤ i ≤ N) is true is calculated
as follows:

P (Hi|St) =
P (Hi)Zti∑N

n=0 P (Hn)Ztn

, (3)

whereSt is a set of the observed dataSt = {sτ |1 ≤ τ ≤
t}, andZti is a likelihood ratio which is given by

Zti =
P (St|Hi)
P (St|H0)

. (4)

If one or more posterior probabilities exceed a thresh-
old A, then the hypothesis whose posterior probability
is the highest is accepted. Otherwise, observing data is
continued.� �

Both SPRT and the technique proposed in [11] compare the
likelihood ratios to the threshold, while MSPRT normalizes
the likelihood ratios to the posterior probabilities and com-
pares them to the threshold.
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Fig. 2. The sequential decision fusion algorithm based on
MSPRT using scores as observed data (T = 2).

3.2. Sequential decision fusion using MSPRT

We propose a sequential decision fusion in biometric identi-
fication based on MSPRT using scores as observed data. Let
sti a score against thei-th enrollee when the user inputs the
t-th biometric sample, andst a score vector whose elements
are the scores obtained in thet-th input, which is given by

st = (st1, st2, · · · , stN ). (5)

We use a score vectorst as observed data. Then, a set of the
observed data up tot-th input can be written as

St = {sτ |1 ≤ τ ≤ t}. (6)

Using the following hypothesis:
Hi: The user is ani-th enrollee(1 ≤ i ≤ N).
H0: The user is a non-enrollee.

and substitutingSt for St in equation (3), MSPRT can be
applied to biometric identification. The calculation of a like-
lihood ratio is described in the next subsection.

The proposed method identifies a user as follows. Each
time the user inputs a biometric sample, the system calculates
the likelihood ratioZti using the score vectorssτ (1 ≤ τ ≤
t). Then, the system normalizes the likelihood ratioZti to
the posterior probabilityP (Hi|St) that the user is thei-th en-
rollee (or a non-enrollee ifi = 0). If one or more posterior
probabilities exceed a thresholdA, then the system accepts
the hypothesisHi whose posterior probability is the highest,
identifying the user as thei-th enrollee (or a non-enrollee if
i = 0). Otherwise, the system requires the user to input the
next biometric sample. When the number of inputs reached
the upper limitT , the system compares the posterior proba-
bilities to another thresholdλ, identifying the user as a non-
enrollee if no posterior probabilities exceedλ. By changing
λ, the result of theT th decision (accept as someone or reject)
can be controlled, while the number of inputs is not changed.
Thus, after setting the average number of inputs to the de-
sired value by changingA, the trade-off between EFRR and
EFAR/NFAR can be controlled by changingλ.

Figure 2 shows the algorithm of the proposed method
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Fig. 3. Training of genuine and imposter score distributions.

(T = 2). The prior probabilityP (Hi) that the hypothesisHi

is true is set in advance.

3.3. Calculation of a likelihood ratio

Assume that all the scores are independent and that the scores
between the same individual and the different individuals are
generated from the genuine distributionf() and the impos-
tor distributiong(), respectively. This assumption makes the
likelihood ratioZti in equation (4) decomposed as follows:

Zti =
P (St|Hi)
P (St|H0)

=

∏t
τ=1 P (sτi|Hi)

∏
n6=i P (sτn|Hi)∏t

τ=1 P (sτi|H0)
∏

n6=i P (sτn|H0)

=

{∏t
τ=1 f(sτi)/g(sτi) (if i 6= 0)

1 (if i = 0).
(7)

This can be calculated usingf() and g(). These distribu-
tions are trained with genuine and impostor scores, respec-
tively (see Figure 3), both of which were obtained from pre-
collected biometric data. For example, these distributions can
be trained by assuming the Gaussian distribution model and
using the maximum likelihood estimation. Alternatively, the
ratio between the two distributionsf()/g(), from which the
likelihood ratioZti is also derived (see equation (7)), can be
trained by assuming the logistic regression model [12]. The
effectiveness of using logistic regression is discussed in [12].

4. EXPERIMENTAL EVALUATION

4.1. Experimental set-up

We designed an experiment to demonstrate the effectiveness
of the proposed method using the NIST BSSR1 (Biometric
Score Set - Release 1) database [6]. This database contains
the face scores from two algorithms (“C” and “G”) and the
fingerprint scores from the left and right index fingers, which
is obtained from517 individuals (4 × 517 × 517 scores in
total). We used the face scores from the algorithm “C” and

the fingerprint scores from both fingers, excluding one person
whose scores are inappropriate (3×516×516 scores in total).

The scores from116 individuals were used for training
of the ratio of the genuine and impostor distributionsf()/g()
using logistic regression (3 × 116 genuine scores and3 ×
116 × 115 impostor scores). The scores from the other400
individuals were used for evaluation. We regarded200 in-
dividuals as enrollees and the other200 individuals as non-
enrollees. Then, we carried out the experiment in which each
of the enrollees and the non-enrollees inputs his/her biomet-
ric samples sequentially, trying all of6 (= 3!) ways with re-
gard to the order of inputs. We randomly chose100 ways
to divide 516 individuals into those for training, enrollees,
and non-enrollees, and carried out the experiment above in
each case. In this experiment, both the number of accesses by
enrollees and that of attacks by non-enrollees were120, 000
(= 200×6×100). The prior probabilityP (Hi) was set to be
uniform: P (Hi) = 1/(N + 1) (0 ≤ i ≤ N), and two thresh-
olds A and λ were controlled so that EFRR is2%. Then,
we evaluated the relationship between EFAR/NFAR and the
average number of inputs.

For comparison, we also evaluated the performance of the
OR rule [8] and the decision rule which sequentially com-
pares the likelihood ratio to the threshold in the same way as
[11] (hereinafter referred to as “the likelihood ratio rule”). Al-
though the OR rule was originally in the verification mode, it
can be easily extended to the identification mode as follows:
if one or more scores (normalized to FAR values) exceed the
threshold, the system identifies the user as the enrollee whose
score is the highest, otherwise the system requires the user
to input the next biometric sample. As for the likelihood ra-
tio rule, the system calculates the likelihood ratios using the
scores (equation (7)), and compares them to the threshold in-
stead of the posterior probabilities in the proposed method.

4.2. Experimental results

Figure 4 shows the experimental results. “OR”, “Likelihood”,
and “Proposed” represent the OR rule, the likelihood ratio
rule, and the proposed method, respectively. When the aver-
age number of inputs was more than1.40, no enrollees were
accepted as another enrollee in the proposed method (EFAR =
0%). It was found from the results that the proposed method
outperformed the OR rule and the likelihood ratio rule with
regard to both EFAR/NFAR and the average number of in-
puts. One explanation for this is as follows. Those who have
high scores against multiple enrollees such as Wolves [13] can
cause false identifications not only in the OR rule but in the
likelihood ratio rule, while they do not cause such errors in the
proposed method because they have low posterior probabili-
ties against these enrollees. For example, when high scores
are equally obtained againstM (2 ≤ M ≤ N) enrollees, the
posterior probabilities against these enrollees are calculated
to be about1/M . Thus, the errors above almost never happen
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Fig. 4. Relationship between EFAR/NFAR and the average
number of inputs (EFRR=2%).

if the threshold is set more than 0.5.
It was also found that NFAR increased with the average

number of inputs after reaching a minimum in all the method
(as for the OR rule, EFAR increased as well). This is because
we controlledA andλ so that EFRR can be constant. The
average number of inputs was increased asA was set higher.
At this time, however,λ had to be set lower to fix EFRR,
causing false accepts at the3rd (T = 3) decision.

We also evaluated the performance of the system which
identifies users using only the first biometric sample. The
result of that was poor: [EFAR, NFAR]=[7.3%, 86%]. The
performance was improved by applying the sequential deci-
sion fusion. When the thresholds were controlled so that the
average number of inputs was less than1.35, for example,
EFAR/NFAR in the OR rule, the likelihood ratio rule, and the
proposed method were [0.70%, 32%], [0.042%, 1.7%], and
[0.0033%, 0.39%], respectively. Furthermore, we evaluated
the performance of the system which compares the posterior
probabilities to the threshold after the user inputsall the sam-
ples as described in [3]. The result was [EFAR, NFAR] = [0%,
0.42%]. The proposed method reduced the average number of
inputs from3 to 1.41 without increasing the error rates above.
That is, more than half of the samples were not required in the
proposed method.

5. CONCLUSION

In this paper, we proposed a sequential decision fusion based
on MSPRT which minimizes the average number of obser-

vations. The experimental results showed that the proposed
method is effective with regard to both the the identification
accuracy and the average number of inputs. Future work will
focus on controlling the trade-off between EFAR and NFAR.

Biometrics identification, which does not require users to
present a card or to enter ID / password, can provide the most
convenient ways of authentication in all of the authentication
methods. To apply this authentication method to large-scale
applications, it has to be considered how to improve the accu-
racy while keeping high convenience. We believe this paper
provides the optimal solution for such a problem.
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