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Abstract—The de-anonymization attack using personalized
transition matrices is known as one of the most successful
approaches to link anonymized traces with users. However, since
many users disclose only a small amount of location information
to the public in their daily lives, the amount of training data
available to the adversary can be very small. The aim of this
paper is to quantify the risk of de-anonymization in this realistic
situation. To achieve this aim, we utilize the fact that spatial data
can form group structure, and propose group sparsity tensor
factorization to train the personalized transition matrices that
capture spatial group structure from a small amount of training
data. We apply our training method to the de-anonymization
attack, and evaluate it using the Geolife dataset. The results show
that the training method using tensor factorization outperforms
the Maximum Likelihood estimation method, and is further
improved by incorporating group sparsity regularization.

I. INTRODUCTION

With the rapid growth of LBS (Location-based Services)
such as POI (Point-of-Interest) search and route navigation, a
great amount of mobility traces (time-series location trails) are
collected from smartphones or car navigation systems into a
data center. These data (a.k.a. Spatial Big Data [1]) can be
made public to provide useful information to users, or can be
provided to a third-party for analysis. For example, they can
be visualized on a map, according to a user’s query, to provide
traffic information [2], or can be analyzed to find interesting
locations for travelers [3] or fuel-efficient routes [1].

It is well known, however, that the disclosure of mobility
traces can lead to a breach of users’ privacy (which is called
location privacy [4]). For example, it can lead to inference of
some sensitive locations such as homes, shops, and hospitals
that they visit regularly. It can also leak other information such
as social relationship, age, and work role [5], [6]. Thus, when
those who collect mobility traces (e.g. LBS providers) want to
publish them (or provide them to a third-party), they generally
replace user names by pseudonyms (or simply “nyms”) to
anonymize the traces before the publication (or provision).
They can also adopt a policy not to collect personally iden-
tifying information (e.g. user names) from users (i.e. they
collect anonymized traces from the beginning). However, many
studies [7]–[13] have shown that the anonymized traces can be
linked to the users by using the past location information of
the users as training data. This attack is referred to as a de-
anonymization attack, and is the focus of this paper.

The de-anonymization attack using personalized transition

matrices [10]–[13] is known as one of the most successful
approaches. It divides an area of interest into some regions
(or POIs) r1, · · · , rM (M regions in total), and time into
intervals of a certain fixed length (e.g. 30 minutes, 1 hour).
Then it assumes the Markov Chain model for the movement
of target users u1, · · · , uN (N users in total), and trains, for
each target user un, an M × M transition matrix Pn that
comprises the probability pnij of moving from region ri to
rj . The adversary can link the anonymized traces to the users
using the personalized transition matrices. Some studies [10],
[11] showed that this model works very well in the case when
a large amount of training data are available to the adversary.

We must note, however, that the amount of training data
available to the adversary can be very small, since many users
disclose only a small amount of location information to the
public (via social networking sites, for example) in their daily
lives (e.g. two or three times per day). The adversary may
obtain the past location information of target users by seeing
them in reality. However, it is difficult for the adversary to
obtain a large amount of traces from there, unless he/she
has a close relationship with the target users. Although all
of the studies in [10]–[13] trained each transition matrix
independently, the training data can be extremely sparse due to
the above reasons. Despite the progress in de-anonymization
attacks in the field of location privacy, little attention has been
made on this data sparsity problem.

The aim of this paper is to quantify the risk of de-
anonymization in the realistic situation explained above. For
this aim, we take two approaches to solve the data sparsity
problem in de-anonymization attacks: tensor factorization [14],
[15] and group sparsity regularization (also called group lasso)
[16], [17]. We will explain the motivation for taking these two
approaches using Fig. 1.

First, we focus on the training method of personalized
transition matrices proposed in [18]. This method assumes a set
of personalized transition matrices as a 3rd-order tensor that is
composed of the “User” mode, “From Region” mode, and “To
Region” mode, which is called a transition probability tensor
(left side of Fig. 1). It then uses tensor factorization [14], [15],
which factorizes a tensor into low-rank matrices, to accurately
estimate the transition matrices from a small amount of training
data. Murakami et al. [18] applied this training method to the
location prediction attack, which predicts a future sensitive
location based on the disclosed location, and showed its
effectiveness through experimental evaluation. However, since
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Fig. 1. Motivation of our work. Since personalized transition matrices can
be regarded as a 3rd-order tensor, it can be effectively trained from a small
amount of training data using tensor factorization. Also, spatial data can form
group structure, which can be captured using group sparsity regularization.
Thus, we incorporate group sparsity regularization into tensor factorization.

they did not apply it to the de-anonymization attack, it is
questionable whether their training method is also effective
in this attack. In this paper, we apply it to de-anonymization,
and show that it is indeed effective.

Second, we utilize the fact that spatial data can form group
structure. We explain this using the right side of Fig. 1, which
shows regions that can be divided into 3 groups: R1, R2, R3

(an edge between two regions represents a well-traveled route).
For example, the transition probability between two close
regions (i.e. within the same group) is generally higher than
that between two far-away regions (i.e. across two groups).
Many people are likely to go to an urban area (e.g. R1, R2),
but Alice likes a rural area (e.g. R3). We refer to such group
structure as spatial group structure. In the field of machine
learning, group sparsity regularization [16] has been studied
to incorporate group structure as prior information. Kim et
al. [17] also proposed a group sparsity regularization method
for matrix factorization [14]. Spatial group structure explained
above can also be captured using group sparsity regularization
(as we will discuss in Section V-A). No studies, however,
have attempted to incorporate group sparsity regularization into
tensor factorization to our knowledge. Thus, we propose group
sparsity tensor factorization, which is an extension of group
sparsity matrix factorization in [17] to tensor factorization, and
incorporate it into the training method in [18].

More specifically, our main contributions are as follows:

• We propose a training method that incorporates spatial
group structure into [18] as follows:
1) Divide regions into some groups from training

traces using the Markov Cluster (MCL) algo-
rithm [19] (Section V-B);

2) Train transition matrices using group sparsity
tensor factorization. To our knowledge, this is
the first study to propose group sparsity tensor
factorization (Section V-C).

• We apply our training method to de-anonymization,
and evaluate its performance using the Geolife dataset
[20]. We first show that the training method in [18]
outperforms the ML (Maximum Likelihood) estima-
tion method [10]–[12]. We then show that our training
method outperforms [18] (Section VI).

The rest of this paper is organized as follows. Section I-A
defines basic notations used throughout this paper. Section II
describes de-anonymization attacks in details. Section III re-
views the previous work on de-anonymization attacks [7]–[13].
Section IV explains the training method in [18]. Section V
proposes a training method that incorporates spatial group
structure into [18]. Section VI shows the experimental results.
Finally, Section VII concludes this paper.

A. Notations

Let [n] (n: natural number) be a set of natural numbers
less than or equal to n (i.e. [n] = {1, 2, · · · , n}). Let
U = {un|n ∈ [N ]} be a set of N targeted users, and
R = {ri|i ∈ [M ]} be a set of M distinct regions (or
POIs). Assume that time is discrete, and a set of time instants
is expressed as T = {· · · ,−2,−1, 0, 1, 2, · · · } (i.e. set of
integers). Let further pn,i,j be a transition probability that user
un ∈ U who is now in region ri ∈ R will move to region
rj ∈ R at the next time instant, and Pn be a personalized
transition matrix of user un ∈ U . A set of personalized
transition matrices can then be expressed as {Pn|n ∈ [N ]}.

II. DE-ANONYMIZATION ATTACKS

A. Framework

We begin by describing a framework for de-anonymization
attacks based on the location-privacy framework introduced
by Shokri et al. [13]. Fig. 2 shows the framework for de-
anonymization attacks (this figure also shows an example of
the data sparsity problem, which is explained in Section III in
details). We assume that any person who obtains anonymized
traces can be a malicious adversary. The adversary trains, for
each target user un ∈ U , a personalized transition matrix Pn

using training traces obtained in advance. For training traces,
we make a general assumption; the target users disclose their
own locations to the public via social networking sites (e.g.
location check-in, tagging); the adversary may obtain the past
location information of the target users by seeing them in
reality. The training traces can still be sparse, since many users
disclose only a small amount of location information to the
public in their daily lives (as described in Section I).

The adversary then obtains the anonymized traces. Here
we assume that all of these traces are from the target users
u1, · · · , uN , in the same way as [10]–[13], for simplicity. We
also assume that there can be multiple traces, each of which
is assigned to a different pseudonym, per target user (e.g.
“63427” for the first trace of u1, and “76281” for the second
one of u1, as shown in Fig. 2). This is because the same user
can use LBS on different days, or from different devices. The
LBS provider may also divide a long trace from the same
user into multiple traces with different pseudonyms before the
publication (or provision), for privacy reasons. The adversary
links each of these anonymized traces with the target user (i.e.
guesses whether it is a u1’s trace, u2’s trace, · · · , or un’s trace),
using the personalized transition matrices {Pn|n ∈ [N ]}.

Although Shokri et al. [13] also consider the case when
mobility traces are not only anonymized but also obfuscated
(e.g. by adding noise, merging regions), we do not consider
obfuscation in this paper, for simplicity.
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Fig. 2. Framework for de-anonymization attacks.

B. Bayesian De-anonymization Attack

In this paper, we formalize the de-anonymization attack
based on the Bayes decision rule [21], which minimizes the
identification error probability in multi-class classification, and
refer to it as the Bayesian de-anonymization attack. Shokri et
al. [13] also formalized this type of attack in the case when
there is one anonymized trace per user (they considered N !
possible permutations). However, since we assume that there
can be multiple traces per user, we formalize the attack that
assigns each anonymized trace to the user independently.

Suppose that the adversary attempts to de-anonymize an
anonymized trace from time 1 to time T . Let ot ∈ R (1 ≤
t ≤ T ) be the region of this trace at time t. Let further Hn

(1 ≤ n ≤ N ) be the hypothesis that this trace is user un’s one.
Then, the posterior probability that Hn is true, given the trace
o1, · · · , oT , can be written (using Bayes’ theorem) as follows:

P (Hn|o1, · · · , oT ) =
P (o1, · · · , oT |Hn)P (Hn)∑N

n′=1 P (o1, · · · , oT |Hn′)P (Hn′)
, (1)

where P (Hn) is a prior probability that Hn is true, and
is determined in advance. For example, it can be deter-
mined to be proportional to the frequency that user un uses
LBS, or to be uniform (i.e. P (Hn) = 1/N ) for simplicity.
P (o1, · · · , oT |Hn) is a likelihood that can be expressed, using
the personalized transition matrix Pn, as follows:

P (o1, · · · , oT |Hn) = P (o1|Hn)
∏T

t=2 P (ot|ot−1,Hn) (2)

= πn,o1

∏T
t=2 pn,ot−1,ot , (3)

where πn,o1 is a prior probability that user un is in region
o1. For example, we can use stationary probabilities computed
from Pn as prior probabilities {πn,i|i ∈ [M ]}.

The Bayesian de-anonymization attack computes the pos-
terior probabilities {P (Hn|o1, · · · , oT )|n ∈ [N ]} using
(1) and (3), and chooses user un whose corresponding
P (Hn|o1, · · · , oT ) is the highest as an identification result.
By so doing, the identification error probability is minimized
if the posterior probabilities {P (Hn|o1, · · · , oT )|n ∈ [N ]}
are correctly estimated. This attack can be extended to the
case when the adversary chooses L (1 ≤ L ≤ N ) candidates
(instead of choosing one user) by sorting users in descending
order of P (Hn|o1, · · · , oT ) and choosing the top L users. In

this case, the error probability that the correct answer is not
included in the L candidates is minimized.

III. RELATED WORK

De-anonymization attacks have been widely studied in the
literature [7]–[13]. Golle and Partridge [7] showed that a
majority of the US working population can be uniquely iden-
tified from their home/workplace location pairs. Subsequently,
Freudiger et al. [8] showed that a user’s home/workplace pair
can be identified at the rate of 65% to 75% using about 20
LBS queries from his/her home or workplace. Srivatsa and
Hicks [9] used a pattern of meetings between the target users
in anonymized traces (contact graph) and their relationship
in the social network (social network graph) to de-anonymize
them. However, people who care (even a little) about their
privacy may not use LBS from their home/workplace, nor with
their friends in the public social network, when they use it
continuously. Thus, we consider a more general scenario where
anonymized traces may not contain home/workplace locations,
nor places where the users meet their friends.

The Markov Chain model is suitable for such a general
scenario. Some studies showed that this model works very
well. For example, Mulder et al. [10] identified 100 users at
the success rate of 77% to 88% when they used mobility traces
in a period of one month as training data. Gambs et al. [11]
identified 59 users in the Geolife dataset [20] at the success rate
of 45% when they used a half of the dataset (over two years) as
training data. Shokri et al. [12] showed that the adversary who
knows the transition matrix Pn can identify user un with higher
accuracy than the one who only knows the prior probabilities
{πn,i|i ∈ [M ]}. In [13], Shokri et al. also formalized the
tracking attack, which infers both users and actual locations
from traces that are anonymized and obfuscated.

However, since all of the studies in [10]–[13] train each
personalized transition matrix Pn independently from others,
they suffer from the data sparsity problem when only a
small amount of training traces are available to the adversary.
For example, the studies in [10]–[12] computed transition
matrices {Pn|n ∈ [N ]} using the ML (Maximum Likelihood)
estimation method. The upper side of Fig. 2 shows an example
of the data sparsity problem in this case. Since there are no
transition events from region r1 (or r5) in the training traces
of user u1, the transition probabilities {p1,1,j |j ∈ [M ]} (or
{p1,5,j |j ∈ [M ]}) are unknown. We refer to the corresponding
elements (marked with “?” in Fig. 2) as unobserved elements.
Due to the unobserved elements, the adversary cannot carry
out the de-anonymization attack with sufficient accuracy.

Shokri et al. [13] proposed a training method that considers
the case when some locations are missing from training traces.
Specifically, they assumed a Dirichlet prior for a vector pn,i =
(pn,i,1, · · · , pn,i,M ), and trained a distribution of Pn using the
Gibbs sampling method. However, since this method trains Pn

independently, it also suffers from the data sparsity problem.

IV. TRAINING TRANSITION MATRICES USING
TENSOR FACTORIZATION

Murakami et al. [18] proposed a training method that
assumes a set of personalized transition matrices {Pn|n ∈
[N ]} as a 3rd-oder tensor (as shown in Fig. 1), and uses
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tensor factorization [14], [15], which is a generalization of
matrix factorization to a 3rd-order tensor, to train it from a
small amount of training traces. We briefly explain matrix
factorization, tensor factorization and the training method in
[18] in Section IV-A, IV-B and IV-C, respectively.

A. Matrix Factorization

Matrix factorization is one of the most popular approaches
to item recommendation [22]. It factorizes a large matrix into
two low-rank matrices to approximate its elements, which
include unobserved ones, from a small amount of training data
(which is called low-rank approximation).

Here we consider a matrix A ∈ RN×M as an example.
Matrix factorization approximates A as Â = UVT (left side
of Fig. 3), where Â is an approximation of A, U ∈ RN×K

and V ∈ RM×K are feature matrices (K is generally much
smaller than N and M ). Let an,i (resp. ân,i) ∈ R be an (n, i)-
th element of A (resp. Â), and un (resp. vi) ∈ RK be an n-th
row of U (resp. i-th row of V). Then, ân,i can be written as

ân,i = ⟨un,vi⟩ =
∑K

k=1 un,kvi,k. (4)

un and vi are called feature vectors, and un,k ∈ R and
vi,k ∈ R are called model parameters. By low-rank approxi-
mation, each element is influenced by similar feature vectors,
and consequently elements including unobserved ones can be
effectively estimated from a small amount of training data.

B. Tensor Factorization

Tensor factorization is a generalization of matrix factor-
ization to a 3rd-order tensor. There are various methods to
factorize a 3rd-order tensor: TD (Tucker Decomposition) [14],
CD (Canonical Decomposition) [14], PITF (Pairwise Interac-
tion Tensor Factorization) [15], etc. Among them, we focus on
PITF as well as [18], because it is simple and provides a high
performance (it is reported in [15] that PITF outperforms TD
and CD in tag recommendation).

We now explain PITF using a tensor A ∈ RN×M×M com-
posed of “User” mode, “From Region” mode, and “To Region”
mode (as shown in Fig. 1). Let an,i,j ∈ R be a (n, i, j)-
th element of A. PITF approximates an,i,j by modeling the
pairwise interaction between all three modes as follows:

ân,i,j = ⟨u(a)
i ,v

(a)
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(b)
n ,v

(b)
j ⟩+ ⟨u

(c)
n ,v

(c)
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where ân,i,j is an approximation of an,i,j , and u
(a)
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(a)
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(b)
n ,

v
(b)
j ,u

(c)
n ,v

(c)
i ∈ RK are feature vectors. Let U(a) ∈ RM×K ,

V(a) ∈ RM×K , U(b) ∈ RN×K , V(b) ∈ RM×K , U(c) ∈
RN×K , and V(c) ∈ RM×K be the corresponding feature
matrices (e.g. u(a)

i is an i-th row of U(a)). Then, we can see
from (5) that PITF is a generalization of matrix factorization in
that it models the interaction between “From Region” and “To
Region” as U(a)V(a)T , the interaction between “User” and
“To Region” as U(b)V(b)T , and the interaction between “User”
and “From Region” as U(c)V(c)T (right side of Fig. 3). By
so doing, each element in a tensor A is influenced by similar
feature vectors (i.e. similar users, similar regions), and can be
effectively trained from a small amount of training data.

C. Training Algorithm

Murakami et al. [18] proposed a training method of
personalized transition matrices {Pn|n ∈ [N ]} using tensor
factorization. The difficulty in training {Pn|n ∈ [N ]} using
tensor factorization lies in the fact that the summation of
transition probabilities over “To Region” is always 1. Since it
is difficult to factorize {Pn|n ∈ [N ]} under this constraint,
Murakami et al. [18] factorized a transition count tensor,
whose (n, i, j)-th element is a transition count of user un from
region ri to rj that is obtained from training traces. Then
they normalized transition counts to probabilities so that the
summation over “To Region” is 1 (see Fig. 4).

We now explain the training method in [18] in details. They
applied a transition count tensor to A in Section IV-B (i.e.
an,i,j is a transition count of user un from region ri to rj),
and considered the following optimization problem:

Θ̂ = argmin
Θ≥0

∑
(n,i,j)∈D

(an,i,j − ân,i,j)
2 + α||Θ||2F , (7)

where Θ = {U(a),V(a),U(b),V(b),U(c),V(c)} (i.e. a set of
model parameters) and D = {(n, i, j)|

∑M
j′=1 an,i,j′ ≥ 1} (i.e.

a set of observed elements, which are not marked with “?” in
Fig. 4). The first term in (7) is the summation of square errors
over D (i.e. they trained Θ using only observed elements, and
then estimated all elements including unobserved ones using
(6)). The second term is a regularization term imposed to
avoid overfitting the observed elements. || · ||2F is the Frobenius
norm (i.e. square sum of all elements), and α (> 0) is a
regularization parameter that is usually determined by cross-
validation [22]. Θ ≥ 0 means that all elements in Θ is non-
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negative, which guarantees the non-negativity of estimated
transition counts ân,i,j (see (6)).

Since (7) is not convex for all model parameters in Θ, it
is intractable to find a closed-form solution to (7). Thus, Mu-
rakami et al. [18] used ANLS (Alternating Non-negative Least
Square) [14], [23], which alternately solves the optimization
problem for one model parameter θ ∈ {u(a)

i,k , v
(a)
j,k , u

(b)
n,k, v

(b)
j,k,

u
(c)
n,k, v

(c)
i,k} while fixing the others Θ \ {θ}. Since (7) is

quadratic with regard to one parameter, it can be easily
solved optimally (for details of update formulae, see [18]).
By alternately updating each parameter θ and iterating it until
convergence, an approximate solution to (7) is found.

The training algorithm in [18] is summarized as follows:

1) Compute transition counts {an,i,j |n ∈ [N ], i, j ∈
[M ]} from training traces.

2) Compute model parameters Θ using ANLS.
3) Compute {ân,i,j |n ∈ [N ], i, j ∈ [M ]} using (6), and

normalize them to probabilities (
∑

j ân,i,j = 1).

V. INCORPORATING SPATIAL GROUP STRUCTURE INTO
TENSOR FACTORIZATION

In this paper, we incorporate group sparsity regularization
into the training method in [18] to capture spatial group struc-
ture. We first discuss the reason why spatial group structure
can be captured via group sparsity in Section V-A. Then we
propose a method to divide regions into groups using the
Markov Cluster (MCL) algorithm [19] in Section V-B, and
group sparsity tensor factorization in Section V-C.

A. Spatial Group Structure via Group Sparsity

Group sparsity regularization was originally proposed by
Yuan and Lin [16] under the name of “group lasso”. It
promotes parameters that belong to the same group to share the
same sparse pattern. We begin by discussing why the notion
of group sparsity can formulate spatial group structure.

Fig. 5 shows an example of group sparsity in model
parameters Θ of PITF (recall that U(a)V(a)T , U(b)V(b)T , and
U(c)V(c)T model “From Region × To Region”, “User × To
Region”, and “User × From Region”, respectively). Regions

are divided into 3 groups (R1, R2, R3), in the same way as
Fig. 1. We denote the submatrices of U(a), V(a), V(b), and
V(c) corresponding to the g-th group by U

(a)
g , V(a)

g , V(b)
g , and

V
(c)
g , respectively (1 ≤ g ≤ 3). White areas with “0” represent

elements with zero values (i.e. sparse elements), and dark/light
gray areas represent elements with large/small positive values.

In this example, the model parameters within the same
group share the same sparse pattern (e.g. the 3rd column of
U

(a)
1 is filled with 0), which is what is called group sparsity.

Also, U(a)
g and V

(a)
g (1 ≤ g ≤ 3) have similar sparse patterns,

while U
(a)
g and V

(a)
h (1 ≤ g, h ≤ 3, g ̸= h) have different

patterns. Then, the intra-group elements in U(a)V(a)T (e.g.
from R1 to R1) have large values, while the inter-group
elements (e.g. from R1 to R2) have small values, as shown in
Fig. 5. This increases (or decreases) the intra-group (or inter-
group) transition probabilities for all users, since U(a)V(a)T

contributes to all elements in a tensor (see the 1st term of (5)).
It captures the fact that the transition probability between two
close (or far-away) regions is generally high (or low).

Group sparsity can also capture spatial group structure that
is specific to each user. As shown in Fig 5, if the n-th user’s
feature vector u

(b)
n (or u

(c)
n ) and the g-th group’s submatrix

V
(b)
g (or V(c)

g ) have similar density patterns, then the elements
in the n-th row of U(b)V

(b)T
g (or U(c)V

(c)T
g ) become large.

As a consequence, the n-th user’s transition probability to the
g-th group becomes high. This captures user-specific spatial
group structure (e.g. user u1 likes R1, user u5 likes R3).

Although Fig. 5 is one example of the spatial group
structure, we show that U

(a)
g and V

(a)
h computed using our

training method (which is explained in Sections V-B and V-C)
indeed have similar sparse patterns if g = h, and do not
if g ̸= h, in our experiments in Section VI. We also show
some examples of the user-specific spatial group structure by
visualizing traces.

B. Clustering Regions

The Markov Cluster (MCL) algorithm [19] is a widely-used
graph clustering algorithm, which clusters nodes in a graph
using edge weights among them. It is reported in [24] that it
works very well in the task of protein families detection. The
MCL tool can also be freely available from [25].

We propose a method to cluster regions from training
traces using the MCL algorithm. Let wij (i, j ∈ [M ], i < j)
be an edge weight between region ri and rj (we assume
an undirected graph as suggested in [25]). Then, the regions
{ri|i ∈ [M ]} can be divided into G groups R1, · · ·RG from
a set of edge weights W = {wij |i, j ∈ [M ], i < j} using
the MCL algorithm (the number of groups G can also be
automatically determined). In this paper, we do not explain
how the MCL algorithm works (for details, see [19]), but
explain how to compute W from training traces.

Recall that {an,i,j |n ∈ [N ], i, j ∈ [M ]} is a set of transition
counts obtained from training traces (see Section IV-C). Since
we would like to make groups {Rg|g ∈ [G]} that are common
to all users, we compute a set of edge weights W common to
all users from {an,i,j |n ∈ [N ], i, j ∈ [M ]}. More specifically,
we compute an edge weight wi,j as a summation of transition
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Fig. 6. Groups in the matrix V ∈ RM×K (left), group sparsity matrix
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of the L1,2-norm tends to meet that of the square error function at the point
where x11 = x12 = 0 (or x2 = 0), which promotes group sparsity.

counts between region ri and rj over all users. We also add
ϵi,j (≥ 0), which takes a very small positive value if ri is
close to rj (e.g. ϵi,j = 0.01 if ri is adjacent to rj), and
takes 0 otherwise, to introduce mobility constraints as prior
information, in a similar way to [13].

The proposed clustering algorithm is as follows:

1) Compute a set of edge weights W as W = {wi,j =

(
∑N

n=1 an,i,j + an,j,i) + ϵi,j |i, j ∈ [M ], i < j}.
2) Divide regions {ri|i ∈ [M ]} into G groups {Rg|g ∈

[G]} from W using the MCL algorithm.

C. Group Sparsity Tensor Factorization

After dividing regions {ri|i ∈ [M ]} into groups {Rg|g ∈
[G]}, we would like to train model parameters Θ that captures
spatial group structure. The training method in [18] used the
Frobenius norm as a regularization term (see the 2nd term
of (7)). On the other hand, the group sparsity regularization
method uses the L1,2-norm [16], or more generally the L1,q-
norm (1 < q < ∞) [17], as a regularization term to promote
group sparsity. Suppose that a matrix V ∈ RM×K can be
divided into G submatrices V1, · · · ,VG, where Vg ∈ RMg×K

and
∑G

g=1 Mg = M . The L1,q-norm of Vg can be defined as

||Vg||1,q =
∑K

k=1 ||ṽg,k||q, (8)

where ṽg,k ∈ RMg is the k-th column of Vg (see the left side
of Fig. 6), and || · ||q is the Lq norm (1 < q <∞).

Kim et al. [17] proposed a group sparsity regularization
method for matrix factorization in Section IV-A that considers
the following optimization problem:

min
U≥0,V≥0

||A−UVT ||2F + α||U||2F + β
∑G

g=1 ||Vg||1,q (9)

(see the middle of Fig. 6), where α (> 0) and β (> 0) are
regularization parameters. We briefly explain the reason why
it promotes group sparsity, using the example introduced in
[16]. Consider two groups, each of which is composed of a
vector x1 = (x11, x12) and a scalar x2, respectively (G =
2,K = 1,M1 = 2,M2 = 1). Then, the L1,2-norm (q = 2)
has a contour of a “circular cone” (see the right side of Fig
6). Since this contour tends to meet the contour of the square
error function (corresponding to the 1st term in (9)) at the
point where x11 = x12 = 0 (or x2 = 0), it promotes a group
sparse solution. Similarly, the L1,q-norm in (9) promotes group
sparsity in V1, · · · ,VG.

We now propose group sparsity tensor factorization.
More specifically, we extend the group sparsity regularization
method in [17] to a tensor as follows:

min
Θ≥0

∑
(n,i,j)∈D

(an,i,j − ân,i,j)
2 + α(||U(b)||2F + ||U(c)||2F )

+β

G∑
g=1

(||U(a)
g ||1,q + ||V(a)

g ||1,q + ||V(b)
g ||1,q + ||V(c)

g ||1,q). (10)

We consider this optimization problem, instead of (7), to train
model parameters Θ. The 3rd term promotes group sparsity in
{U(a)

g ,V
(a)
g ,V

(b)
g ,V

(c)
g |g ∈ [G]}, as shown in Fig. 5.

Since it is intractable to find a closed-form solution to (10),
we use the Vector-block BCD (Block Coordinate Descent)
method [17], which is simple and converges very fast, to find
an approximate solution. This method alternately solves the
optimization problem for parameters within the same group
and dimensionality, while fixing the others. More specifically,
we alternately solve the following optimization problems:

ũ
(a)
g,k ← argmin

ũ
(a)
g,k≥0

∑
D2

g

(an,i,j − ân,i,j)
2 + β||ũ(a)

g,k||q (11)

ṽ
(a)
g,k ← argmin

ṽ
(a)
g,k≥0

∑
D3

g

(an,i,j − ân,i,j)
2 + β||ṽ(a)

g,k||q (12)

u
(b)
n,k ← argmin

u
(b)
n,k≥0

∑
D1

n

(an,i,j − ân,i,j)
2 + α(u

(b)
n,k)

2 (13)

ṽ
(b)
g,k ← argmin

ṽ
(b)
g,k≥0

∑
D3

g

(an,i,j − ân,i,j)
2 + β||ṽ(b)

g,k||q (14)

u
(c)
n,k ← argmin

u
(c)
n,k≥0

∑
D1

n

(an,i,j − ân,i,j)
2 + α(u

(c)
n,k)

2 (15)

ṽ
(c)
g,k ← argmin

ṽ
(c)
g,k≥0

∑
D2

g

(an,i,j − ân,i,j)
2 + β||ṽ(c)

g,k||q,(16)

where ũ
(a)
g,k (resp. ṽ(a)

g,k, ṽ(b)
g,k, ṽ(c)

g,k) is the k-th column of U(a)
g

(resp. V
(a)
g , V

(b)
g , V

(c)
g ), D1

n = {(i, j)|
∑M

j′=1 an,i,j′ ≥ 1},
D2

g = {(n, i, j)|ri ∈ Rg,
∑M

j′=1 an,i,j′ ≥ 1}, and D3
g =

{(n, i, j)|rj ∈ Rg,
∑M

j′=1 an,i,j′ ≥ 1}. Since (13) and (15)
are quadratic, they can be solved in the same way as [18].
(11), (12), (14), and (16) can be solved via Fenchel duality
[26] in the same way as [17].

We update U(a), V(a), U(b), V(b), U(c), and V(c) in turn
(using (11)-(16)), and iterate it until convergence. By so doing,
we can compute model parameters Θ that captures spatial
group structure. We can easily incorporate this into the training
method in [18] (described in Section IV-C) by normalizing
transition counts to probabilities after computing Θ.

VI. EXPERIMENTAL EVALUATION

A. Experimental Set-up

We carried out experiments to evaluate our learning method
using the Geolife dataset [20]. This dataset contains traces
of 182 users from April 2007 to August 2012 collected
by Microsoft Research Asia. It includes a variety of users’
movements such as going home, going to work, shopping,
dining, and cycling. Since most of these traces were in Beijing,



we used only the traces in Beijing. We set 30 minutes to one
day as a time interval, and extracted, for each user, 10 traces
each of which comprises 10 locations. Here we allowed one
day as the maximum time interval because we would like to
extract as many traces as possible for each user (indeed, only
4 users had 10 traces whose time intervals are just about 30
minutes). Since 116 users still had less than 10 traces, we used
the traces of the remaining 66 users (66 × 10 × 10 locations
in total). We divided the Beijing area into 16× 16 regions at
regular intervals. The number of users, regions, and locations
in one trace is N = 66, M = 256, and T = 10, respectively.

For comparison, we evaluated the following three training
methods of personalized transition matrices {Pn|n ∈ [N ]}:

• ML: the ML (Maximum Likelihood) estimation
method [10]–[12] (see Section III)1. We set transition
probabilities for unobserved elements to be uniform
(i.e. pn,i,j = 1/M). We also assigned a very small
positive value (= 10−16) to the element whose value
was 0 to ensure that the likelihood P (o1, · · · , oT |Hn)
in (3) never becomes 0 (in the same way as [10]).

• TF: the training method using tensor factorization [18]
(see Section IV-C).

• GSTF: the proposed training method using group
sparsity tensor factorization (see Section V).

We used, for each user, 2 traces for training the transition
matrix Pn, and the remaining 8 traces for testing. Here we
tried all the 45 (=

(
10
2

)
) ways to choose training traces, and

carried out, for each case, the following experiments.

In the training phase, we set the dimensionality of feature
vectors in TF and GSTF as K = 16 (since it provided high
performance in [18]), and initialized the model parameters Θ
using the random initialization method [27], which assigns a
random value between 0 and 1 to each parameter. Then we
trained Θ using TF or GSTF. Here we divided the training
data into 10 equal parts, and determined the regularization
parameters α and β by cross-validation (i.e. 10-fold cross-
validation). In GSTF, we used the MCL tool [25], set a
mobility constraint parameter ϵi,j to be 0.01 if ri is adjacent
to rj (and 0 otherwise), and used the L1,2-norm (q = 2).

In the testing phase, we carried out the Bayesian de-
anonymization attack (described in Section II-B) against each
trace (66×8 traces in total). Here we set the prior probabilities
{P (Hn)|n ∈ [N ]} to be uniform (i.e. P (Hn) = 1/N ), and
used stationary probabilities computed from Pn as {πn,i|i ∈
[M ]}. We also carried out the attack in the case when each
user’s 8 traces were combined into one trace (i.e. the same
pseudonym was assigned to the 8 traces). The likelihood for
the combined trace can be easily computed by multiplying the
likelihood of each trace P (o1, · · · , oT |Hn).

As a performance measure, we used the ratio of the number
of successful attacks (i.e. attacks whose L candidates include
a correct answer) to the total number of attacks (referred to as
the success rate). We averaged the success rate over all the 45
ways to choose training traces to obtain a stable performance.

1We did not evaluate the Gibbs sampling method [13] because the mode of
the estimated distribution of Pn is equivalent to the ML estimate when there
is no missing locations.
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Fig. 7. Clustering results. 256 regions were divided into 8 groups composed
of more than 2 regions (R1, · · · , R8) and the other groups composed of one
region (white areas). The right side also shows the training traces (66 × 2
traces), each of which is represented as a line that has 10 dots. The office of
Microsoft Research Asia is in the region marked with a square frame.

TABLE I. THE AVERAGE NUMBER OF SPARSE COLUMNS AND THE
CORRELATION OF THE SPARSE PATTERN BETWEEN U

(a)
g AND V

(a)
h

(INTRA/INTER-GROUP: INTRA/INTER-GROUP CORRELATION COEFFICIENT).

Method U(a) V(a) V(b) V(c) intra-group inter-group
TF 123.8 129.7 127.8 83.4 0.67 0.0021
GSTF 131.1 130.1 130.1 113.9 0.75 -0.0040

B. Experimental Results

We firstly examined how our clustering method divided
regions into groups. Fig. 7 shows the clustering results in the
case when we used, for each user, the 1st and 2nd traces as
training traces. It can be seen that many traces are around
the office of Microsoft Research Asia, whose geographical
coordinates are about (39.98N, 116.31E), and the regions with
the training data are roughly divided into 8 groups each of
which is composed of more than 2 regions.

We secondly examined the number of sparse columns (i.e.
the number of “0”s) in {U(a)

g ,V
(a)
g ,V

(b)
g ,V

(c)
g }, which are

trained using TF or GSTF (here we excluded the groups
composed of one region because most of them had no training
traces). We also examined whether U(a)

g and V
(a)
h had similar

sparse patterns if g = h, and did not if g ̸= h, as assumed
in Section V-A. Specifically, we computed the intra-group
correlation (g = h) and inter-group correlation (g ̸= h)
as to whether ũ

(a)
g,k and ṽ

(a)
h,k are sparse or not. Table I

shows the results (we averaged them over all the 45 ways
to choose training traces). It can be seen that the number
of sparse columns is increased by introducing group sparsity
regularization, as described in Section V-C. It can also be seen
that there is high (resp. low) intra-group (resp. inter-group)
correlation, which supports the above assumption.

We further examined the traces of the top 5 users whose
average values in U(b)V

(b)T
1 , U(b)V

(b)T
2 , U(c)V

(c)T
1 , or

U(c)V
(c)T
2 are the largest, in the case when we used GSTF as

a training method and the 1st and 2nd traces as training traces.
Fig. 8 shows the results. It can be seen that the users who
have large values in U(b)V

(b)T
1 (resp. U(b)V

(b)T
2 , U(c)V

(c)T
1 ,

U(c)V
(c)T
2 ) really like R1 (resp. R2, R1, R2). From these

results, we can say that the proposed training method indeed
captures spatial group structure explained in Section V-A.

We finally evaluated the relationship between the number
of candidates L and the success rate. Fig. 9 shows the results,
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Fig. 9. Relationship between the number of candidates L and the success
rate (w/∗: performance in the case when the 8 testing traces are combined
into one; dashed line: random guess).

where “∗” represents the performance in the case when the
8 testing traces are combined into one. It can be seen that
the performance of ML is the worst, and is not increased
even when the 8 testing traces are combined into one. We
consider this is because the combined testing trace had many
transition patterns not in the training traces. In other words,
ML suffered from the data sparsity problem. On the other
hand, the performance of TF is higher than that of ML, and
is increased when the 8 testing traces are combined, which
indicates that TF solves the data sparsity problem. It can also
be seen that GSTF outperforms TF, and GSTF* provides
the best performance, which shows the effectiveness of group
sparsity regularization. When L = 22, for example, the success
rate of ML, ML*, TF, TF*, GSTF, and GSTF* was 55.3%,
52.4%, 64.8%, 69.1%, 70.8%, and 78.4%, respectively.

VII. CONCLUSION

In this paper, we proposed a training method of transition
matrices using group sparsity tensor factorization. The exper-
imental results showed that our training method can capture
spatial group structure, and outperformed the ML estimation
method and the training method in [18]. We believe that this
work significantly contributes to de-anonymization attacks in
a realistic situation where the amount of training data is very
small (only 20 locations per user in our experiments).

For the sake of simplicity, we assumed that the users
in the training traces and those in the anonymized traces
coincide (i.e. all of the anonymized traces are from the target
users), as described in Section II-A. However, it can happen in
reality that they do not coincide, and that the latter users even
exhibit different group structure than the former ones. Also, the
anonymized traces can be obfuscated (e.g. by adding noise),
as described in Section II-A. As future work, we would like
to evaluate the effect of them (i.e. the users not in the training
traces and the obfuscation method) on the performance of our
training method. As another line of future work, we also plan
to extend our training method to the case when groups can
overlap with each other [28].
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