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Toward Optimal Fusion Algorithms with Security
against Wolves and Lambs in Biometrics

Takao Murakami, Member, IEEE, Kenta Takahashi, Member, IEEE, Kanta Matsuura, Senior Member, IEEE,

Abstract—It is known that different users have different
degrees of accuracy in biometric authentication, and claimants
and enrollees who cause false accepts against many others are
referred to as wolves and lambs, respectively. The aim of this
paper is to develop a fusion algorithm which has security against
both of the animals while minimizing the number of query
samples a genuine claimant has to input. To achieve our aim,
we first introduce a taxonomy of wolves and lambs, and propose
a minimum log-likelihood ratio based sequential fusion scheme
(MLR scheme). We prove that this scheme keeps WAP (Wolf
Attack Probability) and LAP (Lamb Accept Probability), the
maximum of the claimant-specific FAP (False Accept Probability)
and the enrollee-specific FAP, less than a desired value if log-
likelihood ratios are perfectly estimated, except in the case of
adaptive spoofing wolves. We also prove that this scheme is
optimal with regard to FRP (False Reject Probability), and
asymptotically optimal with respect to the average number of
inputs (ANI) under some conditions. We further propose an
input order decision scheme based on the KL (Kullback-Leibler)
divergence which maximizes the expectation of a genuine log-
likelihood ratio, to further reduce ANI of the MLR scheme in
the case where the KL divergence differs from one modality to
another. The results of the experimental evaluation using a virtual
multi-modal (one face and eight fingerprints) dataset showed the
effectiveness of our schemes.

Index Terms—biometric zoo, wolves, lambs, sequential fusion,
FAP, FRP, WAP, LAP, ANI

I. INTRODUCTION

B IOMETRIC authentication systems recognize an individ-
ual based on his/her physiological characteristics (e.g.

fingerprint, face) or behavioral characteristics (e.g. voice,
signature). Since biometrics is not forgotten unlike passwords
and is much harder to steal than cards, they are now used for
various kinds of applications (e.g. computer login, physical
access control) as a more convenient and secure way of authen-
tication. They recognize the individual using a score (similarity
or distance) between his/her biometric sample (referred to as
a query sample) and a biometric sample enrolled in advance
(referred to as a template). For example, they compute the
normalized Hamming distance between iriscodes [2], the Eu-
clidean distance between eigenfaces [3], or the percentage of
matched minutiae [4] as a score, and make a decision whether
the claimant is genuine or not by comparing the score to a
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predetermined threshold. The performance of them is generally
evaluated using FRR (False Reject Rate) and FAR (False
Accept Rate), the error rate that a genuine individual is falsely
rejected and an impostor is falsely accepted, respectively.

However, FRR and FAR are just the average error rates
taken over all biometric samples, and do not measure the
performance for a particular user. The reality is that the
performance is different from user to user, and Doddington
et al. [5] classified users in speaker recognition as follows:

• Sheep: those who are easily recognized (default users);
• Goats: those who are particularly difficult to recognize;
• Lambs: those who are particularly easy to imitate;
• Wolves: those who are particularly successful at imitating

others.
This concept is known as the biometric zoo (or Doddington’s
zoo), and numerous studies have been made on this issue (as
described in detail in Section III-A) [6], [7], [8], [9], [10], [11],
[12], [13], [14], [15], [16]. Among the above animals, wolves
and lambs are particularly problematic because they can cause
false accepts against many others and compromise the security
of the system. As it is often said that the overall security of the
system is determined by the weakest link in the chain [17], we
have to take countermeasures against these animals to increase
the overall security of the biometric system.

To have security against wolves and lambs, we have to
reduce the false accepts caused by them. To reduce the false
accepts, we can use multi-modal biometric fusion schemes
[18] which combine multiple modalities (e.g. fingerprint, face
and voice; index and middle fingers). However, such a solution
can make the system inconvenient because a claimant (a
person who attempts authentication) has to input multiple
query samples. That is, there is a trade-off between security
against wolves and lambs and convenience in biometrics.

The aim of this paper is to optimize this trade-off. That is, to
develop a fusion algorithm which has security against wolves
and lambs while minimizing the number of query samples
the genuine claimant has to input. Although a number of
countermeasures against wolves or lambs have been proposed
so far [12], [13], [14], [15], [16], this is the first attempt to
optimize the above trade-off, to the best of our knowledge.

To achieve our aim, we first introduce a taxonomy of wolves
and lambs to clarify our target, and define security measures
for the animals to enable security evaluation. We then move
on to sequential fusion [19], [20], [21], which combines scores
from multiple modalities and makes a decision each time the
claimant inputs his/her query sample, and propose a sequential
fusion scheme which intends to optimize the above trade-off.
Finally, we propose an input order decision scheme to further
reduce the number of biometric inputs. More specifically, the
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contributions of our work (which are common to this paper
and its previous version [1]) are as follows:

• We first introduce a taxonomy which classifies wolves
into three categories (zero-effort wolves, non-adaptive
spoofing wolves, and adaptive spoofing wolves) and
lambs into two categories (zero-effort lambs and spoofing
lambs). This taxonomy clarifies the definition of wolves
and lambs, and our target as well. We also define LAP
(Lamb Accept Probability), the maximum of the enrollee-
specific FAP (False Accept Probability)1, as a security
measure for lambs in the same way as WAP (Wolf Attack
Probability) [22], the maximum of the claimant-specific
FAP, to enable security evaluation.

• We then propose a minimum log-likelihood ratio based
sequential fusion scheme (referred to as the MLR
scheme). We prove that this scheme keeps WAP and LAP
less than a desired value except in the case of adaptive
spoofing wolves, if log-likelihood ratios are perfectly es-
timated. We also prove that the average number of inputs
(referred to as ANI) required in this scheme can achieve
almost the minimum value under some conditions.

• We finally propose an input order decision scheme
based on the KL (Kullback-Leibler) divergence [23]. This
scheme further reduces ANI of the MLR scheme in the
case where the KL divergence differs from one modality
to another, by maximizing the expectation of a genuine
log-likelihood ratio at any number of biometric inputs.

This paper is an extension of a previously published con-
ference paper [1]. The main enhancements are as follows:

1) We prove the optimality of the MLR scheme with regard
to not only ANI but also FRP (False Reject Probability)
(Theorem 2 in Section IV-C2). Since false rejects cause
much greater inconvenience than the increase of bio-
metric inputs, this theorem significantly contributes to
the effectiveness of the MLR scheme. We also show the
validity of this theorem through experimental evaluation
(Section VI).

2) In [1], we only evaluated our schemes using the CASIA-
FingerprintV5 [24] which contains multiple fingerprint
images. In this paper, we show the effectiveness of our
schemes using a virtual multi-modal (one face and eight
fingerprints) dataset by combining the above dataset with
the NIST BSSR1 Set3 dataset [25] (Section VI).

This paper is organized as follows. Section II introduces
a taxonomy of wolves and lambs, and security measures for
the animals. Section III describes the previous work on the
biometric zoo and sequential fusion. Section IV proposes the
MLR scheme, and proves its security and optimality with
regard to FRP and ANI. Section V proposes the input order
decision scheme using the KL divergence. Section VI shows
the experimental results. Finally, Section VII concludes this
paper with directions for the future.

1In this paper, in addition to the conventional FRR and FAR, we define FRP
(False Reject Probability) and FAP (False Accept Probability) to differentiate
error probabilities from error rates (see Section II-B for details).

II. WOLVES AND LAMBS

A. Taxonomy of wolves and lambs

There are two different ways of biometric authentication:
verification and identification [26], [27]. In verification, a
claimant claims an identity along with a query sample, and
the system computes a score between the query sample and
a template corresponding to the claimed identity, making a
decision whether the claimant is genuine or not. In identifica-
tion, a claimant only inputs a query sample, and the system
computes scores between the query sample and all templates in
the database (i.e. one-to-many matching), making a decision
who the claimant is. Although lambs are a vulnerability in
verification, they can be a threat in identification because they
can make the system identify many claimants as them, and lose
the availability of the system. We also note that wolves and
lambs cause more serious security problems in identification
because FAR increases (and so does the number of false
accepts caused by the animals) as the number of enrollees
increases [26], [27].

To clarify the scope of this paper, we introduce a taxonomy
which classifies wolves as follows:

• Zero-effort wolves: These wolves are those who (happen
to) have their own biometrics similar to many others, and
impersonate many enrollees by attempting a zero-effort
attack [28]. That is, they directly input their own query
sample as if they were attempting successful authenti-
cation against themselves. Although Doddington et al.
[5] statistically tested the existence of claimants whose
voice has high similarity scores against many enrollees,
they fall into this category. They are very powerful in that
they cannot be blocked using anti-spoofing measures (e.g.
liveness detection; supervising the authentication process)
[29] because they do not spoof the system. They can be
a threat even in the modalities which are very difficult to
spoof (e.g. iris, retina [26]).

• Spoofing wolves: These wolves are those who make
particular effort (e.g. change their biometrics; input an
artifact [30]) to impersonate many enrollees, and are
further divided into the following sub-categories:

– Non-adaptive spoofing wolves: These wolves are
non-adaptive in the sense that they input the same
query sample against all enrollees. For example, they
input an artifact which has extremely high similarity
scores against all templates, which is referred to as
a universal wolf sample [22].

– Adaptive spoofing wolves: These wolves are adap-
tive in the sense that they change the query sample
depending on the enrollee. For example, they change
their voice depending on the enrollee to imitate
him/her. We note that this kind of attack is limited
to the modality such as voice where the attackers
can easily know the query sample of each enrollee,
and change their biometrics (or create an artifact) to
imitate it.

Similarly, our taxonomy classifies lambs as follows:
• Zero-effort lambs: These lambs are those who (happen

to) have their own biometrics similar to many others,
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and enroll their own template without particular effort.
They cannot be blocked using anti-spoofing measures,
and can be a vulnerability (or threat in identification) in
the modalities which are very difficult to spoof.

• Spoofing lambs: These lambs are those who make
particular effort to enroll the template similar to many
others. However, they are non-adaptive in the sense that
they cannot change the template after the enrollment (we
assume a general biometric authentication system without
template update mechanism [31]).

Among them, adaptive spoofing wolves cannot be blocked
using our proposals, as described in detail in Section IV, and
are outside the scope of this paper.

B. Security measures for wolves and lambs

We also define security measures for wolves and lambs.
Some statistical tests on scores were used to demonstrate
the existence of the animals defined by themselves [5], [8],
and some score-based measures to quantify recognizability
of a user or the extent of the biometric zoo were studied in
[6], [7]. However, these tests and measures are not designed
to directly evaluate security against wolves and lambs. To
evaluate security against wolves and lambs, we should take
into account false accepts caused by them, instead of the
statistics on scores.

Thus we start with FRR and FAR, the most commonly used
error rates in verification. To differentiate between error rates
and error probabilities, we also define FRP (False Reject Prob-
ability) and FAP (False Accept Probability), the probability
that a genuine individual is falsely rejected and an impostor
is falsely accepted, respectively. Let d ∈ {0, 1} be a variable
which takes 1 or 0 if the final decision result is accept or reject,
respectively. Let further W1 be the event that a genuine user
attempts verification against him/herself, and W0 be the event
that an impostor attempts verification against someone else.
Then, FRP and FAP can be written as

FRP = P (d = 0|W1) (1)
FAP = P (d = 1|W0), (2)

where P () is a probability mass function. Since they are
theoretical values, in practice FRR and FAR are evaluated,
instead of FRP and FAP, using a finite number of biometric
samples as follows:

FRR =
The number of false rejects

The total number of genuine attempts
(3)

FAR =
The number of false accepts

The total number of impostor attempts
. (4)

Since FRR and FAR are the average error rates taken over all
biometric samples, they do not measure the performance for
a particular user.

Taking this into account, we define performance measures
for a particular user. Let V be a finite set of claimants, E
be a finite set of enrollees. Let further We,e be the event that
e ∈ E attempts verification against him/herself, Wv,∗ be the
event that v ∈ V attempts an impostor attack against someone
else, W∗,e be the event that someone else attempts an impostor

v

V

E

e

V

E

V

E

Wolf

Lamb

Claimant

Enrollee

FAP WAP LAP

: Probability that the final decision result is accept (i.e. d = 0)

Fig. 1. Three kinds of false accept probabilities in verification (FAP/WAP/
LAP). WAP and LAP are the maximum of the claimant-specific FAP and the
enrollee-specific FAP, respectively.

attack against e ∈ E. Then, we can define the following three
error probabilities:

FRPe = P (d = 0|We,e) (5)
FAPv,∗ = P (d = 1|Wv,∗) (6)
FAP∗,e = P (d = 1|W∗,e). (7)

They are the enrollee-specific FRP, the claimant-specific FAP,
and the enrollee-specific FAP, respectively. Goats cause high
FRPe, wolves cause high FAPv,∗, and lambs cause high
FAP∗,e. We also define the corresponding three error rates:

FRRe =
The number of false rejects caused by e

The total number of genuine attempts of e
(8)

FARv,∗ =
The number of false accepts caused by v

The total number of impostor attempts of v
(9)

FAR∗,e =
The number of false accepts caused by e

The total number of impostor attempts of e
.

(10)

Une et al. [22] defined WAP (Wolf Attack Probability) as a
security measure for wolves, which can be written as follows:

WAP = max
v∈V

FAPv,∗. (11)

That is, WAP is the false accept probability caused by the most
threatening wolf. Similarly, we define LAP (Lamb Accept
Probability), a security measure for lambs, as follows:

LAP = max
e∈E

FAP∗,e. (12)

LAP is the false accept probability caused by the most
vulnerable lamb. We further define WAR (Wolf Attack Rate)
and LAR (Lamb Accept Rate) as the error rate corresponding
to WAP and LAP, respectively:

WAR = max
v∈V

FARv,∗ (13)

LAR = max
e∈E

FAR∗,e. (14)

We use error probabilities such as FRP, FAP, WAP and LAP
in a theoretical analysis, and error rates such as FRR, FAR,
WAR, LAR in an experimental evaluation. Figure 1 shows
the three kinds of false accept probabilities in verification
(FAP/WAP/LAP).



IEEE TRANSACTIONS ON. INFORMATION FORENSICS AND SECURITY, VOL. 9, NO. 2, FEBRUARY 2014 4

In identification, FAR can be divided into EFAR (Enrollee
FAR) and NFAR (Non-enrollee FAR) [21], the false accept
rate caused by enrollees and non-enrollees, respectively. Thus,
security measures for wolves and lambs in identification can
be more complicated, and are not defined in this paper.

III. RELATED WORK

A. Biometric zoo

Since Doddington et al. [5] introduced a concept of the
biometric zoo, numerous studies have been made on this issue
from several directions. Poh and Kittler [6] examined the
potential of some score-based measures as an index character-
izing recognizability of a user. They also proposed a measure
to quantify the extent of the biometric zoo [7]. Yager and
Dunstone [8] introduced a new class of animals considering
a relationship between genuine and impostor scores. Teli
et al. [9] investigated the consistency of the biometric zoo
across algorithms and datasets. Similarly, Paone and Flynn
[10] investigated the consistency across algorithms and two
irises for a single user. Wang et al. [11] applied the Frog-
Boiling attack to keystroke template update mechanisms to
change the victim’s template little by little towards a template
of ill-performing animals such as lambs or goats.

Countermeasures against wolves can also be found in some
literatures [12], [13]. Inuma et al. [12] proposed a theoretical
framework of decision algorithms in verification using feature
distributions for each of all human beings to keep WAP less
than a desired value. Kojima et al. [13] proposed another
decision algorithm in verification using decision results (accept
or reject) with biometric samples other than the template to
detect wolves. Since both of them assume that the claimants
do not change the query sample depending on the enrollee
(i.e. non-adaptive), they do not have security against adaptive
spoofing wolves.

As for lambs, a number of score normalization schemes
which use enrollee-specific parameters or impostor distribu-
tions have been proposed, and a survey of them is given in
[14]. For example, Poh and Kittler [15] proposed a score
normalization scheme which normalizes a score to a log-
likelihood ratio using enrollee-specific score distributions.
Another example is a selective fusion scheme proposed by
Ross et al. [16]. This scheme detects lamb templates which
have high similarity scores against many others and goat
templates which have low similarity scores against themselves,
and invokes fusion only for enrollees who have such weak
templates. Although this scheme requires only such enrollees
to input multiple biometrics, it is not intended to minimize
ANI.

B. Sequential fusion

To reduce the error rates while keeping down the number of
biometric inputs, we can use sequential fusion schemes which
combine scores from multiple modalities and make a decision
each time a claimant inputs his/her query sample. Since they
only use scores as information sources, they can be applied to
any kind of modality such as fingerprint, face, and voice.

Takahashi et al. [19] proposed a sequential fusion scheme in
verification which sequentially computes a log-likelihood ratio
using a genuine distribution and an impostor distribution which
are common to all users (referred to as the LR scheme). This
scheme is based on SPRT (Sequential Probability Ratio Test)
[32], a statistical hypothesis test which minimizes the average
number of samples if the samples are i.i.d. (independent
and identically distributed) and the error probabilities are
sufficiently small. Allano et al. evaluated the LR scheme with
respect to the cost which includes the processing time and the
financial cost of sensors [20]. Murakami and Takahashi [21]
proposed a sequential fusion scheme in identification using
MSPRT (Multi-hypothesis SPRT) [33], a multi-hypothesis
version of SPRT. Although they can provide a very good trade-
off between the average error rates (i.e. FRR and FAR) and
ANI, they are not designed to have security against wolves
and lambs.

To sum up, no studies have ever tried to develop an
algorithm which minimizes ANI while keeping WAP and LAP
less than a desired value, to the best of our knowledge.

IV. MINIMUM LOG-LIKELIHOOD RATIO BASED
SEQUENTIAL FUSION

Our first proposal is a minimum log-likelihood ratio based
sequential fusion scheme (MLR scheme), a sequential fusion
scheme in verification. This scheme is a modification of the
LR scheme [19] to have security against wolves and lambs, by
computing the minimum of two log-likelihood ratios obtained
using two kinds of user-specific impostor distributions. After
describing its algorithm, we clarify its security and optimality
from a theoretical point of view.

A. Assumptions about scores

Before describing the algorithm of the MLR scheme, we
make some assumptions about scores. First of all, we focus on
sequential fusion of multiple biometric traits (e.g. fingerprint,
face and iris) or multiple units (e.g. index and middle fingers)
[18], [26]. Since they are highly independent information, a
large improvement in recognition accuracy can be expected
[26]. Then we assume that all scores are independent.

Let s(t) ∈ R be a score between the t-th query sample and
the corresponding template (in this paper, we assume that s(t)

is continuous; the discussion below can be easily extended to
the discrete case). In addition to the independence of scores,
we assume that genuine scores are generated from a genuine
distribution f (t) which is common to all enrollees:

f (t)(s(t)) = p(s(t)|We,e), (15)

where p() is a probability density function. f (t) is trained using
genuine scores from templates enrolled in the database or any
other biometric samples which are collected in advance.

Strictly speaking, a genuine distribution is different from
enrollee to enrollee since different enrollees have different
degrees of recognizability (e.g. goats have low similarity
scores against themselves). Nevertheless, we assume a genuine
distribution common to all enrollees because generally very
few genuine scores per enrollee (e.g. 2 or 3 scores) are
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available as training samples. For example, Poh et al. [34]
showed that there were low correlation between the standard
deviations of the enrollee-specific genuine distributions in the
training set and those in the evaluation set. This indicates the
difficulty of reliably estimating the enrollee-specific genuine
distributions. Furthermore, if each enrollee presents only one
biometric sample during enrollment, there are no genuine
scores which can be obtained from the sample. Even in such
a case, we can train f (t) using genuine scores obtained from
other biometric samples which are collected in advance.

We further define the following two impostor distributions:

g(t)v (s(t)) = p(s(t)|Wv,∗) (16)

g(t)e (s(t)) = p(s(t)|W∗,e). (17)

That is, g(t)v is a claimant-specific impostor distribution, and
g
(t)
e is an enrollee-specific impostor distribution. Suppose
v ∈ V attempts verification against e ∈ E. Then, g

(t)
v is

trained using scores between a query sample of v ∈ V and
biometric samples other than the template of e ∈ E. We refer
to the biometric samples used for estimating g

(t)
v as dummy-

templates. For example, we can use all or part of templates
of other enrollees in the database as dummy-templates. We
can also use any other biometric samples which are collected
separately from the templates (e.g. biometric samples collected
for performance evaluation). Similarly, g

(t)
e is trained using

scores between a template of e ∈ E and dummy-templates.
Note that f (t) and g

(t)
e are trained before authentication (e.g.

right after enrollment), while g
(t)
v is trained after v ∈ V inputs

the t-th query sample.
As will be described in detail in Section IV-B, f (t), g

(t)
v

and g
(t)
e are used for estimating the following two kinds of

log-likelihood ratios:

Z(t)
v = log

f (t)(s(t))

g
(t)
v (s(t))

(18)

Z(t)
e = log

f (t)(s(t))

g
(t)
e (s(t))

. (19)

Thus, it is also possible to directly train Z
(t)
v and Z

(t)
e , instead

of training f (t), g
(t)
v , and g

(t)
e (in this case, Z

(t)
e is trained

before authentication, and Z
(t)
v is trained after v ∈ V inputs

the t-th query sample). For example, we can use logistic
regression [35] which models Z

(t)
v and Z

(t)
e as follows:

Z(t)
v = w1

(t)
v s(t) + w0

(t)
v (20)

Z(t)
e = w1

(t)
e s(t) + w0

(t)
e , (21)

where w1
(t)
v , w0

(t)
v , w1

(t)
e , and w0

(t)
e are regression coefficients.

The effectiveness of the logistic regression model is shown in
some literatures on biometrics [21], [36], [37]. We also show
the validity of this model in our experiments in Section VI.

B. Algorithm

We now describe the algorithm of the MLR scheme. Sup-
pose the claimant v ∈ V attempts verification against the
enrollee e ∈ E. Let r(t) = (r

(t)
1 , · · · , r(t)N ) be a sequence

of scores between the t-th query sample of v ∈ V and N

1 2 3(=T)

0

t

)(t
tot

Z

A

ScoreTemplate

Dummy-templates

Query sample

)(t
e
g

)(t
v
g

)(tf
)(t

s
)(

1
t
r

)(t
N
r

Claimant Probability density

)(t
s

)(
1
t
r

)(t
N
r

accept

reject

Fig. 2. Overview of the MLR scheme in the case where the score distributions
f (t), g(t)e , and g

(t)
v are trained. f (t) and g

(t)
e are trained in advance, while

g
(t)
v is trained using r(t) = (r

(t)
1 , · · · , r(t)N ). After computing s(t), Z(t)

tot
is updated and compared to A. Here, two examples are given: one results in
acceptance at the second input; the other results in rejection (T = 3).

dummy-templates. r(t) is just used to train g
(t)
v (or Z(t)

v ). Let
further st = (s(1), · · · , s(t)) be a sequence of scores between
the query samples of v ∈ V and the templates of e ∈ E, and
Hi (i = 0, 1) be the following hypotheses:
H1: The claimant is a genuine user.
H0: The claimant is an impostor.

Then, since we assume that all scores are independent, the log-
likelihood ratio after obtaining st can be written as follows:

log
l(H1|st)
l(H0|st)

=

t∑
τ=1

log
l(H1|s(τ))
l(H0|s(τ))

, (22)

where l(H1|s(τ)) is a likelihood of the hypothesis H1 given a
score s(τ) and l(H0|s(τ)) is a likelihood of H0 given s(τ). The
MLR scheme estimates the two kinds of log-likelihood ratios
Z

(τ)
v and Z

(τ)
e using the two kinds of impostor distributions

g
(τ)
v and g

(τ)
e (see (18) and (19)), and adopts the minimum

value of them (i.e. the one which causes less false accepts) as
log l(H1|s(τ))/l(H0|s(τ)). That is, the MLR scheme computes
Z

(t)
tot after obtaining st as follows:

Z
(t)
tot =

t∑
τ=1

Z
(τ)
min, (23)

where

Z
(τ)
min = min

{
Z(τ)
v , Z(τ)

e

}
. (24)

Then, it compares Z(t)
tot to a verification threshold A, and makes

the following decision: If Z
(t)
tot is greater than or equal to A,

accept the hypothesis H1 (i.e. accept the claimant); Otherwise
if the number of inputs t reaches the maximum value T (i.e.
the number of modalities), accept the hypothesis H0 (i.e. reject
the claimant); Otherwise, require another biometric input.

To sum up, the algorithm of the MLR scheme is as follows:
The MLR algorithm:

1) t← 1, Z(0)
tot ← 0;

2) Compute r(t) = (r
(t)
1 , · · · , r(t)N ), and train g

(t)
v (or Z(t)

v );
3) Compute s(t);
4) Z

(t)
v ← log f(t)(s(t))

g
(t)
v (s(t))

, Z(t)
e ← log f(t)(s(t))

g
(t)
e (s(t))

;

5) Z
(t)
min ← min

{
Z

(t)
v , Z

(t)
e

}
, Z(t)

tot ← Z
(t−1)
tot + Z

(t)
min;

6) If Z
(t)
tot ≥ A, accept the claimant; Otherwise if t = T ,

reject the claimant; Otherwise, t← t+ 1 and go to 2).
Figure 2 shows the overview of the MLR scheme.
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TABLE I
NOTATIONS USED IN DESCRIBING THEORETICAL PROPERTIES OF THE

MLR SCHEME.

Symbol Description
δ a sequential fusion algorithm
δ0 the MLR algorithm
V a set of claimants
E a set of enrollees
FRPe FRP (False Reject Probability) of e ∈ E (see (5))
FAPv,∗ FAP (False Accept Probability) of v ∈ V (see (6))
FAP∗,e FAP (False Accept Probability) of e ∈ E (see (7))
WAP WAP (Wolf Attack Probability) (see (11))
LAP LAP (Lamb Accept Probability) (see (12))
ANIe ANI (the average number of inputs) of e ∈ E

f (t) a genuine distribution common to all enrollees (see (15))
g
(t)
v an impostor distribution of v ∈ V (see (16))

g
(t)
e an impostor distribution of e ∈ E (see (17))

Z
(t)
v /Z

(t)
e two kinds of log-likelihood ratios (see (18) and (19))

A a verification threshold of the MLR scheme
T the maximum number of inputs (the number of modalities)
α a required WAP and LAP
β a required FRPe

∆(α, β) a set of sequential fusion algorithms whose FAP∗,e and
FRPe do not exceed α and β, respectively (see (25))

C. Theoretical properties

We now show theoretical properties of the MLR scheme. We
first briefly explain the outline of them. Let δ be a sequential
fusion algorithm, and WAP (δ) be WAP of δ. We apply the
same rule to other performance measures such as LAP, FRP,
and FAP. Let further δ0 be the MLR algorithm. In this paper,
we prove the following three properties of the MLR scheme:

• Security against wolves and lambs: The MLR scheme
can keep the false accept probability caused by any
claimant and any enrollee, except for adaptive spoofing
wolves, less than a desired value: WAP (δ0) ≤ α and
LAP (δ0) ≤ α, where α is a required WAP and LAP
(Theorem 1).

• Optimality with regard to FRP: The MLR scheme
can minimize, for any enrollee e ∈ E, the false reject
probability among all sequential fusion schemes with the
same false accept probability: FRPe(δ0) ≤ FRPe(δ) for
any δ such that FAP∗,e(δ) = FAPe(δ0) (Theorem 2).

• Asymptotic optimality with regard to ANI: The MLR
scheme can minimize, for any enrollee e ∈ E, ANI
among all sequential fusion schemes in the asymptotic
setting where both the false accept probability and the
false reject probability (FAP∗,e and FRPe) are suffi-
ciently small (Theorem 3).

The first property guarantees the security of the MLR scheme
in terms of false accepts, while the second one guarantees the
optimality with regard to false rejects. We can significantly
reduce both false accepts and false rejects by setting the
maximum number of inputs (i.e. the number of modalities)
T very large. Then, the third property guarantees that ANI of
this scheme can achieve almost the minimum value.

In the rest of this subsection, we formally describe these
theoretical properties. Table I shows the notations used there.

1) Security against wolves and lambs: The MLR scheme
models both the claimant-specific impostor distribution g

(t)
v

and the enrollee-specific impostor distribution g
(t)
e , and adopts

the one which causes less false accepts (i.e. the minimum value
of Z(t)

v and Z
(t)
e ). By this means, it achieves security against

any claimant and any enrollee except for adaptive spoofing
wolves, if Z(t)

v and Z
(t)
e are perfectly estimated:

Theorem 1. If (i) the log-likelihood ratios Z
(t)
v and Z

(t)
e

(1 ≤ t ≤ T ) are perfectly estimated in the MLR algorithm
δ0, then we have FAPv,∗(δ0) ≤ α and FAP∗,e(δ0) ≤ α for
any v ∈ V and e ∈ E, and hence we have WAP (δ0) ≤ α
and LAP (δ0) ≤ α (except in the case of adaptive spoofing
wolves), where α = e−A and A is a verification threshold.

The proof is given in Appendix A. It should be noted
that this theorem holds irrespective of the input order (i.e.
irrespective of which modality to start with). The optimality
of the MLR scheme (Lemma 1 and Theorem 3) also holds
irrespective of the input order. However, we assume that the
input order is fixed in proving the optimality of the MLR
scheme with regard to FRP (Theorem 2).

2) Optimality with regard to FRP: We then prove the
optimality of the MLR scheme with regard to FRP. Here we
assume that the input order is fixed as mentioned above. Then,
the following theorem holds:

Theorem 2. If (i) the log-likelihood ratios Z(t)
v and Z

(t)
e (1 ≤

t ≤ T ) are perfectly estimated in the MLR algorithm δ0, then
we have FRPe(δ0) ≤ FRPe(δ) for any sequential fusion
algorithm δ such that FAP∗,e(δ) = FAP∗,e(δ0).

The proof is given in Appendix B. This theorem means that
the MLR scheme can achieve, for any e ∈ E, the minimum
FRPe among all sequential fusion schemes with the same
FAP∗,e. In other words, the MLR scheme can provide an
optimal trade-off between FRP∗,e and FAPe.

3) Lower bound for ANI: We finally prove the optimality
of the MLR scheme with regard to ANI in the asymptotic
setting where the identification error probabilities (both the
false accept probability and the false reject probability) are
sufficiently small. To prove this optimality, we first show the
lower bound for ANI of a sequential fusion algorithm δ.

Let ∆(α, β) the following set of sequential fusion algo-
rithms:

∆(α, β) = {δ : FAP∗,e(δ) ≤ α, FRPe(δ) ≤ β}, (25)

where β is a required FRPe. The MLR algorithm δ0 satisfies
this requirement by setting the threshold A = logα−1 (so that
FAP∗,e ≤ α; see Theorem 1), and the number of modalities
T sufficiently large (so that FRPe(δ0) ≤ β).

Let ANIe be ANI of e ∈ E. Then, the following lemma
gives the lower bound for ANIe of any δ ∈ ∆(α, β):

Lemma 1. If (ii) the KL (Kullback-Leibler) divergence be-
tween f (t) and g

(t)
e takes a value De independently of the

modality, then

inf
δ∈∆(α,β)

ANIe(δ) ≥
logα−1

De
as max(α, β)→ 0, (26)

where infδ∈∆(α,β) X is the infimum of X over δ ∈ ∆(α, β).

The proof is given in Appendix C. Here we explain the
meaning of this lemma. The KL divergence D(f (t)||g(t)e )
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between f (t) and g
(t)
e is written as follows [23]:

D(f (t)||g(t)e ) =

∫
f (t)(s(t)) log

f (t)(s(t))

g
(t)
e (s(t))

ds(t), (27)

and has a meaning of a distance measure between f (t) and
g
(t)
e . If this takes the value De independently of the modality

(i.e. if the condition (ii) holds), then ANIe of any sequential
fusion scheme is lower bounded by the right side of (26) in
the asymptotic case where the identification error probabilities
are sufficiently small (i.e. max(α, β)→ 0).

4) Asymptotic optimality with regard to ANI: From Lemma
1, to prove that the MLR scheme is optimal with regard to
ANI, it suffices to show that ANIe of the MLR algorithm δ0
can achieve the right side of (26). We prove that this is indeed
the case:

Theorem 3. If (i) the log-likelihood ratios Z(t)
v and Z

(t)
e (1 ≤

t ≤ T ) are perfectly estimated in the MLR algorithm δ0, and
(ii) the KL divergence between f (t) and g

(t)
e takes a value De

independently of the modality, then

ANIe(δ0) ∼
logα−1

De
as max(α, β)→ 0, (28)

where X ∼ Y as r → 0 means that limr→0(X/Y ) = 1 [33].

The proof is given in Appendix D. This theorem means
that the MLR scheme achieves, for any e ∈ E, the minimum
ANIe (i.e. the right side of (26)) among all sequential fusion
schemes in the asymptotic case where the identification error
probabilities are sufficiently small (i.e. max(α, β)→ 0).

D. Limitations

In Section IV-C, we clarified the theoretical properties of
security and optimality of the MLR scheme. However, this
scheme has some limitations. Firstly, we excluded adaptive
spoofing wolves in Theorem 1. Suppose there is an adaptive
spoofing wolf who can perfectly imitate the voice of others.
If this wolf attempts an impostor attack against each enrollee
e ∈ E by presenting the voice which has high similarity score
only against e ∈ E, there is no way to block such an attack
and consequently WAP reaches 100[%]. We need to adopt a
modality which is very difficult to spoof (e.g. iris and retina),
to prevent such an attack.

Secondly, the condition (i), which is common to Theo-
rem 1, 2, and 3, does not hold in general. That is, it is
generally impossible to perfectly estimate the log-likelihood
ratios Z

(t)
v (= log f (t)/g

(t)
v ) and Z

(t)
e (= log f (t)/g

(t)
e ). In our

experiments in Section VI, we use the logistic regression
model which directly estimates log f (t)/g

(t)
v and log f (t)/g

(t)
e

as a linear function of a score (see (20) and (21)), and show
that it works very well though not perfect.

Thirdly, Lemma 1 and Theorem 3 only guarantee the opti-
mality of the MLR scheme with regard to ANI of e ∈ E in the
asymptotic setting where FAP∗,e and FRPe are sufficiently
small (i.e. A and T are sufficiently large). It remains unsettled
whether it is optimal in the case where FAP∗,e and FRPe

are not small.

Last but not least, the condition (ii) in Lemma 1 and
Theorem 3 also does not hold in general. As mentioned
above, the KL divergence is a distance measure between two
probability distributions, and some studies proposed to use
the KL divergence between the genuine distribution and the
impostor distribution as a metric of identification performance
[38], [39]. Thus, it is natural to consider that the KL divergence
D(f (t)||g(t)e ) differs from one modality to another, especially
in the case of multiple biometric traits (e.g. fingerprint, face
and iris) [18]. In Section V, we propose an input order decision
scheme using the KL divergence as an improvement of the
MLR scheme in the case where (ii) does not hold.

V. INPUT ORDER DECISION BASED ON THE
KULLBACK-LEIBLER DIVERGENCE

A. Algorithm

Our second proposal is an input order decision scheme
based on the KL divergence, which further reduces ANI of
the MLR scheme in the case where the KL divergence differs
from one modality to another (i.e. when the condition (ii) in
Lemma 1 and Theorem 3 does not hold).

This scheme decides, for each enrollee e ∈ E, the input
order using the KL divergence. Let D(t)

e the KL divergence
between f (t) and g

(t)
e . After e ∈ E enrolls his/her templates,

this scheme decides the input order (the order of modalities)
as follows:

1) Compute the KL divergence D(t)
e for each modality (1 ≤

t ≤ T );
2) Sort the modalities in descending order of D(t)

e .
Then, when the claimant claims his/her identity as e ∈ E, this
scheme requires or recommends him/her to sequentially input
a query sample according to the above order. Alternatively, it
can present the above order to e ∈ E right after e ∈ E enrolls
his/her templates, because f (t) and g

(t)
e can be estimated right

after the enrollment (as described in Section IV-A), and so can
the KL divergence D

(t)
e .

Suppose e ∈ E attempts verification against him/herself by
sequentially inputting his/her query sample according to the
above order. The KL divergence D

(t)
e can be written, using

(19) and (27), as follows:

D(t)
e = D(f (t)||g(t)e ) (29)

=

∫
f (t)(s(t)) log

f (t)(s(t))

g
(t)
e (s(t))

ds(t) (30)

= E
[
Z(t)
e

]
. (31)

That is, D(t)
e can be regarded as the expectation of Z(t)

e . Since
e ∈ E attempts verification against him/herself, g(t)v is equal
to g

(t)
e , and hence D

(t)
e can be regarded as the expectation

of Z
(t)
min (= Z

(t)
v = Z

(t)
e ). Thus, the expectation of Z

(t)
tot is

maximized at any number of biometric inputs t, by sorting
the input order in descending order of D(t)

e . As a result, it can
be expected that Z(t)

tot exceeds A with the smaller number of
biometric inputs, and ANI is further reduced.

Note that the above input order can be either a requirement
or a recommendation to further reduce ANI. In the latter case,
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the system allows other input orders, which can be particularly
helpful in the case where e ∈ E cannot use some modalities
at the verification time (due to injury, for example). Theorem
1 in Section IV-C1 also guarantees the security against wolves
and lambs, irrespective of the input order.

B. Estimation of the KL divergence

We also explain how to estimate the KL divergence D
(t)
e

in our input order decision scheme. Here it is important to
note that we only have to compute the order relation between
the KL divergences. In Section IV-A, we described that it
is difficult to correctly estimate an enrollee-specific genuine
distribution from a small number of training samples. In the
same way, it is difficult to correctly estimate the KL divergence
D

(t)
e using a small number of genuine scores from e ∈ E.
However, since we use not the KL divergences themselves

but the order relation between them to decide the input order,
a little estimation error of the KL divergences does not matter.
Furthermore, Poh et al. [34] showed that the average of the
enrollee-specific genuine distribution can be more reliably
estimated than the standard deviation. Taking these matters
into account, we propose to estimate D

(t)
e by taking the

average of Z(t)
e = log f (t)(s(t))/g

(t)
e (s(t)) over genuine scores

from e ∈ E (recall that D
(t)
e is the expectation of Z

(t)
e as

shown in (31)), in the case where more than one biometric
sample can be obtained from e ∈ E. By doing so, we can
expect that the order relation between the KL divergences
of e ∈ E can be reliably estimated, while considering the
recognizability of e ∈ E. In our experiments in Section VI,
we demonstrate the effectiveness of this estimation method.

VI. EXPERIMENTAL EVALUATION

A. Experimental setup

As described in Section II-A, zero-effort wolves and lambs
cannot be blocked using anti-spoofing measures such as live-
ness detection. Thus, it is especially important to demonstrate
the security of our schemes against these animals, using
datasets whose subjects have no intent to spoof the system. To
this end, we evaluated our two schemes using the NIST BSSR1
Set3 dataset [25] and the CASIA-FingerprintV5 dataset [24].
We used these datasets because they are freely available and
relatively large-scale (the former contains face scores from
3000 subjects, and the latter contains images of 8 different
fingers from 500 subjects, while many other datasets contain
fewer subjects [40], [41], [42], [43]). We assumed that face and
fingerprint biometrics are mutually independent, and created
500 virtual subjects who have one face and 8 fingerprints
(T = 9), in a similar way to [44], [45]. We describe this
in detail below.

1) Datasets: The NIST BSSR1 Set3 dataset contains face
scores from 3000 subjects, each of whom contributed two
query samples and one template (3000 × 3000 × 2 scores in
total; there are no scores between templates). Although there
are scores from two algorithms (“C” and “G”) in this dataset,
we used those from the algorithm “G” because some subjects
have inappropriate scores (the values “-1”) in “C”.

The CASIA-FingerprintV5 contains 20000 fingerprint im-
ages (left and right thumb / index / middle / ring finger) from
500 subjects, each of whom contributed 5 samples per finger.
We assumed, for each finger, the first sample as a template,
the remaining four samples as query samples, and computed
scores using SourceAFIS Version 1.4 [46], a freely available
fingerprint matcher (8×500×500×5 scores in total, including
scores between templates). We then randomly selected 500
subjects from 3000 subjects in the face dataset, and created
500 virtual subjects who have one face and 8 fingerprints
(T = 9). Here, we tried 100 ways to randomly select 500
subjects from 3000 subjects, and carried out, for each set of
virtual subjects, the following experiment.

2) Experiment: From 500 virtual subjects, we randomly
selected 300 subjects for evaluation (i.e. claimants or en-
rollees), and used the templates of the remaining 200 subjects
as dummy-templates. We then carried out an experiment where
each of 300 claimants attempts verification against each of
300 enrollees by sequentially inputting the last query sample
of each modality (we used the remaining one face query
sample and three fingerprint query samples to estimate the
KL divergence, as described in detail in Section VI-A4). The
number of genuine attempts was 300, while the number of
impostor attempts was 89700 (= 300× 299).

We evaluated FAR, WAR, LAR, FRR, and ANI in the above
experiment, and averaged them over the 100 sets of virtual
subjects to obtain stable performance.

3) Evaluated schemes: For comparison, we evaluated the
following sequential fusion schemes:

• LR: The LR scheme [19]. As described in Section III-B,
it computes a log-likelihood ratio log f (t)/g(t), where
g(t) is an impostor distribution common to all users.
We used the logistic regression model which estimates
log f (t)/g(t) = w1

(t)s(t) + w0
(t), where w1

(t) and
w0

(t) are regression coefficients (we describe the training
method in Section VI-A4). We randomly decided the
input order for each e ∈ E.

• MLR: The MLR scheme. As described in Section IV-B, it
computes the minimum of log f (t)/g

(t)
e and log f (t)/g

(t)
v .

We used the logistic regression model which estimates
log f (t)/g

(t)
e = w1

(t)
e s(t) + w0

(t)
e and log f (t)/g

(t)
v =

w1
(t)
v s(t) + w0

(t)
v (see (20) and (21)). The input order

is the same as that of the LR scheme.
• MLRKL: The MLR scheme using the input order deci-

sion scheme based on the KL divergence.

4) Training of the regression coefficients and the KL diver-
gences: We trained each of the regression coefficients (w1

(t),
w0

(t), w1
(t)
e , w0

(t)
e , w1

(t)
v , and w0

(t)
v ) using 200 genuine scores

and 200 impostor scores. First, we trained w1
(t) and w0

(t) in
the LR scheme using 200 genuine scores and 200 impostor
scores between 200 dummy-templates and 200 corresponding
first query samples (we randomly selected one impostor query
sample for each dummy-template). Then, we trained w1

(t)
e

and w0
(t)
e in the MLR scheme using the above 200 genuine

scores and 200 impostor scores between dummy-templates
and the template of e ∈ E (here we substituted the first
query samples for dummy-templates in the NIST BSSR1 Set3
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Fig. 3. Relationship between WAR/LAR and a required WAR/LAR (i.e.
α = e−A) in our proposals. WAR/LAR is less than α in the gray area.
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Fig. 4. Logarithm of the ratio between the frequency distribution of genuine
scores and that of impostor scores (left: face, right: left thumb). The width
of the interval is 0.5 and 1.0, respectively. We do not show both side edges
where the number of genuine scores or impostor scores is less than 10.

because there were no scores between templates). Similarly,
we trained w1

(t)
v and w0

(t)
v using the above 200 genuine scores

and 200 impostor scores between the query sample of v ∈ V
and dummy-templates. As a training method, we adopted
the Newton-Raphson method [35] which approximates the
maximum likelihood estimates since there were a number of
(hundreds of) training samples.

As for the KL divergence D
(t)
e , we used a small number

of genuine scores from e ∈ E as described in Section
V-B: three scores for a fingerprint and one score for a face.
First, we computed, for each fingerprint, three genuine scores
between the remaining three query samples (described in
Section VI-A2) and the template. Then, we estimated the KL
divergence D

(t)
e by taking the average of the estimated log-

likelihood ratios log f (t)/g
(t)
e (= w1

(t)
e s(t) + w0

(t)
e ) over the

three scores. In the same way, we computed, for each face, one
genuine score between the remaining one query sample and
the template, and estimated the KL divergence by computing
the corresponding log-likelihood ratio log f (t)/g

(t)
e .

B. Experimental results

Figure 3 shows the relationship between WAR/LAR and
a required WAR/LAR (i.e. α = e−A) in our proposals. It
was found that the MLR scheme kept WAR and LAR less
than the required value, irrespective of the input order, as
described in Theorem 1 in Section IV-C1. We consider this
is because the logistic regression parameters were correctly
estimated. We also show in Figure 4 the logarithm of the
ratio between the frequency distribution of genuine scores and
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Fig. 5. Trade-off between FRR and FAR in the three schemes.
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Fig. 6. Trade-off between FAR/WAR/LAR and ANI in the three schemes.

that of impostor scores (left: face, right: left thumb), obtained
using all the scores between query samples and templates (left:
3000× 3000× 2 scores, right: 500× 500× 4 scores). There is
a close-to-linear relationship between the log-likelihood ratio
and the score, especially in the case of left thumbs. We also
confirmed that a similar tendency was obtained for the other
types of fingers.

Figure 5 shows the trade-off between FRR and FAR in the
three schemes. It was found that the MLR scheme outper-
formed the LR scheme. We consider this is because the MLR
scheme can provide an optimal trade-off between FRPe and
FAPe for any e ∈ E if the input order is the same (see
Theorem 2 in Section IV-C2). It was also found from Figure 5
that the trade-off between FRR and FAR was further improved
by changing the input order using our input order decision
scheme. We consider this is because ANI was significantly
improved by using this scheme, as shown in the following.

Figure 6 shows the trade-off between FAR/WAR/LAR and
ANI in the three schemes. It was found that the trade-off of
the MLR scheme was better than that of the LR scheme and
was significantly improved by using the input order decision
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TABLE II
PROPORTION OF EACH MODALITY FOR EACH RANK DECIDED BY THE INPUT ORDER DECISION SCHEME [%].

1st 2nd 3rd 4th 5th 6th 7th 8th 9th
Face 0.25 0.40 1.5 2.5 4.3 6.1 11.3 22.5 51.3
Left thumb 14.4 13.0 12.9 10.9 12.1 10.2 10.5 9.1 7.0
Left index 13.2 11.9 12.4 11.3 12.3 11.4 12.8 9.9 4.8
Left middle 18.6 15.4 13.9 12.9 10.3 9.9 10.1 6.2 2.8
Left ring 11.6 10.6 10.7 11.4 11.6 13.0 9.1 11.2 10.7
Right thumb 11.5 11.9 10.9 12.1 11.5 11.6 11.6 11.8 7.1
Right index 10.5 12.6 13.3 14.4 12.1 11.8 10.7 9.1 5.5
Right middle 14.8 14.5 13.7 12.4 12.6 11.6 9.8 7.1 3.5
Right ring 5.1 9.7 10.9 12.1 13.2 14.4 14.2 12.9 7.4

scheme. We examined, for each enrollee and each modality,
the estimated value of the KL divergence, and confirmed
that the value differed from one modality to another (i.e. the
condition (ii) did not hold). Thus, we consider the reason the
input order decision scheme worked very well is that the order
relation of the KL divergences of e ∈ E was reliably estimated
using genuine scores from e ∈ E, and the expectation of the
likelihood ratio Z

(t)
tot was maximized using the order relation,

as described in Section V. For example, when the maximum
of WAR and LAR was fixed to 0.01%, ANI of the LR scheme,
the MLR scheme, and the MLR scheme using the input order
decision scheme were 1.94, 1.72, and 1.19, respectively.

To more thoroughly investigate the effectiveness of the input
order decision scheme, we finally examined, for each rank (1st,
2nd, · · · , 9th) decided by the input order decision scheme,
the proportion of each modality. Table II shows the results. It
can be seen that a face was ranked very low in most cases,
while the 1st modality was a fingerprint in most cases. This
indicates that the KL divergence significantly differs from one
biometric trait (e.g. face, fingerprint, iris) to another. Thus, in
the case of multiple biometric traits, the optimal input order
can be common to most enrollees, and finding the order can
be a trivial problem. For example, if we decide the input
order common to all enrollees by sorting biometric traits in
ascending order of EER, the order may be optimal for most
enrollees. On the other hand, it can be seen from Table II that
the type of the most discriminative finger differed from one
enrollee to another, which indicates finding the optimal input
order in the case of multiple units (e.g. multiple fingerprints,
multiple finger-veins) is not trivial. Even in such a case, the
input order decision scheme can provide an optimal input order
for each enrollee, and significantly reduce ANI as shown in
Figure 6. Thus, we can conclude that this scheme is highly
effective not for multiple biometric traits but for multiple units.

VII. CONCLUSION

In this paper, we first introduced a taxonomy of wolves and
lambs, defined security measures for the animals, and proposed
the MLR scheme as a countermeasure against the animals.
We proved its security against the animals except for adaptive
spoofing wolves and optimality with regard to FRP under the
condition (i) (Theorem 1 and 2). We also proved its asymptotic
optimality with regard to ANI under the condition (i) and (ii)
(Lemma 1 and Theorem 3). We finally proposed the input
order decision scheme based on the KL divergence to further
reduce ANI in the case where (ii) does not hold.

The experimental results demonstrated the security of our
schemes against zero-effort wolves and lambs who cannot be
blocked using anti-spoofing measures such as liveness detec-
tion. On the other hand, our schemes are not secure against
adaptive spoofing wolves as discussed in Section IV-D, while
anti-spoofing measures can block spoofing wolves and lambs
to some extent. Thus, it is desirable to use our schemes in
conjunction with anti-spoofing measures to have total security
against wolves and lambs.

It should be also noted that wolves and lambs cause more
serious security problems in identification, as described in
Section II-A. As future work, we plan to define security
measures for wolves and lambs in identification, and extend
our proposals to the identification scenario.
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APPENDIX A
PROOF OF THEOREM 1

We prove that if the condition (i) holds, we have
FAPv,∗(δ0) ≤ e−A for any v ∈ V . We can prove that we
have FAP∗,e(δ0) ≤ e−A for any e ∈ E in a similar way by
interchanging v ∈ V and e ∈ E.

Suppose the claimant v ∈ V attempts an impostor at-
tack against each enrollee e(̸= v) ∈ E in the set E. Let
Z

(t)
vtot =

∑t
τ=1 Z

(τ)
v , and St

v be a set of score sequences
st = (s(1), · · · , s(t)) such that Z

(1)
vtot, · · · , Z

(t−1)
vtot < A and

Z
(t)
vtot ≥ A. That is, St

v is a set of st such that the attack of
v ∈ V results in success at the t-th input, in the case where
only g

(t)
v is used as an impostor distribution model. Note that

St
v is independent of e ∈ E because we assume that v ∈ V

is non-adaptive and g
(t)
v (and hence Z

(t)
vtot) is independent of

e ∈ E.
Since the MLR algorithm δ0 models both g

(t)
v and g

(t)
e ,

and adopts the one which causes less false accepts (i.e. the
minimum value of Z

(t)
v and Z

(t)
e ), it is not always true that

the attack results in success (i.e. Z(t)
tot ≥ A) in such a score

sequence. Thus, FAPv,∗ in (6) can be bounded as follows:

FAPv,∗(δ0) ≤
T∑

t=1

∫
St
v

p(st|Wv,∗)ds
t (32)
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If (i) holds, Z(t)
v can be written, using (15), (16) and (18), as

Z(t)
v = log

p(s(t)|We,e)

p(s(t)|Wv,∗)
. (33)

Thus, for any st ∈ St
v , we can derive the following inequality:

p(st|We,e)

p(st|Wv,∗)
=

∏t
τ=1 p(s

(τ)|We,e)∏t
τ=1 p(s

(τ)|Wv,∗)
(34)

= exp

[
t∑

τ=1

Z(τ)
v

]
(35)

= exp
[
Z

(t)
vtot

]
(36)

≥ eA. (37)

Using (32) and (37), we have

FAPv,∗(δ0) ≤ e−A ·

[
T∑

t=1

∫
St
v

p(st|We,e)ds
t

]
(38)

≤ e−A. (39)

The last inequality follows from the fact that the probability
that either of Z(1)

vtot, · · · , Z
(T−1)
vtot or Z(T )

vtot exceeds (or reaches)
A is less than or equal to 1.

APPENDIX B
PROOF OF THEOREM 2

Suppose e ∈ E attempts verification against him/herself.
Let Ct

0 and Ct be a set of score sequences st such that the
verification attempt results in reject (i.e. d = 0) at the t-th
input in δ0 and δ, respectively. Then, we have

FRPe(δ)− FRPe(δ0) (40)

=

T∑
t=1

∫
Ct

p(st|We,e)ds
t −

T∑
t=1

∫
Ct

0

p(st|We,e)ds
t. (41)

=

T∑
t=1

∫
Ct∩C̄t

0

p(st|We,e)ds
t −

T∑
t=1

∫
Ct

0∩C̄
t
p(st|We,e)ds

t.

(42)

In (42), we excluded the common set Ct ∩ Ct
0 from both

terms.
If (i) holds, Z(t)

e can be written, using (15), (17) and (19),
as follows:

Z(t)
e = log

p(s(t)|We,e)

p(s(t)|W∗,e)
. (43)

Furthermore, since e ∈ E attempts verification against
him/herself, g(t)v is equal to g

(t)
e , and hence Z

(t)
min = Z

(t)
v =

Z
(t)
e . Thus, for any st ∈ Ct

0, we can derive the following
inequality:

p(st|We,e)

p(st|W∗,e)
=

∏t
τ=1 p(s

(τ)|We,e)∏t
τ=1 p(s

(τ)|W∗,e)
(44)

= exp

[
t∑

τ=1

Z(τ)
e

]
(45)

= exp
[
Z

(t)
tot

]
(46)

< eA. (47)

Note that this inequality holds for not only the MLR algorithm
δ0 but any sequential fusion algorithm δ, as long as we fix
the input order. Conversely, for any st ∈ C̄t

0 (i.e. any score
sequence which results in acceptance at the t-th input in the
MLR algorithm δ0), we have

p(st|We,e)

p(st|W∗,e)
= exp

[
Z

(t)
tot

]
≥ eA. (48)

This inequality also holds for any sequential fusion algorithm
δ. By (42), (47), and (48), if FAP∗,e(δ) = FAP∗,e(δ0), then

FRPe(δ)− FRPe(δ0) (49)

≥ eA ·

[
T∑

t=1

∫
Ct∩C̄t

0

p(st|W∗,e)ds
t

−
T∑

t=1

∫
Ct

0∩C̄
t
p(st|W∗,e)ds

t

]
(50)

= eA ·

[
T∑

t=1

∫
Ct

p(st|W∗,e)ds
t

−
T∑

t=1

∫
Ct

0

p(st|W∗,e)ds
t

]
(51)

= eA · [(1− FAP∗,e(δ))− (1− FAP∗,e(δ0))] (52)
= eA · [FAP∗,e(δ0)− FAP∗,e(δ)] (53)
= 0. (54)

In (50), we used the fact that (47) and (48) hold for any δ. In
(51), we added the common set Ct ∩Ct

0 to both terms.

APPENDIX C
PROOF OF LEMMA 1

Suppose e ∈ E attempts verification against him/herself in
any sequential fusion algorithm δ ∈ ∆(α, β). If the condition
(ii) holds, (27) can be also written as follows:

De = D(f (t)||g(t)e ) (55)

=

∫
f (t)(s(t)) log

f (t)(s(t))

g
(t)
e (s(t))

ds(t) (56)

= E
[
Z(t)
e

]
. (57)

Here we introduce a random variable t∗ which represents
the number of biometric inputs required to terminate the
verification process. Then, ANIe(δ) can be expressed as

ANIe(δ) = E[t∗]. (58)

Since Z
(t)
e (1 ≤ t ≤ t∗) is independently distributed with

mean De (see (57)), E[Z
(1)
e + · · ·+ Z

(t∗e)
e ] is decomposed as

follows,

E
[
Z(1)
e + · · ·+ Z(t∗)

e

]
= De · E [t∗] . (59)

This equation is known as Wald’s identity (or Wald’s equation)
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[47], [48]. Using (58) and (59), we have

ANIe(δ) =
E
[
Z

(1)
e + · · ·Z(t∗)

e

]
De

(60)

=
E
[∑t∗

τ=1 log f
(τ)(s(τ))/g

(τ)
e (s(τ))

]
De

(61)

=
E
[
− log

∏t∗

τ=1 g
(τ)
e (s(τ))/f (τ)(s(τ))

]
De

(62)

≥
− logE

[∏t∗

τ=1 g
(τ)
e (s(τ))/f (τ)(s(τ))

]
De

. (63)

The last inequality follows from Jensen’s inequality [23].
Let Ct be a set of score sequences st such that the

verification attempt results in reject (i.e. d = 0) at the t-th
input in δ (in the same way as the proof of Theorem 2). As
max(α, β) → 0, the probability that the genuine attempts of
e ∈ E result in acceptance goes to 1. Then, the expectation in
(63) is taken over the set C̄1 ∪ · · · ∪ C̄T and can be written,
using (7) and (17), as follows:

E

[∏t∗

τ=1
g(τ)e (s(τ))/f (τ)(s(τ))

]
(64)

→
T∑

t=1

∫
C̄t

∏t

τ=1
f (τ)(s(τ)) · g(τ)e (s(τ))/f (τ)(s(τ))dst

(65)

=

T∑
t=1

∫
C̄t

p(st|W∗,e)ds
t (66)

= FAP∗,e(δ) (67)
≤ α. (68)

It follows from (63) and (68) that

inf
δ∈∆(α,β)

ANIe(δ) ≥
logα−1

De
as max(α, β)→ 0. (69)

APPENDIX D
PROOF OF THEOREM 3

Suppose e ∈ E attempts verification against him/herself
in the MLR algorithm δ0. Let t∗ be a random variable which
represents the number of biometric inputs required to terminate
the verification process (in the same way as the proof of
Lemma 1). Then, if (ii) holds, ANIe(δ0) can be expressed, in
the same way as (60), as

ANIe(δ0) =
E
[
Z

(1)
e + · · ·Z(t∗)

e

]
De

. (70)

Since e ∈ E attempts verification against him/herself, if (i)
holds, then g

(t)
v is equal to g

(t)
e , and hence Z

(t)
min = Z

(t)
v =

Z
(t)
e . Thus, ANIe(δ0) in (70) can be further written as follows:

ANIe(δ0) =
E
[
Z

(1)
min + · · ·Z(t∗)

min

]
De

(71)

=
E
[
Z

(t∗)
tot

]
De

. (72)

As max(α, β) → 0, the probability that the genuine
attempts of e ∈ E result in acceptance goes to 1. At the
same time, since A (= logα−1) goes to infinity while the
expected gain of the minimum log-likelihood ratio E[Z

(t)
min]

(= E[Z
(t)
e ]) at each input is fixed to De (see (57)), the excess

of Z
(t∗)
tot over the threshold A becomes negligible compared

to A. Thus, we have

E
[
Z

(t∗)
tot

]
∼ A (73)

= logα−1 (74)

as max(α, β)→ 0. It follows from (72) and (74) that

ANIe(δ0) ∼
logα−1

De
as max(α, β)→ 0. (75)
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