
This is an accepted version of a paper published in Proceedings of the 5th IEEE 
International Conference on Biometrics: Theory, Applications and Systems (BTAS 2012).  
 
If you wish to cite this paper, please use the following reference: 
 
T. Murakami, K. Takahashi, K. Matsuura, Towards Optimal Countermeasures against 
Wolves and Lambs in Biometrics, Proceedings of the 5th IEEE International Conference 
on Biometrics: Theory, Applications and Systems (BTAS 2012), pp.69-76, 2012. 
http://dx.doi.org/10.1109/BTAS.2012.6374559 
 
© 2012 IEEE. Personal use of this material is permitted. Permission from IEEE must be 
obtained for all other uses, in any current or future media, including reprinting/ 
republishing this material for advertising or promotional purposes, creating new 
collective works, for resale or redistribution to servers or lists, or reuse of any copyrighted 
component of this work in other works. 
 

http://dx.doi.org/10.1109/BTAS.2012.6374559


Towards Optimal Countermeasures against
Wolves and Lambs in Biometrics

Takao Murakami
Yokohama Research Laboratory,

Hitachi, Ltd. Yokohama 244-0817, Japan
Institute of Industrial Science,

The University of Tokyo
Tokyo 153-8505, Japan

Email: takao.murakami.nr@hitachi.com

Kenta Takahashi
Yokohama Research Laboratory,

Hitachi, Ltd. Yokohama 244-0817, Japan
Graduate School of Information Science

and Technology, The University of Tokyo
Tokyo 113-8656, Japan

Email: kenta.takahashi.bw@hitachi.com

Kanta Matsuura
Institute of Industrial Science,

The University of Tokyo
Tokyo 153-8505, Japan

Email: kanta@iis.t.u-tokyo.ac.jp

Abstract—Claimants and enrollees who have high similarity
scores against many others are referred to as wolves and lambs,
respectively. These animals can cause false accepts against many
others and compromise the security of the system. The aim of
this paper is to develop a fusion algorithm which has security
against both of them while minimizing the number of query
samples the genuine claimant has to input. To achieve this aim,
we first propose a minimum log-likelihood ratio based sequential
fusion scheme (MLR scheme). We prove that the MLR scheme
keeps WAP (Wolf Attack Probability) and LAP (Lamb Accept
Probability), the maximum of the claimant-specific FAR and the
enrollee-specific FAR, less than the desired value if the score dis-
tributions are perfectly estimated, except in the case of adaptive
spoofing wolves. We also prove that the MLR scheme is nearly
optimal with respect to the average number of inputs (ANI) of the
genuine claimant under some conditions. We secondly propose an
input order decision scheme based on the KL (Kullback-Leibler)
divergence which maximizes the expectation of the genuine log-
likelihood ratio, to further reduce ANI of the MLR scheme in
the case where the KL divergence differs from one modality to
another. The results of the experimental evaluation using the
CASIA-FingerprintV5 showed the effectiveness of our schemes.

I. INTRODUCTION

Biometric systems, which recognize an individual based on
physiological or behavioral characteristics, have been used
for various kinds of forensic, government, and commercial
applications. They recognize the individual using a similarity
score (or a distance) between his / her biometric sample
(referred to as a query sample) and a biometric template
enrolled in the database. Then, claimants (those who input
query samples) and enrollees who have high similarity scores
against many others can cause false accepts against many
others and compromise the security of the systems. They are
referred to as wolves and lambs [1], respectively, and are the
focus of this paper.

To have security against wolves and lambs, the false accepts
caused by wolves and lambs have to be reduced. Although
multiple biometrics [2] (e.g. fingerprint, face and iris; right
index and middle fingers) can be fused to reduce the false ac-
cepts, such a solution makes the system inconvenient because
the claimant has to input multiple query samples. That is, there
is a trade-off between security against wolves and lambs and

convenience in biometrics.
The aim of this paper is to develop a fusion algorithm which

has security against wolves and lambs while minimizing the
number of query samples the genuine claimant has to input
(i.e. a fusion algorithm which optimizes the above trade-off).
Although a number of countermeasures against wolves or
lambs have been proposed so far [3], [4], [5], [6], [7], this is
the first attempt to develop such an algorithm, to the best of our
knowledge. To achieve our aim, we propose a countermeasure
against wolves and lambs in sequential fusion [8], [9], [10],
which combines scores from multiple modalities and makes a
decision each time the claimant inputs his / her query sample.

To clarify to what extent our proposal is secure against
wolves and lambs, we first classify wolves into three categories
(zero-effort wolves / non-adaptive spoofing wolves / adaptive
spoofing wolves), and lambs into two categories (zero-effort
lambs / spoofing lambs). We secondly define LAP (Lamb
Accept Probability), the maximum of the enrollee-specific
FAR, as a security measure for lambs in the same way as WAP
(Wolf Attack Probability) [11], the maximum of the claimant-
specific FAR. Our proposal is two-fold, and the feature of them
can be summarized, using the above categories and definitions,
as follows:

• We first propose a minimum log-likelihood ratio based se-
quential fusion scheme (referred to as the MLR scheme).
This is a modification of the log-likelihood ratio based
sequential fusion scheme (referred to as the LR scheme)
[8] to have security against wolves and lambs. We prove
that this scheme keeps WAP and LAP less than the
desired value except in the case of adaptive spoofing
wolves, if the score distributions are perfectly estimated.
We also prove this scheme is nearly optimal with regard
to the average number of inputs (referred to as ANI) of
the genuine claimant under some conditions.

• We secondly propose an input order decision scheme
based on the KL (Kullback-Leibler) divergence [12] to
further reduce ANI of the MLR scheme in the case where
the KL divergence differs from one modality to another.
This scheme maximizes the expectation of the genuine
log-likelihood ratio at any number of biometric inputs.



We evaluated our schemes using the CASIA-FingerprintV5
[13], and the results showed the effectiveness of our schemes.

This paper is organized as follows. Section II classifies
wolves and lambs, and defines security measures for them.
Section III introduces the previous work closely related to
ours. Section IV proposes the MLR scheme, and proves
its security and optimality under some conditions. Section
V propose the input order decision scheme using the KL
divergence. Section VI shows the experimental results. Finally,
Section VII concludes this paper with directions for the future.

II. WOLVES AND LAMBS

A. Classification of wolves and lambs

Biometric authentication can be classified into the following
categories: verification and identification [14]. In verification,
a claimant claims an identity along with a query sample, and
the system calculates a score between the query sample and
a template corresponding to the claimed identity, to make a
decision whether the claimant is genuine or not. In identifica-
tion, a claimant only inputs a query sample, and the system
calculates scores between the query sample and templates in
the database (i.e. one-to-many matching), to make a decision
who the claimant is. In both cases, wolves and lambs cause
a number of false accepts in the most basic type of biometric
system which makes a decision by comparing a score (or
scores) to the threshold. Although lambs are a vulnerability
in verification, they can be a threat in identification because
they can make the system identify many claimants as them,
and lose the availability of the system.

To make the focus of this paper more clear, we classify
wolves into the following categories.

• Zero-effort wolves: These wolves are people who (hap-
pen to) have their own biometrics which is similar to
many others, and try to impersonate many enrollees by
attempting a zero-effort attack [15]: by inputting their
own query sample as if they were attempting successful
verification (or identification) against themselves. They
are very powerful in the sense that they cannot be blocked
using the anti-spoofing methods (e.g. liveness detection)
[16] nor be prevented by supervising the authentication
process, because they do not spoof the system. They can
be a threat even in the modalities which are very difficult
to spoof (e.g. iris and retina [14]).

• Spoofing wolves: These wolves are people who make
particular effort (e.g. change their query sample or input
an artifact) to impersonate many enrollees, and are further
divided into the following sub-categories.

– Non-adaptive spoofing wolves: These wolves are
non-adaptive in the sense that they input the same
query sample against all enrollees. For example, they
input an artifact which has extremely high similarity
scores against all templates, which is called a “uni-
versal wolf” sample [11].

– Adaptive spoofing wolves: These wolves are adap-
tive in the sense that they change the query sample

depending on the enrollee. For example, in speaker
recognition, they change their voice depending on
the enrollee to imitate him / her. It should be noted
that this kind of attack is limited to the modality
such as voice where the attackers can easily know
the query sample of each enrollee, and change their
query sample (or create an artifact) to imitate it.

As described in detail in Section IV, adaptive spoofing wolves
cannot be blocked using our proposal, and are not the focus
of this paper.

Similarly, we classify lambs into the following categories.

• Zero-effort lambs: These lambs are people who (happen
to) have their own biometrics which is similar to many
others, and enroll their own template without particular
effort. They cannot be blocked using the anti-spoofing
methods, nor be prevented by supervising the authenti-
cation process. They can be a threat (or vulnerability) in
the modalities which are very difficult to spoof.

• Spoofing lambs: These lambs are people who make
particular effort to enroll the template which has high
similarity scores against many claimants. However, they
are non-adaptive in the sense that they cannot change the
template after the enrollment (we do not assume that they
attack the database to change the template).

B. Security measures for wolves and lambs

We now define security measures for wolves and lambs.
Some statistical tests on scores were used in [1], [17] to
demonstrate the existence of the animals defined by them-
selves, and some score-based measures were proposed to quan-
tify the extent of the animals [18], [19]. However, these tests
and measures are not designed to directly evaluate security
against the animals. To evaluate security against wolves and
lambs, it would be better to take into account false accepts
caused by these animals instead of the statistics on scores.

The performance of the verification system is generally
evaluated using FRR (False Reject Rate) and FAR (False
Accept Rate), the error rate that a genuine individual is falsely
rejected and an impostor is accepted, respectively. Let V
be a set of claimants, E a set of enrollees. Furthermore,
let verify(v, e) ∈ {accept, reject} be a decision made by
comparing the query sample(s) of v ∈ V with the template(s)
of e ∈ E. Then, FAR is written as

FAR = Ave
v∈V

Ave
e∈E,e 6=v

P (verify(v, e) = accept), (1)

where P (verify(v, e) = accept) is the probability that the
system decides that v ∈ V and e ∈ E are the same person,
Ave
v∈V

X is the average of X over v ∈ V , and e 6= v denotes that
e and v are not the same user. That is, FAR is the average of
the probability that the system incorrectly accepts impostors
taken over all claimants and enrollees. If a very few wolves or
lambs exist in a dataset used for evaluation, FAR is not much
increased by these animals because the average is taken over
all claimants and enrollees.
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Fig. 1. Three false accept rates in verification (FAR / WAP / LAP). WAP and
LAP are the maximum of the claimant-specific FAR and the enrollee-specific
FAR, respectively.

Taking this into account, we define the claimant-specific
FAR and the enrollee-specific FAR as follows:

FARv,∗ = Ave
e∈E,e 6=v

P (verify(v, e) = accept) (2)

FAR∗,e = Ave
v∈V,v 6=e

P (verify(v, e) = accept). (3)

That is, FARv,∗ and FAR∗,e are the false accept rate caused
by v ∈ V and e ∈ E, respectively. Wolves can cause high
FARv,∗, and lambs can cause high FAR∗,e.

Une et al. [11] defined WAP (Wolf Attack Probability) as
a security measure against wolves, which can be written as

WAP = max
v∈V

FARv,∗, (4)

where max
v∈V

X is the maximum of X over v ∈ V . That is,
WAP is the false accept rate which can be caused by the most
threatening wolf. Similarly, we define LAP (Lamb Accept
Probability) which is given by

LAP = max
e∈E

FAR∗,e. (5)

LAP is the false accept rate which can be caused by the most
vulnerable lamb. Figure 1 shows the three kinds of false accept
rates in verification (FAR / WAP / LAP).

In identification, FAR can be further divided into EFAR
(Enrollee FAR) and NFAR (Non-enrollee FAR) [10], the false
accept rate caused by enrollees and non-enrollees, respectively.
Thus, security measures for wolves and lambs in identification
can be more complicated, and are not defined in this paper.

III. RELATED WORK

Some studies proposed a sequential fusion scheme, which
combines scores from multiple modalities and makes a de-
cision each time a claimant inputs his / her query sample.
Takahashi et al. [8] proposed a sequential fusion scheme in
verification which sequentially calculates a log-likelihood ratio
using the genuine and impostor score distribution common
to all users (LR scheme). This scheme is based on SPRT
(Sequential Probability Ratio Test) [20], a statistical hypothesis
test which minimizes the average number of observations if
the samples are i.i.d. (independent and identically distributed)
and the error probabilities are sufficiently small. Allano et
al. evaluated the LR scheme with respect to the cost which

includes the processing time and the financial cost of sensors
[9]. Murakami et al. [10] proposed a sequential fusion scheme
in identification which is based on MSPRT (Multihypothesis
SPRT), a multihypothesis version of SPRT. Although they can
achieve a very good trade-off between the average error rates
(i.e. FRR and FAR) and ANI, they are not designed to have
security against wolves and lambs.

Some studies proposed decision algorithms in verification
to improve security against wolves [3], [4]. Inuma et al. [3]
proposed a theoretical framework of decision algorithms which
use feature distributions for each of all human beings to keep
WAP less than the desired value. Kojima et al. [4] proposed
another decision algorithm which uses decision results (accept
or reject) with dummy-templates to detect wolves. Both of
them assume that the claimants do not change the query
sample depending on the enrollee (i.e. non-adaptive), and do
not have security against adaptive spoofing wolves.

As for lambs, a number of score normalization techniques
[5], which use the enrollee-specific impostor distribution or
parameters, have been proposed. For example, Poh et al. [6]
proposed a score normalization technique which normalizes
the score to the log-likelihood ratio using the enrollee-specific
genuine and impostor score distribution. Another countermea-
sure is a selective fusion scheme proposed by Ross et al.
[7]. This scheme detects lamb templates which have high
similarity scores against others and goat templates which have
low similarity scores against themselves, and invokes fusion
only for enrollees who have such weak templates. Although
this scheme requires only such enrollees to input multiple
biometrics, it is not intended to minimize ANI.

To the best of our knowledge, no studies have tried to
develop an algorithm which minimizes ANI while keeping
WAP and LAP less than the desired value.

IV. MINIMUM LOG-LIKELIHOOD RATIO BASED
SEQUENTIAL FUSION

Our first proposal is a minimum log-likelihood ratio based
sequential fusion scheme (MLR scheme), a sequential fusion
scheme in verification. This scheme differs from the con-
ventional fusion or normalization schemes which calculate a
log-likelihood ratio [6], [8] in that it sequentially calculates
the minimum of two log-likelihood ratios using two kinds of
impostor distribution models. After explaining the algorithm
of the MLR scheme, we clarify the security and optimality of
this scheme from a theoretical point of view.

A. Assumption about scores

Before explaining the algorithm of the MLR scheme, we
make some assumptions about scores. Suppose a query sample
is sequentially input from a different modality (e.g. fingerprint,
face and iris; right index and middle fingers). Let s(t) a score
between the t-th query sample and the corresponding template.
Let further Wv,e the event that the claimant v ∈ V attempts
verification against the enrollee e ∈ E. Then, we assume,
for simplicity, that all scores are independent, and that when
the enrollee e ∈ E attempts verification against him / herself



(i.e. when We,e occurs), s(t) is generated from the genuine
distribution f (t) which is common to all enrollees:

f (t)(s(t)) = P (s(t)|We,e). (6)

We further define the following two impostor distributions:

g(t)
v (s(t)) = Ave

e∈E,e 6=v
P (s(t)|Wv,e) (7)

g(t)
e (s(t)) = Ave

v∈V,v 6=e
P (s(t)|Wv,e). (8)

That is, g
(t)
v is the impostor distribution specific to v ∈ V , and

g
(t)
e is the impostor distribution specific to e ∈ E.

The MLR scheme estimates f (t), g
(t)
v and g

(t)
e , and uses

them to calculate two kinds of log-likelihood ratios. f (t) is
estimated using genuine scores from templates in the database
or any other biometric samples collected in advance. g

(t)
v is

estimated using scores between the query sample of v ∈ V and
dummy-templates which are prepared in advance. They can be
templates except e ∈ E in the database or any other biometric
samples collected in advance. Similarly, g

(t)
e is estimated using

scores between the template of e ∈ E and dummy-templates.
f (t) and g

(t)
e are estimated before authentication, while g

(t)
v is

estimated after v ∈ V inputs the t-th query sample.

B. Algorithm

We now explain the algorithm of the MLR scheme. Suppose
v ∈ V attempts verification against e ∈ E. Let r(t) =
(r(t)

1 , · · · , r(t)
N ) a sequence of scores between the t-th query

sample of v ∈ V and the N dummy-templates. r(t) is just used
to estimate g

(t)
v . Let further st = (s(1), · · · , s(t)) a sequence of

scores between the query samples of v ∈ V and the templates
of e ∈ E, and Hi (i = 0, 1) the following hypotheses:

H1: The claimant is a genuine user.
H0: The claimant is an impostor.

Then, since we assume that all scores are independent, the log-
likelihood ratio after obtaining st can be written as follows:

log
P (st|H1)
P (st|H0)

=
t∑

τ=1

log
P (s(τ)|H1)
P (s(τ)|H0)

. (9)

P (s(τ)|H1) is a probability density function of s(τ) in the case
where H1 is true (i.e. genuine distribution) and P (s(τ)|H0) is
that in the case where H0 is true (i.e. impostor distribution).
The MLR scheme calculates two kinds of log-likelihood
ratios using the two kinds of impostor distribution models
(i.e. g

(τ)
v and g

(τ)
e ), and adopts the minimum of them as

log P (s(τ)|H1)/P (s(τ)|H0). That is, the MLR scheme cal-
culates Z

(t)
tot after obtaining st as follows:

Z
(t)
tot =

t∑
τ=1

Z
(τ)
min, (10)

where

Z
(τ)
min = min

{
Z(τ)

e , Z(τ)
v

}
(11)

Z(τ)
e = log

f (τ)(s(τ))

g
(τ)
e (s(τ))

(12)
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Fig. 2. Overview of the MLR scheme. f (t) and g
(t)
e are estimated in advance,

while g
(t)
v is estimated using r(t) = (r

(t)
1 , · · · , r

(t)
N ). After calculating s(t),

Z
(t)
tot is updated and compared to A. Here, two examples are given: one results

in acceptance at the second input; the other results in rejection (T = 3).

Z(τ)
v = log

f (τ)(s(τ))

g
(τ)
v (s(τ))

. (13)

Then, it compares Z
(t)
tot to the threshold A, and makes the

following decision: if Z
(t)
tot is greater than or equal to A,

accept the hypothesis H1 (i.e. accept the claimant); otherwise
if the number of biometric inputs t reaches the maximum
value T (i.e. the number of templates per enrollee), accept
the hypothesis H0 (i.e. reject the claimant); otherwise, require
another biometric input.

To sum up, the algorithm of the MLR scheme is as follows:

1) t← 1, Z
(0)
tot ← 0;

2) Calculate r(t) = (r(t)
1 , · · · , r(t)

N ), and estimate g
(t)
v ;

3) Calculate s(t);
4) Z

(t)
e ← log f(t)(s(t))

g
(t)
e (s(t))

, Z
(t)
v ← log f(t)(s(t))

g
(t)
v (s(t))

;

5) Z
(t)
min ← min

{
Z

(t)
e , Z

(t)
v

}
, Z

(t)
tot ← Z

(t−1)
tot + Z

(t)
min;

6) If Z
(t)
tot ≥ A, accept the claimant; Otherwise if t = T ,

reject the claimant; Otherwise, t← t + 1 and go to 2).
Figure 2 shows the overview of the MLR scheme.

C. Security against wolves and lambs

We now prove that the MLR scheme keeps WAP and
LAP less than the desired value except in the case of adap-
tive spoofing wolves, if the score distributions are perfectly
estimated. Suppose the claimants do not change the query
samples depending on the enrollee (i.e. non-adaptive). Then,
the following theorem holds:

Theorem 1: If (i) the score distributions f (t), g
(t)
e , and g

(t)
v

(1 ≤ t ≤ T ) are perfectly estimated in the MLR scheme, then
we have FARv,∗ ≤ δ for any v ∈ V and FAR∗,e ≤ δ for
any e ∈ E, and hence we have WAP ≤ δ and LAP ≤ δ,
where δ = e−A.

Proof: We prove that if the condition (i) holds, we have
FARv,∗ ≤ e−A for any v ∈ V . We can prove that we
have FAR∗,e ≤ e−A for any e ∈ E in a similar way by
interchanging v ∈ V and e ∈ E.

Suppose the claimant v ∈ V attempts an impostor at-
tack against each enrollee e(6= v) ∈ E in the set E.
Let Z

(t)
vtot =

∑t
τ=1 Z

(τ)
v , and Sv

t a set of score sequences



st = (s(1), · · · , s(t)) such that Z
(1)
vtot, · · · , Z

(t−1)
vtot < A and

Z
(t)
vtot ≥ A. Note that Sv

t is independent of e ∈ E because we
assume that v ∈ V is non-adaptive and g

(t)
v (and hence Z

(t)
vtot)

is independent of e ∈ E. Since Z
(t)
tot is less than or equal to

Z
(t)
vtot(=

∑t
τ=1 Z

(τ)
v ) (see (10) - (11)), it is not always the

case that Z
(t)
tot ≥ A in such a score sequence. On the other

hand, a score sequence such that Z
(1)
vtot, · · · , Z

(T )
vtot < A results

in rejection. Thus, FARv,∗ in (2) can be bounded as follows:

FARv,∗ ≤ Ave
e∈E,e6=v

T∑
t=1

∫
st∈Sv

t

P (st|Wv,e)dst

=
T∑

t=1

∫
st∈Sv

t

Ave
e∈E,e 6=v

P (st|Wv,e)dst. (14)

If (i) holds, for any t = 1, · · · , T and any st ∈ Sv
t , we can

derive the following inequality from (6) and (7):

P (st|We,e)
Ave

e∈E,e 6=v
P (st|Wv,e)

=
∏t

τ=1 P (s(τ)|We,e)∏t
τ=1 Ave

e∈E,e 6=v
P (s(τ)|Wv,e)

=
∏t

τ=1 f(s(τ))∏t
τ=1 gv(s(τ))

= exp
[
Z

(t)
vtot

]
≥ eA. (15)

Using (14) and (15), we have

FARv,∗ ≤ e−A ·
T∑

t=1

∫
st∈Sv

t

P (st|We,e)dst

≤ e−A. (16)

The last inequality follows from the fact that the probability
that either of Z

(1)
vtot, · · · , Z

(T−1)
vtot or Z

(T )
vtot exceeds (or reaches)

A is less than or equal to 1.

D. Optimality

We further prove that the MLR scheme is nearly optimal
with regard to ANI under some conditions. We first prove the
following theorem:

Theorem 2: Assume that (i) the score distributions f (t), g
(t)
e ,

and g
(t)
v (1 ≤ t ≤ T ) are perfectly estimated, and (ii) the

excess of Z
(t)
tot over A is negligible compared to A in the MLR

scheme. Assume further that (iii) FRR is sufficiently small, and
(iv) the KL (Kullback-Leibler) divergence between f (t) and
g
(t)
e takes the value De independently of the modality. Then,

ANI of e ∈ E in the MLR scheme in the case where he / she
attempts verification against him / herself achieves almost the
minimum value

ANIe ≈
log δ−1

De
(17)

among all the sequential fusion schemes which satisfy
FAR∗,e ≤ δ.

Proof: We divide the proof of Theorem 2 into the achievability
part and the converse part. In the achievability part, we prove
that ANIe of the MLR scheme achieves almost the minimum
value (17). In the converse part, we prove ANIe of any
sequential fusion scheme is greater than or almost equal to
the minimum value (17).

(Achievability Part) Suppose e ∈ E attempts verification
against him / herself in the MLR scheme. The KL divergence
D(f (t)||g(t)

e ) between f (t) and g
(t)
e is written as follows [12]:

D(f (t)||g(t)
e ) =

∫
f (t)(s(t)) log

f (t)(s(t))

g
(t)
e (s(t))

ds(t)

= E
[
Z(t)

e

]
. (18)

That is, the KL divergence D(f (t)||g(t)
e ) can be regarded as

the expectation of Z
(t)
e . If (iv) holds, (18) can be also written

as follows:

De = E
[
Z(t)

e

]
. (19)

Let t∗e the random variable which represents the number of
biometric inputs of e ∈ E required to terminate the verification
process. Then, since Z

(t)
e (1 ≤ t ≤ t∗e) is distributed

independently of t, E[Z(1)
e + · · ·+Z

(t∗e)
e ] can be decomposed,

using (19), as follows (see Lemma A.3 in [20] for details):

E
[
Z(1)

e + · · ·+ Z
(t∗e)
e

]
= E [t∗e] ·De

= ANIe ·De. (20)

Since e ∈ E attempts verification against him / herself, g
(t)
v

is equal to g
(t)
e , and hence Z

(t)
min is equal to Z

(t)
e . Thus, the

expectation of Z
(t∗e)
tot is written, using (20), as follows:

E
[
Z

(t∗e)
tot

]
= E

[
Z

(1)
min + · · ·+ Z

(t∗e)
min

]
= E

[
Z(1)

e + · · ·+ Z
(t∗e)
e

]
= ANIe ·De. (21)

If (ii) and (iii) hold, Z
(t∗e)
tot is almost equal to A in most cases.

Furthermore, it follows from Theorem 1 that if (i) holds, the
MLR scheme satisfies FAR∗,e ≤ δ, where δ = e−A. Thus,
ANI of e ∈ E is written, using (21), as follows:

ANIe =
E

[
Z

(t∗e)
tot

]
De

≈ A

De

=
log δ−1

De
. (22)

(Converse Part) Suppose e ∈ E attempts verification against
him / herself in any sequential fusion scheme which satisfies
FAR∗,e ≤ δ. Since (20) holds in any sequential fusion scheme
(Lemma A.3 in [20]), we have

ANIe =
E

[
Z

(1)
e + · · ·Z(t∗e)

e

]
De



=
E

[∑t∗e
t=1 log f (t)(s(t))/g

(t)
e (s(t))

]
De

=
E

[
− log

∏t∗e
t=1 g

(t)
e (s(t))/f (t)(s(t))

]
De

≥
− log E

[∏t∗e
t=1 g

(t)
e (s(t))/f (t)(s(t))

]
De

. (23)

The last inequality follows from Jensen’s inequality [12]. If
(iii) holds, the genuine attempts of e ∈ E result in acceptance
in most cases. Thus, the expectation in (23) is almost taken
over the set St∗

e
of score sequences st∗

e
= (s(1), · · · , s(t∗e))

which result in acceptance, and can be written, using (3) and
(8), as follows:

E

[∏t∗e

t=1
g(t)

e (s(t))/f (t)(s(t))
]

≈
∫
st∗

e
∈St∗

e

∏t∗e

t=1
f (t)(s(t)) · g(t)

e (s(t))/f (t)(s(t))dst∗
e

= Ave
v∈V,v 6=e

P (verify(v, e) = accept)

= FAR∗,e

≤ δ. (24)

Using (23) and (24), we have

ANIe ≥
log δ−1

De
. (25)

From Theorem 1 and Theorem 2, we can immediately derive
the following corollary which states that the MLR scheme is
nearly optimal with respect to the trade-off between WAP /
LAP and ANI under the conditions (i) - (iv):

Corollary 1: If the conditions (i) - (iv) in Theorem 2 hold,
ANI of e ∈ E in the MLR scheme in the case where he / she
attempts verification against him / herself achieves almost the
minimum value

ANIe ≈
log δ−1

De
(26)

among all the sequential fusion schemes which satisfy
WAP ≤ δ and LAP ≤ δ.

Proof: It follows from Theorem 1 and Theorem 2 that the
MLR scheme achieves almost the minimum value (26) while
keeping WAP ≤ δ and LAP ≤ δ, where δ = e−A. Since
the set of sequential fusion schemes satisfying WAP ≤ δ and
LAP ≤ δ is a subset of the set of sequential fusion schemes
satisfying FAR∗,e ≤ δ, Corollary 1 is derived.

E. Cautions and limitations

In Section IV-C and Section IV-D, we proved the security
and optimality of the MLR scheme. However, this scheme
has some limitations. First, we assumed that the claimants
are non-adaptive in the proof of Theorem 1. Suppose there
is an adaptive spoofing wolf who can perfectly imitate the
voice of others. If this wolf attempts an impostor attack against

each enrollee e ∈ E by presenting the voice which has high
similarity score only against e ∈ E, there is no way to block
such an attack and WAP results in 1. We need to adopt the
modality which is very difficult to spoof (e.g. iris and retina)
to prevent such an attack.

Secondly, it is difficult to satisfy the conditions (i) - (iv)
in Theorem 2 in reality. It is extremely difficult to satisfy (i),
that is, to perfectly estimate f (t), g

(t)
e and g

(t)
v . Furthermore,

strictly speaking, the genuine distribution is not common to all
users and dependent on the enrollee (i.e. P (s(t)|We,e) in (6)
should be modeled as the enrollee-specific genuine distribution
f

(t)
e (s(t)), to be exact) [21]. In our experiments in Section VI,

we used the logistic regression model which directly estimates
log f

(t)
e /g

(t)
e and log f

(t)
e /g

(t)
v as a linear function of scores,

and estimated the parameters using the shrinkage method
[22]. The logistic regression model is known to be valid in
many cases [22], [23], and the shrinkage method can correctly
estimate the parameters while reducing the variance of f

(t)
e ,

even if the number of genuine scores is very small.
To satisfy (ii) and (iii), the threshold A and the number

of modalities T need to be very large, respectively. In our
experiments, we used the CASIA-FingerprintV5 [13], which
contains as many as T = 8 fingerprints per subject, to satisfy
(iii). The theoretical analysis of the effect on WAP, LAP, and
ANI in the case where (i) - (iii) do not hold is left as one of
our future work.

It is also difficult to satisfy (iv) in reality. The KL divergence
is a measure of the difference between two probability distri-
butions, and some studies proposed to use the KL divergence
between the genuine distribution and the impostor distribution
as a metric of identification performance [24], [25]. Thus, it
is natural to think that the KL divergence D(f (t)||g(t)

e ) differs
from one modality to another, especially in the case of multiple
biometric traits (e.g. fingerprint, face and iris) [2]. In Section
V, we propose an input order decision scheme using the KL
divergence as an improvement of the MLR scheme in the case
where (iv) does not hold.

V. INPUT ORDER DECISION BASED ON THE
KULLBACK-LEIBLER DIVERGENCE

Our second proposal is an input order decision scheme
based on the KL divergence, which further reduces ANI in
the MLR scheme when the KL divergence differs from one
modality to another (i.e. when (iv) does not hold).

This scheme decides, for each enrollee e ∈ E, the input
order based on the KL divergence. Let D

(t)
e the KL divergence

between f (t) (or f
(t)
e ) and g

(t)
e . After e ∈ E enrolls his / her

templates, this scheme decides the input order (the order of
modalities) as follows:

1) Calculate the KL divergence D
(t)
e for each modality

(1 ≤ t ≤ T );
2) Sort the modalities in descending order of D

(t)
e .

Then, if the claimant claims his / her identity as e ∈ E,
this scheme requires him / her to sequentially input the query
samples according to the above order.



Suppose e ∈ E attempts verification against him / herself
in the MLR scheme. Then, since the KL divergence D

(t)
e

can be regarded as the expectation of Z
(t)
min (because Z

(t)
min

is equal to Z
(t)
e in this case), the above scheme can maximize

the expectation of Z
(t)
tot at any number of biometric inputs t.

Thus, it can be expected that Z
(t)
tot exceeds A with the smaller

number of biometric inputs, and ANI is further reduced.
Let us consider this scheme from another point of view.

Since the KL divergence D
(t)
e is a measure of the difference

between f (t) (or f
(t)
e ) and g

(t)
e , a small value of D

(t)
e indicates

that the template is a weak template such as a lamb template
or a goat template. Thus, the above scheme can minimize the
frequency of using such a weak template by sorting the input
order in descending order of D

(t)
e .

VI. EXPERIMENTAL EVALUATION

A. Experimental setup

We used the CASIA-FingerprintV5 [13] to evaluate our two
schemes. This dataset contains 20000 fingerprint images (left
and right thumb / index / middle / ring finger) from 500
subjects (each subject contributed 5 samples per finger). As
described in Section IV-E, we used this dataset because the
number of modalities is large (T = 8) and we can make
FRR to be very small (i.e. we can satisfy (iii)). Indeed, we
confirmed that FRR was 0% in our schemes when ANI was
less than 1.4. The evaluation of our proposal using the more
challenging dataset with a smaller number of modalities or the
larger dataset is left as one of our future work.

We first selected, for each finger, the first sample as a
template and the remaining four samples as query samples.
We then calculated the scores using SourceAFIS Version 1.4
[26] (8×500×500×5 scores in total including scores between
templates). We randomly selected 450 subjects from 500 sub-
jects for evaluation (i.e. claimants or enrollees) and used the
templates of the remaining 50 subjects as dummy-templates.
We used, for each subject for evaluation, the template and one
query sample to evaluate FAR, WAP, LAP and ANI (we used
the remaining three query samples to estimate the parameters
in logistic regression and the KL divergence). The number
of genuine attempts was 450, while the number of impostor
attempts was 202050 (= 450× 449).

For comparison, we evaluated the following sequential
fusion schemes:

• LR: The LR scheme [8]. We used the logistic regression
model, and estimated the parameters common to all users
using the shrinkage method. To estimate the parameters,
we calculated 50 genuine scores and 2450 (= 50 × 49)
impostor scores using 50 dummy-templates and 50 corre-
sponding query samples (we selected, for each dummy-
template, one out of four corresponding query samples),
and used the above scores as training samples.

• MLR: The MLR scheme. As described in Section
IV-E, we used the logistic regression model to esti-
mate log f

(t)
e /g

(t)
e and log f

(t)
e /g

(t)
v , and estimated the

parameters using the shrinkage method. To estimate the

parameters of each log-likelihood ratio function, we used
genuine scores from the remaining three query samples
of e ∈ E and impostor scores with 50 dummy-templates.
We randomly decided the input order for each e ∈ E.

• MLRKL: The MLR scheme using the input order de-
cision scheme based on the KL divergence. We calcu-
lated the KL divergence D

(t)
e by taking the average of

log f
(t)
e /g

(t)
e over the remaining three query samples of

e ∈ E.

B. Experimental results

Figure 3 shows the relationship between WAP / LAP and
the required WAP / LAP (i.e. δ = e−A) in our proposal. It was
found that WAP and LAP were less than the required value,
irrespective of the input order, as discussed in Section IV-C.
We consider this is because the logistic regression parameters
were correctly estimated using the shrinkage method. We also
confirmed that there was an almost linear relationship between
the log-likelihood ratio functions and the scores in this dataset
(we do not show it in the figure for lack of space).

Figure 4 shows the trade-off between FAR / WAP / LAP
and ANI in the three schemes. It was found that the trade-off
of the MLR scheme was better than that of the LR scheme
and was further improved by using the input order decision
scheme. We examined, for each enrollee and each finger, the
estimated value of the KL divergence, and confirmed that the
value differed from one finger to another (i.e. (iv) did not
hold). We also examined, for each enrollee, the type of the
finger whose KL divergence was the highest. The proportion
of each finger type in those fingers was as follows: [L1, L2,
L3, L4, R1, R2, R3, R4] = [14%, 11%, 10%, 10%, 18%,
13%, 16%, 7%], where L, R, 1, 2, 3 and 4 denote left, right,
thumb, index, middle and ring finger, respectively. That is,
the type of the most discriminative finger differed from one
enrollee to another. Our input order decision scheme sorted, for
each enrollee, the fingers in descending order of discriminative
power, and we think this is the reason why this scheme
improved the trade-off of the MLR scheme.

For example, when the maximum of WAP and LAP was
fixed to 1%, ANI of the LR scheme, the MLR scheme, and
the MLR scheme using the input order decision scheme were
1.37, 1.22, and 1.07, respectively.

VII. CONCLUSION

In this paper, we first proposed the MLR scheme as a
countermeasure against wolves and lambs except adaptive
spoofing wolves, and proved its security and optimality under
some conditions. Then, we proposed the input order decision
scheme based on the KL divergence to further reduce ANI
when the condition (iv) in Theorem 2 does not hold.

It should be noted that the experimental results using the
CASIA-FingerprintV5 only demonstrated the security of our
schemes against zero-effort wolves and lambs who have no
intent to spoof the system. Furthermore, our schemes are not
secure against adaptive spoofing wolves. On the other hand,
although the anti-spoofing methods such as liveness detection
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Fig. 3. Relationship between WAP / LAP and the required WAP / LAP (i.e.
δ = e−A) in our proposal. WAP / LAP is less than δ in the gray area.

MLR(WAP/LAP) MLR(FAR)
MLRKL(WAP/LAP) MLRKL(FAR)

LR(WAP/LAP) LR(FAR)

0.001

0.01

0.1

1

10

100

1 1.1 1.2 1.3 1.4 1.5

Average Number of Inputs

F
A
R
/W

A
P
[%

]

0.001

0.01

0.1

1

10

100

1 1.1 1.2 1.3 1.4 1.5

Average Number of Inputs

F
A
R
/L
A
P
[%

]

Fig. 4. Trade-off between FAR / WAP / LAP and ANI.

can block spoofing wolves and lambs to some extent, they
cannot block zero-effort wolves and lambs. It is desirable to
use our schemes in conjunction with the anti-spoofing methods
to have total security against wolves and lambs.

The following is a list of our future work: (1) the theoretical
analysis of the effect on WAP, LAP, and ANI in the case where
the conditions (i) - (iii) do not hold; (2) the formal proof of
the optimality of the input order decision scheme with respect
to ANI in the case where the condition (iv) does not hold; (3)
the evaluation of our proposal using the dataset with a smaller
number of modalities or the larger dataset; (4) the extension
of our proposal to the identification mode.
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