
Proof Sketch for the Montgomery Multiplication

Definition montgomery k alpha
x y z m j i X Y M Z
one zero quot C t s := {(z0 · · · zk−1)=0 ∧ m0 ·α ≡ −1[β] ∧ acx||hi||lo=0}

1 addiu one zero one16; {. . .}
2 addiu C zero zero16; {. . .}
3 addiu i zero zero16; {. . .}
4 while ne i k (

{
βi(z0 · · · zk−1C)β = (x0 · · ·xi−1)β ·y + Ki ·m

}
5 lwxs X i x;lw Y zero16 y;lw Z zero16 z; {. . .}
6 multu X Y; {acx = 0}
7 lw M zero16 m; {. . .}
8 maddu Z one; {. . .}
9 mflo t; mfhi s;

{
s||t = (z0 + xi ·y0)%64 = z0 + xi ·y0

}
10 multu t alpha; {acx = 0}
11 addiu j zero one16; {. . .}
12 mflo quot; {qi = (((z0 + xi ·y0)%32)α)%32}
13 mthi s; mtlo t; {. . .}
14 maddu quot M; {lo = 0}
15 mflhxu Z; {hi||lo = (z0 + xi ·y0 + qi ·m0)/β ∧ acx = 0}

16 addiu t z zero16;

{
βi(z0 · · · zk−1C)β = (x0 · · ·xi−1)β ·y + Ki ·m∧
β(hi||lo) = z0 + xi ·y0 + qi ·m0

}

17 while ne j k (


βi+1((z0···k−1\{j−1}C)β) + (hi||lo)βi+j =
(x0···i−1)β ·y + Ki ·m+
(y0···j−1)β ·xi ·βi + (m0···j−1)β ·qi ·βi∧
acx = 0 ∧ acx||hi||lo < 2β − 1


18 lwxs Y j y; lwxs Z j z; {. . .}
19 maddu X Y; {. . .}
20 lwxs M j m; {. . .}
21 maddu Z one; {. . .}
22 maddu quot M; {. . .}
23 addiu j j one16; {. . .}

24 mflhxu Z;

{
Z = (zj + xi ·yj + qi ·mj)%32∧
hi||lo = (xk + xi ·yj + qi ·mj)/β

}
25 addiu t t four16; {. . .}
26 sw Z m4 16bit t {. . .}

27 ); (* loop exit *)


βi+1((z0···k−2C)β) + (hi||lo)βi+k =
(x0···i−1)β ·y + Ki ·m+
(y0···k−1)β ·xi ·βi + (m0···k−1)β ·qi ·βi∧
acx = 0


28 maddu C one;

{
βi+1(z0···k−2)β + (hi||lo)βk+i = . . .∧
acx = 0

}
29 mflhxu Z;

{
βi+1(z0···k−2)β + Z ·βk+i + lo·βk+i+1 = . . .∧
hi=0 ∧ acx=0

}
30 addiu i i one16; {. . .}

31 sw Z zero16 t;

{
βi(z0···k−1)β + lo·βk+i =
(x0···i−2)β ·y + Ki ·m + y ·xi−1 ·βi−1 + m·qi ·βi−1

}
32 mflhxu C

 βi(z0···k−1)β + C ·βk+i =
(x0···i−1)β ·y + (Ki + qi ·βi−1)·m∧
lo = 0


33 ). (* loop exit *) {βk(z0 · · · zk−1C)β = x · y + Ki+1 ·m}


