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Abstract—We developed an experimental environment for testing 
side-channel attacks against cryptographic LSIs. A side-channel 
attack is one of the non-invasive physical attacks which exploit 
measurable physical leakage of the device such as power 
consumption and electromagnetic radiation. Our evaluation 
board is carefully designed to measure small fluctuation of power 
consumption of LSIs. To provide a uniform environment for 
side-channel testing of LSI, the design data of the developed PCB, 
control hardware and software are provided on our Web site.. In 
this paper, the architecture and functionality of the evaluation 
environment are described in detail, and the performance of the 
measurement quality and testability are demonstrated with an 
experimentation of side-channel attacks. 
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I.  INTRODUCTION 
In the recent embedded devices, cryptography is a essential 

technology and its algorithm is theoretically evaluated in terms 
of  computational security. However, there exists a different 
threat against cryptographic devices. Side-channel attack is one 
of the physical attacks that analyze measurable phenomena of 
devices such as power consumption and electro-magnetic 
radiation to extract the internal secret key [1]. In order to 
provide uniform evaluation environment, we developed  
SASEBO-RII board especially for measuring side-channel 
information of LSIs. The board was designed by simplifying 
the previous SASEBO-R (Side-channel Attack Standard 
Evaluation Board version R)  [2] in order to improve 
measuring performance and customization flexibility.  

In this paper, the details of the experimental environment 
and characteristics of SASEBO-RII are described. In addition, 
the measuring performance of the board is demonstrated with 
the results of the side-channel analysis experimentation. 

II. SIDE-CHANNEL ATTACKS AND EXPERIMENTAL 
ENVIRONMENT 

Physical attacks consist of invasive and non-invasive 
methods.  An invasive attack is a powerful method which 
retrieves the secret usually by destroying a device and directly 
reading the information inside the device. However, quite 
expensive instruments and special technique are required to 
access the internal signals in the device. On the other hand, a 

non-invasive method exploits measurable physical information 
of the device or intentionally injects illegal signals to the 
device without breaking the device. . A side-channel attack is 
quite low cost attack practical with only fundamental 
instruments such as a digital oscilloscope and personal 
computer. Additionally, a side-channel attack leaves no trace of 
attack, and therefore is considered a significant threat in the 
consumer electronics.   

After Kocher et al. introduced Differential Power Analysis 
(DPA) [3],  lots of attack methods and  experimental results 
have been reported  with different environments by  different 
research institutes. However, it is unfair or in the worst case 
meaningless to compare the experimental results from the 
different environments. In order to accelerate the research of 
side-channel attacks by providing a uniform experimental 
platform, AIST and Tohoku University have developed Side-
channel Attack Standard Evaluation Boards (SASEBO)[2].  

A. Experimental environment for cryptographic LSIs 
In order to explore side-channel information leakage and 

evaluate countermeasure on practical LSIs, we developed a 65-
nm cryptographic LSI and a new SASEBO-RII board. We also 
constructed an experimental environment as shown in Figure 1.  

SASEBO-RII is designed to improve the measuring 
performance and customization flexibility. To simplify the 
board structure, the control logic is separately implemented on 
another board [4] and redundant measurement points are 
removed. The design data of the board will be provided in our 
Web site [5] and can be easily applied to other types of LSI  

 

Figure 1.  The experimental environment for side-channel attacks 
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Figure 2.  SASEBO-RII and the cryptographic LSI 

 

Figure 3.  Customized SASEBO-RII and the countermeasure LSI 

 

Figure 4.  Waveform example of power consumption of the LSI 

 packages.  Figure 3 shows the example use case of the 
SASEBO-RII design data. The board is developed by 
customizing the original design data to implement a different 
LSI socket. We needed such board since the ASICs with attack 
countermeasures were enclosed in the different packages.   

III. EXPERIMENTATION OF SIDE-CHANNEL ANALYSIS 
The power consumption of an AES [6] processing on a 65-

nm cryptographic LSI was measured and analyzed by 
Correlation Power Analysis (CPA) [7]. The AES module was 
operated at 3 MHz and its  voltage drops were measured with 
Agilent DSO 6104A at the resistor inserted on the Vcore line. 
The waveforms were amplified by Miteq AM-00110 (0.3-
1,000 MHz, 28-dB) and processed using 5th-order Bessel low-
pass filter (127MHz).  

The example waveform is shown in Figure 4. The eleven 
peaks in the waveform show the voltage drop caused by the 

AES processing. Figure 5 shows the byte number of the secret 
sub-keys correctly extracted by CPA. The key length was 128 
bits (16 bytes) in this experiment, and therefore the entire key 
was correctly analyzed  by  measuring the power consumption 
of the LSI. As a consequence, SASEBO-RII  has advanced 
performance for measuring and analyzing a 65-nm LSI. 

 

Figure 5.  Result of CPA 

IV. CONCLUTION 
We developed an experimental environment for testing 

side-channel attack against cryptographic devices. The 
measuring performance of the environment is also 
demonstrated with preliminary experimentation of correlation 
power analysis. As the results show, the cryptographic key 
embedded in the LSI was successfully extracted by analyzing 
side-channel information by using the SASEBO-RII board. 

As the future work, w will conduct side-channel attack 
experimentation to other LSIs, and to investigate the 
mechanism of the side-channel information leakage. We are 
also planning to analyze and evaluate the LSIs with various 
attack countermeasures. 
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Now calcurating… 
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