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Abstract—A physical unclonable function (PUF) with a novel
hardware architecture called Pseudo-LFSR PUF (PL-PUF) is
developed. The structure of the PL-PUF is based on LFSR but
it actually is large combinational logic. The long feedback signal
of the PL-PUF effectively extracts the device variation, and
consequently the output IDs generated in the different devices
become completely dissimilar. The advantages of the PL-PUF
are that (1) the size of the circuit is small since it simply consists
of inverters and a few XOR gates, (2) it efficiently outputs
a long-bit ID since all n bits of the ID are simultaneously
output from a single n-bit challenge, and (3) the challenge-
response mapping of PL-PUF can be easily changed without
modifying its hardware structure. The reliability of the PL-
PUF is also examined in terms of False Acceptance Rate (FAR)
and False Rejection Rate (FRR) through the experimentation
using FPGAs. The empirical results show that the intra-device
Hamming distance among IDs generated in the same PL-PUF
is quite small; the inter-device Hamming distance among IDs
in different PL-PUFs is sufficiently large. As a consequent, it
is demonstrated that the PL-PUF has quite low FAR/FRR and
is quite effective for device identification and other security-
sensitive applications. This paper describes the structure of the
PL-PUF in detail and presents the experimental results of the
performance evaluation using Virtex-5 FPGAs.
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I. INTRODUCTION

Nowadays Field-Programmable Gate Arrays (FPGAs)
are widely used for consumer electronics, automotives,
aerospace equipment and other various industrial products.
Considering the fact that FPGAs are widespread among the
vital and security-critical modules, protecting the confiden-
tiality and integrity of FPGA bitstreams is of significant con-
cern for both users and manufacturers. Since the bitstream is
simply an electronic stream downloaded when the device is
configured, it is always threatened by piracy such as illegal
cloning and cracking.

For the security purpose, some of the recent FPGAs have
an AES or Triple DES core to support encrypted bitstreams,
and some of the latest FPGAs also have an HMAC core to
enable bitstream authentication. However, the secret key of
the encryption core embedded in the FPGA can be revealed
by the state-of-the-art attack called side-channel attack [1],
[2], which statistically analyzes the power consumption or
electromagnetic emanation of the devices. Recently the bit-
stream security mechanisms of some FPGAs are reportedly

broken by side-channel attacks [3], [4].

Considering the above situation, Physical Unclonable
Functions (PUFs) [5] can be the solution to the security
issues of FPGAs. A PUF is an object that outputs a device-
specific response by extracting its intrinsic physical charac-
teristics. A silicon PUF (hereafter simply “PUF”) is a circuit
constructed on semiconductor and outputs a unique ID by
exploiting variation of gate length, threshold voltage, non-
uniform density of impurity and so on. By using a PUF
for key generation, the secret key need not be fixed in the
FPGA, and therefore, the PUF can protect the device against
side-channel attacks. Another novelty of using the PUF for
FPGAs is that different IDs can be generated from the same
bitstream. The bitstreams are common for all devices but the
device-specific data are generated from the device variation.
Note that the bitstream itself need not include any secret
information. As a consequent, the bitstream of the PUF can
be transferred over non-secure network channels.

Maes and Verbauwhede categorized PUFs into non-
electronic PUFs, analog electronics PUFs, delay-based in-
trinsic PUFs and memory-based intrinsic PUFs [6]. Among
these PUFs, the delay-based and memory-based ones can
be applied to FPGAs. The examples of the delay-based
PUFs are arbiter PUF [7], ring oscillator (RO) PUF [8],
Glitch PUF [9], etc., and the examples of the memory-based
PUFs include SRAM PUF [10], butterfly PUF [11], tri-state
PUF [12], etc.

However, these PUFs have some shortcomings. The delay-
based PUFs usually output only one- or several-bit response
at once and consequently have low throughput. Memory-
based PUFs output multiple bits in parallel but the output
values are fixed; addressable memory-based PUFs are pos-
sible to output variable IDs but the circuit size becomes
considerably large.

To eliminate these shortcomings, we developed a PUF
with the new structure called Pseudo-LFSR PUF (PL-PUF).
The structure of the PL-PUF is based on the Liner Feedback
Shift Register (LFSR) but it actually does not consist of
shift register; it composes large combinational logic. The PL-
PUF efficiently outputs a long-bit and variable ID, and the
size of the PL-PUF circuit is reasonably small. Furthermore,
the challenge-response mapping of the PL-PUF is variable
depending the active duration of the circuit, that is, a single
PL-PUF behaves as if it has multiple different PUF cores.
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Figure 2. The structure of the core logic.

We implemented the PL-PUF to 16 FPGAs and evaluated
its performances—reproducibility, individuality and multi-
functionality. This paper explains the features of the PL-PUF
in detail and demonstrates the effectiveness of PL-PUFs with
the experimental results of the performance evaluation.

II. PSEuDO-LFSR PUF

A PL-PUF is a delay-sensitive unclonable oscillator which
realizes a compact, efficient and multi-functional PUE. A
PL-PUF is not actually composed of a shift register but is
large combinational logic based on the structure of LFSR.
Figure 1 is the sketch of the 128-bit PL-PUF with the
primitive feedback polynomial [13]

SC128 +LE126 +£ZJ102 +ZZ799 4 1. (1)

Note that in the PL-PUF, the core logic (Figure 2) is not
a register but an inverter, and thus the PL-PUF composes
a single combinational circuit. The output of the PL-PUF
will oscillate since the output of the last core (D (1)) is
fed back to the top-most core. The output value of the PL-
PUF depends on the speed of the feedback signal, and the
speed is significantly affected by the device variation. As a
result, the output of the PL-PUF is expected to be device-
dependent. The core logic is not necessarily an inverter.
It can be any combinational logic that extracts the device
variation as signal speed.

A PL-PUF realizes challenge-response pair (CRP) based
authentication. In the case of Figure 1, the challenge is the
128-bit initial value given to the core logic, and the response
(= ID) is the 128-bit output from the core logic. Note that
only a single 128-bit challenge is necessary to generate a
128-bit ID.

After the initial value is set to each core logic, the
PL-PUF is activated for ¢ clock cycles. By changing the
active duration c, the same PL-PUF will generate completely
different outputs. This feature will be further examined in
Section V.
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The structure of the Pseudo-LFSR PUF.

The features of PL-PUF are summarized as follows:

o Compact
The inverter-based PL-PUF achieves quite a small
circuit. In the case of Figure 1, it requires only 128
inverters and 3 XOR gates. By comparison, an arbiter
PUF has two selector chains and therefore a 128-stage
arbiter PUF requires 256 multiplexers.

o Efficient
A PL-PUF efficiently outputs long-bit IDs since all
the 128 bits of the ID are generated from a single
128-bit challenge. This is a notable advantage of the
PL-PUF when compared to other PUFs where only
one- or several-bit output is generated from a long-
bit challenge. By comparison, an arbiter PUF usually
requires 128 CRPs to obtain a 128-bit ID.

o Multi-functional
The output of the PL-PUF depends on the duration
of the active clock cycles, and thus a single PL-PUF
behaves like multiple PUFs by changing the active
duration. That is, the challenge-response mapping of
the PL-PUF can easily be changed without modifying
its hardware structure. This property will lead the PL-
PUF to being unclonable since cloning CRP mapping
for all the possible durations is considered impractical.

o Reliable
A PUF that is reliable is supposed to generate repro-
ducible IDs which are unique among the devices. The
PL-PUF has both high reproducibility and uniqueness,
as will be demonstrated later. In addition, the reliability
of the PL-PUF is configurable by changing the duration
of the active clock cycles. A user can choose the
duration which gives the preferable reliability.

III. IMPLEMENTATION

We implemented a 128-bit PL-PUF onto 16 FPGAs
on SASEBO-GII evaluation boards [14]. SASEBO-GII is
equipped with a Xilinx Virtex-5 XC5VLX30-1 and Spartan-
3A, and the core voltage of the Virtex-5 can be changed
by the variable resistor on the board. The PL-PUF is
implemented on the Virtex-5 and the core voltage is set to
1.000 V.

The development tools used are Xilinx ISE 13.1 and
PlanAhead v13.1. The PL-PUF is placed on the fixed area
from SLICE_X0YO to SLICE_X7Y63.



IV. EXPERIMENTS
A. Settings

Performance evaluation is done to the PL-PUFs imple-
mented on the 16 FPGAs. The length of the ID is 128 bits
and 100 kinds of IDs are generated from randomly generated
128-bit challenges. Each ID is generated 100 times under
the same challenge for the test of reproducibility. Active
duration c¢ of the PUF is changed ranging from 1 to 16. The
operation frequency of the PL-PUF is 24 MHz.

The SASEBO-GII board is connected to a personal com-
puter (PC) via USB, and data input/output of the PL-PUF
and other PUF operations are controlled by the PC.

B. Evaluation Strategy

To enable a comparison with the past study, we use
the performance indicators presented in [15]: Randomness,
Steadiness, Correctness, Diffuseness and Uniqueness. We
also introduce a biometric strategy where PL-PUFs are
evaluated by the following criteria:

o Reproducibility:

Reproducibility is the intra-device Hamming distance
(intra-device HD) among IDs generated under the same
challenge and the same active duration. Obviously a
PUF should have high reproducibility for the use of
device identification, and in such a PL-PUF, the intra-
device HD will ideally be 0.

o Individuality:

Individuality of the PL-PUF is determined by False Ac-
ceptance Rate (FAR) and False Rejection Rate (FRR)
as illustrated in Figure 3. FAR is the probability that
a verifier wrongly accepts a different device as the
target device, and FRR is the probability that a verifier
wrongly rejects the target device. FAR and FRR are
calculated from the intra-device HD given above and
the inter-device Hamming distance (inter-device HD)
among IDs generated under the same challenge and the
same active duration. In the experiment, the threshold
of the FAR and FRR is set to the HD giving the nearly-
equal error rate (EER) where the FAR and FRR become
approximately the same. Since the ID is 128-bit length,
the inter-device HD will be 64 in the PL-PUF with the
ideal individuality.

o Multi-functionality:

Multi-functionality is the intra-device HD among IDs
generated under the same challenge and the different
active duration. We refer to this Hamming distance
as intra-device inter-duration HD, or simply inter-
duration HD. If the multi-functionality is high, the PL-
PUFs activated for different duration will provide com-
pletely different IDs from the same challenge. Because
the generated IDs are 128 bits in the experiment, the
inter-duration HD will be 64 in the PL-PUF with the
ideal multi-functionality.

Distribution of the
intra-device HD

Probability

Threshold

Distribution of the
inter-device HD

False Acceptance Rate False Rejection Rate HD

(FAR) (FRR)
Figure 3. FAR and FRR of the PL-PUF.
Table 1
THE PERFORMANCE OF THE PL-PUF EVALUATED BASED ON [15]
Active Randomness Steadiness Correctness Diffuseness Uniqueness
Duration H S C D U

1 0.984 0.982 0.979 0.988 0.656

2 0.975 0.966 0.960 0.987 0.728

3 0.964 0.954 0.947 0.985 0.746

4 0.967 0.925 0.913 0.989 0.755

5 0.966 0.878 0.859 0.990 0.766

6 0.944 0.804 0.775 0.988 0.772

7 0.969 0.726 0.686 0.989 0.776

8 0.960 0.622 0.572 0.988 0.772

9 0.967 0.516 0.460 0.985 0.773

10 0.964 0.415 0.357 0.978 0.771

11 0.966 0.324 0.269 0.974 0.760

12 0.964 0.253 0.203 0.958 0.756

13 0.964 0.200 0.155 0.950 0.744

14 0.962 0.165 0.126 0.929 0.739

15 0.965 0.145 0.109 0914 0.738

16 0.963 0.131 0.097 0.900 0.734

The performance evaluation results are given and dis-
cussed in detail in the following section.

V. RESULTS AND DISCUSSION

A. Performances Based on the Previous Criteria

Table I shows the evaluation results based on the criteria
of the previous study [15]. As the space is limited, only
the results of Device 1 are given in the table. The activated
duration is varied ranging from 1 to 16. All the performance
indicators range from O to 1, with O being the worst and 1
being the best performance.

Randomness and Diffuseness are stably high for all the
active durations. Especially, Randomness is higher than
that of the arbiter PUF in [15]. As a result, the PL-PUF
is considered to have enough entropy for cryptographic
purposes. Uniqueness of the PL-PUF is markedly higher
than that of [15], and therefore the PL-PUF is considered
suitable for the use of device identification. On the other
hand, Steadiness and Correctness decreases as the active
duration increases. This result indicates that the PL-PUF will
fail to work as an ID generator when the active duration is
too long, but can work as a random number generator.
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Figure 4. The distribution of the intra-device HD of Device 1.

B. Reproducibility

Here we evaluate the PL-PUF based on the biometric
strategy. Figure 4 shows the probability distribution of the
intra-device HD of Device 1. As the figure shows, when the
active duration is short, the intra-device HD is quite small
and consequently the reproducibility of the ID is quite high.
On the other hand, the intra-device HD approaches 64 as the
active duration increases, which indicates that the output of
the PL-PUF is almost random.

Table II shows the means and deviations of the intra-
device HDs of the PL-PUFs. In the table the eight devices
out of 16 are listed due to the space limitation. As Figure 4
and Table II shows, the active duration of the PL-PUF can
not be arbitrary clock cycles; it should be reasonably short
for the reproducibility.

C. Individuality

Figure 5-8 show the intra-device HD of Device 1 and the
inter-device HDs between Device 1 and the other devices.
The duration of the active clock cycles are 1, 4, 8 and 16,
respectively. When the active duration is short, the shapes
of the distributions of the intra- and inter-device HD are
sharp, and thus FAR and FRR are both zero (Figure 5 and
6). In Figure 7, the FAR and FRR become more than zero
but sufficiently low, and thus Device 1 still looks distin-
guishable from other devices. When the active duration gets
much longer, Device 1 can no more be identified since its
intra- and inter-device HD distributions are indistinguishable
(Figure 8).

Table III shows the FAR and FRR of the PL-PUFs under
the active duration from 1 to 16. In the table, the FAR and
FRR of the 8 devices out of 16 are described. As the table
shows, the FAR and FRR get worse as the active duration
of the PUF increases.

As Figure 5-8 and Table III show, the individuality of the
PL-PUF are quite high under the sufficiently short active
duration. However, a too much short active duration is not
always preferable for individuality as the figures and table

indicate. For example in Device 4 and 5, the FAR and/or
FRR are more than zero for ¢ = 1 but are zero for ¢ = 2.
The reason of the result is that the device variation is not
fully extracted when the active duration is too much short.

D. Multi-functionality

Table IV shows the intra-duration HDs of the same
device under the different active durations. We obtained the
Hamming distance between the ID under ¢ = 1 (ID;) and
IDs under the other durations (ID., 2 < ¢ < 16). As the
table shows, the average inter-duration HDs between ID;
and other ID,. are nearly 64 and the deviations are reasonably
small. As a result, the outputs of the PL-PUF are considered
quite dissimilar under the different active durations, and thus
a single PL-PUF can equivalently operate as a chip with
several PUF cores. This property could shrink the area of the
circuit of the system adopting the ‘defense-in-depth’ strategy
where multiple PUFs are needed. Additionally, this property
could lead the PUF to being unclonable since cloning the
challenge-response mapping for all the possible durations is
considered impractical.

E. Overall Discussion

Considering the above results, the PL-PUF is thought
to have notably high reproducibility and individuality, and
therefore it is quite useful for device identification and other
security-sensitive applications. That is, the PL-PUF realizes
efficient ID generation without spoiling the reliability. The
PL-PUF also has high multi-functionality, which is expected
to lead the circuit to being compact and unclonable.

The suitable duration of the operation will differ from
application to application. If the output of the PUF is used
for secret key generation in the cryptographic modules, the
reproducibility should be sufficiently high. We might want
to restrict the bit error rate of the output to less than 10%,
and in this case the active duration of less than 4 would be
reasonable. If the output is used for device identification,
it is required that the intra- and inter-HD distributions are
distinguishable, and therefore the active duration less than 8
will suffice for the purpose.

VI. CONCLUSIONS

We developed a PUF with novel structure called a Pseudo-
LFSR PUF (PL-PUF) and empirically demonstrated its fea-
sibility and effectiveness. The PL-PUF realizes a compact,
efficient, multi-functional and reliable device ID generator.
The experimental results show that the PL-PUF has quite
high reproducibility and low FAR/FRR, and consequently
the PL-PUF is quite useful for device identification and other
applications. The future work of this study is to implement
the PL-PUF to more devices and evaluating the performance
of them. Another future work is to evaluate the security
against the existing attacks such as model-building attacks.



Table 1T

THE MEANS AND DEVIATIONS OF THE INTRA-DEVICE HDs.

Active Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7 Device 8
duration o o " o " o " o “w o “w o “w o “w o
1 1.76 1.18 2.84 1.85 3.33 2.25 2.33 1.98 2.11 1.76 5.39 4.33 3.52 2.27 0.51 0.90
2 2.60 2.64 3.36 2.27 2.12 1.76 2.83 1.97 1.29 1.15 7.71 5.90 2.45 1.87 3.08 1.89
3 2.61 1.89 7.20 442 4.70 3.11 2.28 1.87 3.75 2.86 | 16.55 10.92 5.35 247 7.41 3.56
4 4.70 2.79 | 11.89 7.50 5.21 4.14 6.07 3.21 4.35 3.51 | 21.28 11.50 | 14.12 6.15 9.74 5.85
5 8.18 459 | 18.62 10.13 8.82 4.68 | 10.63 5.52 8.18 344 | 22.84 1213 | 18.52 8.10 | 14.83 7.50
6 | 14.59 6.68 | 30.20 14.90 | 15.86 8.92 | 15.82 6.86 | 18.71 7.21 | 3391 1530 | 23.20 9.16 | 19.68 7.66
7 | 19.76 8.35 | 36.01 15.86 | 20.44 8.90 | 25.12 848 | 31.27 10.89 | 3425 15.05 | 31.15 10.15 | 3290 10.74
8 | 29.13 1091 | 37.37 1227 | 32.10 11.09 | 32.02 10.96 | 34.07 9.64 | 4133 16.04 | 43.70 10.32 | 41.44 10.16
9 | 4228 11.21 | 40.37 12.21 | 40.11 1325 | 41.21 12.02 | 4271 10.15 | 4470 14.74 | 47.56 9.90 | 49.26 10.89
10 | 50.40 10.25 | 46.05 10.29 | 4691 13.16 | 46.12 9.85 | 50.46 11.11 | 49.97 12.08 | 54.21 8.24 | 55.20 9.16
11 | 57.87 8.49 | 52.35 947 | 56.67 9.93 | 54.72 8.73 | 56.07 8.04 | 53.79 8.78 | 60.08 7.39 | 57.81 7.24
12 | 61.06 7.18 | 57.67 7.63 | 57.89 8.58 | 58.93 7.68 | 59.31 6.86 | 55.41 7.86 | 61.52 6.42 | 59.52 6.49
13 | 62.57 6.32 | 57.75 6.38 | 61.32 691 | 61.08 6.98 | 60.08 6.41 | 60.28 7.33 | 62.77 597 | 60.52 6.24
14 | 63.31 6.01 | 59.50 6.34 | 62.26 6.19 | 63.29 6.09 | 60.93 596 | 62.27 6.55 | 62.73 599 | 61.78 5.98
15 | 63.61 5.99 | 59.44 6.38 | 63.31 6.07 | 63.62 593 | 61.80 6.31 | 62.93 6.54 | 63.61 6.01 | 61.26 6.10
16 | 63.56 591 | 61.65 6.11 | 63.65 5.92 | 64.03 593 | 61.38 6.20 | 62.52 6.38 | 63.59 6.00 | 61.62 5.89
Table III
THE FAR AND FRR OF THE DEVICES.
Active Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7 Device 8
duration | FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR
1 0.00 0.00 0.00 0.00 0.00 0.00 0.91 0.71 0.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00
2 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
3 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.89 0.81 0.00 0.00 0.00 0.00
4 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.48 0.26 0.00 0.00 0.00 0.00
5 0.00 0.00 0.70 0.63 0.00 0.00 0.00 0.00 0.00 0.00 2.08 2.85 0.12 0.10 0.00 0.00
6 0.01 0.02 7.13 6.97 0.00 0.04 0.00 0.04 0.10 0.06 8.65 7.94 0.30 0.26 0.00 0.00
7 0.42 042 | 11.26  10.02 0.41 0.32 0.06 0.08 2.35 2.51 10.12 9.19 2.53 1.80 2.93 2.44
8 2.61 2.97 7.93 6.46 3.90 345 1.64 1.78 3.04 301 | 16.64 1554 | 11.98 10.79 8.79 8.93
9 | 11.39 13.19 | 11.04 13.19 | 1091 11.94 8.82 7.98 8.83 9.62 | 1587 1842 | 13.57 16.22 | 1920 2295
10 | 2532 2255 | 1425 16.04 | 2420 20.63 | 13.43 14.08 | 21.41 24.04 | 2546 21.84 | 22.85 2297 | 3243 34.26
11 | 39.79 3541 | 2593 27.27 | 3533 3434 | 22.04 25.05 | 30.04 3459 | 26.17 27.25 | 39.96 38.46 | 3948 36.57
12 | 4487 44.18 | 3996 3749 | 3584 35.19 | 3597 37.88 | 4245 38.61 | 27.67 3226 | 4428 3830 | 43.05 38.95
13 | 48.88 4455 | 39.21 3343 | 41.10 4457 | 39.34 4277 | 44.00 4127 | 41.18 4036 | 43.56 4556 | 43.15 4343
14 | 4936 4871 | 43.64 37.82 | 45775 4246 | 4455 49.09 | 42.04 46.59 | 46.40 42.61 | 43.88 45.09 | 47.70 45.64
15 | 4894 4994 | 37.77 4297 | 4631 48.89 | 44.65 5091 | 4822 4576 | 4549 4691 | 4437 50.89 | 42.84 48.46
16 | 49.50 50.08 | 48.34 4396 | 47.92 51.13 | 5291 47.52 | 4828 42.55 | 46.28 4356 | 4554 5091 | 48.63 4444
Table IV
THE MEANS AND DEVIATIONS OF THE INTER-DURATION HAMMING DISTANCE BETWEEN ID; AND OTHER ID..
Active Device 1 Device 2 Device 3 Device 4 Device 5 Device 6 Device 7 Device 8
duration " o “w o " o m o m o w o o " o
ID2 59.72  1.23 | 60.36  2.15 | 56.09 1.11 | 59.30 1.87 | 67.24 132 | 6224 240 | 6741 199 | 6945 273
D3 58.64 1.66 | 59.73 1.83 | 71.11 1.73 | 4577 152 | 59.13 1.78 | 76.45 225 | 68.01 198 | 65.77 2.07
1Dy 63.30 155 | 72.16 286 | 64.88 2.70 | 59.18 1.63 | 70.18 220 | 69.94 3.58 | 76.94 225 | 59.86 4.08
D5 7756 225 | 5847 2.69 | 6581 2.64 | 6340 148 | 56.26 2.62 | 6344 342 | 61.88 3.03 | 59.19 3.84
D¢ 66.07 253 | 75.64 565 | 60.54 3.02 | 65.19 355 | 57.81 3.62 | 65.67 331 | 7394 247 | 61.54 434
1D~ 67.39 3.76 | 7048 449 | 66.31 4.09 | 5415 1.69 | 6635 431 | 6749 575 | 61.72 266 | 60.79 5.28
IDg 6443 400 | 6545 378 | 70.22 3.81 | 5849 380 | 62.83 3.87 | 63.70 553 | 57.52 4.08 | 65.30 6.30
IDg 68.14 3.87 | 6695 504 | 59.29 4.07 | 6584 357 | 63.09 4.88 | 59.87 6.63 | 61.64 510 | 6496 6.11
ID1o 5690 5.09 | 5945 459 | 59.59 5.65 | 61.50 4.14 | 6443 6.13 | 60.49 6.14 | 6326 520 | 63.82 5.75
D11 63.22 555 | 66.70 527 | 59.78 5.01 | 5874 4.65 | 61.39 543 | 7235 587 | 61.07 473 | 6494 6.56
D12 6575 6.00 | 6432 684 | 6484 643 | 5752 649 | 61.07 490 | 65.09 585 | 6657 545 | 63.71 6.23
D13 61.83 547 | 60.74 5.65 | 6527 627 | 61.05 6.02 | 6130 547 | 6296 6.11 | 6427 529 | 64.09 6.47
D14 60.73 595 | 6278 6.37 | 66.30 6.08 | 61.47 517 | 6496 633 | 63.63 690 | 64.13 623 | 6529 6.14
D15 63.94 598 | 63.63 576 | 63.67 6.00 | 59.08 6.44 | 6458 5.85 | 63.73 638 | 64.15 6.16 | 65.05 6.17
D16 63.27 6.10 | 63.69 6.16 | 6509 6.68 | 61.77 749 | 6427 6.11 | 6340 654 | 63.39 644 | 6488 5.37
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Figure 5. The distribution of the inter-device HD of Device 1 under the
active clock duration is 1.
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Figure 7. The distribution of the inter-device HD of Device 1 under the
active clock duration is 8.
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