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ABSTRACT
A secure content distribution system is prototyped based on
run-time partial reconfigurability of an FPGA. The system
provides a robust content protection scheme for online con-
tent download services. The key idea is to divide the secu-
rity module in a user terminal into Content-Specific Circuit
(CSC) and Terminal Build-in Circuit (TBC) and to dynami-
cally reconfigure CSC. CSC is customized for each content
and transferred from a server in the form of encrypted con-
figuration data. TBC is a uniquely identifiable processing
unit that is combined with particular CSC to decrypt and de-
code contents. A content is properly decrypted and played
by the security module only if its CSC is interlocked with the
authorized TBC. To realize this CSC-TBC interlock authen-
tication mechanism, partial reconfigurability of the FPGA
is essential. This paper discusses the robustness and feasi-
bility of the content distribution system through a proof-of-
concept demonstration.

1. INTRODUCTION

Nowadays the online content market continues growing with
the improvement of wired and wireless network infrastruc-
tures [1]. In online business, digital contents are always
threatened by piracy, for instance illegal copying, cracking
and diffusion of copyrighted contents. Packet streams on
networks or data stored in local storage are easily copied
and possibly cracked to extract original contents. Therefore
technology to protect digital contents, i.e. Digital Rights
Management (DRM), is the primary concern for digital con-
tent providers. However, content protection mechanisms are
usually provided by application software or middleware run-
ning on a user terminal. In this case, once a user terminal is
infected by malware such as virus and worm, all data and
software in the file system can be accessed and abused by

unexpected users.
For the protection of digital contents, hardware-based

approaches will be more secure because (1) algorithms em-
ployed in the system are concealed and difficult to be an-
alyzed, (2) existing malware cannot interfere with the data
processing in circuits, and (3) neither plain data nor inter-
mediate processing data appears even on local bus lines.
In addition, flexibility of a Field-Programmable Gate Array
(FPGA) enables us to introduce more powerful countermea-
sures against piracy. Authors have proposed a secure con-
tent protection system based on reconfigurable hardware [2].
This paper presents further discussion on robustness and fea-
sibility of the reconfiguration-based content distribution sys-
tem through a proof-of-concept demonstration.

The key feature of the system is that the data process-
ing module in a user terminal is divided into two circuits:
Content-Specific Circuit (CSC) and Terminal Build-in Cir-
cuit (TBC). CSC is a reconfigurable module that is cus-
tomized for a specific content. Configuration data of CSC
is transferred from a server in the form of encrypted bit-
stream. TBC is uniquely designed for each terminal. TBC
covers the functionality of key generation, data decryption
and image decoding, but is not workable until proper CSC
is combined. A content is correctly replayed only if the cor-
responding CSC is configured and interlocked with the TBC
in the licensed terminal.

2. RELATED WORKS

One of the effective approaches to ensure security of a sys-
tem is to build dedicated hardware where a program is ex-
ecuted in the specific manner, ideally in the form of an en-
crypted code. Abyss [3], Citadel [4] and Dyad [5] are exam-
ples of such system. Disadvantages of these systems are that
cost is quite expensive and architecture of the system is in-
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Fig. 1. Overview of the content distribution system.
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Fig. 2. Block diagram of Content Security Module.

flexible. Consequently the systems are difficult to maintain
the robustness against new piracy.

To resolve the problems of cost and inflexibility, some
researchers prototyped their secure processor with a Field-
Programmable Gate Array (FPGA)[6, 7]. Also, a method to
securely reconfigure a device via networks is reported[8].

Trusted Computing Group (TCG) [9] is an industry stan-
dards body constituted to define and promote standards for
trusted computing. The core authentication mechanism for
secure computing introduced by TCG is attestation by Trusted
Platform Module (TPM). TPM attests trustworthiness of pe-
ripherals and guarantees integrity of the platform.

3. CONTENT DISTRIBUTION SYSTEM

3.1. Architecture of the System

Figure 1 shows functional architecture of the content distri-
bution system. The system consists of a server, client termi-
nals and networks connecting them. The core module of
the content distribution system is Content Security Module
(CSM). Figure 2 illustrates the block diagram of CSM. CSM
consists of important processing modules, e.g. a key gener-
ator, a data decryptor and an image decoder. CSM contains
two submodules, CSC and TBC.

3.1.1. Content-Specific Circuit

CSC is a reconfigurable part of CSM. CSC is customized
for each content and is configured every time a content is re-
played. CSC is not configured at the time system is booted
up. When a user is to play a content, encrypted CSC config-
uration data is downloaded from a server, configured on the
user terminal and combined with TBC.

Reconfiguration of CSC is also available for a content
whose decryption and decompression algorithms frequently
alter during it is replayed. With run-time partial reconfig-
urability of an FPGA, for example, changing a decipher key
by reconfiguring CSC is possible during TBC is still in op-
erational.

3.1.2. Terminal Built-in Circuit

TBC is uniquely identifiable module in the system. TBC
consists of various components including a key generator, a
data decryptor, a video decoder, an ID generator and a partial
reconfiguration controller.

Though TBC is not a content-specific module, TBC can
be also reconfigured for other reasons. Reconfigurability
of TBC is useful to update, modify or replace the content
protection mechanisms of the system. For example, chang-
ing architecture of whole system according to day or month
would be effective to maintain system security. In addition,
reconfigurability of CSC/TBC allows us to reactively pro-
vide counter measures against new piracy.

3.2. Mechanisms of Content Protection

The CSC-TBC architecture offers quite secure authentica-
tion mechanisms to the system.

To guarantee the communication between CSC and TBC,
all signals crossing circuits’ boundary must be transmitted
through tri-state buffers. If the tri-state buffers are always
located at the same places, CSC and TBC are correctly inter-
faced every time CSC is reconfigured. We call this correctly
interfaced state interlocked. If unexpected CSC configura-
tion data is downloaded whose tri-state buffers are differ-
ently located, CSC does not interlocked with TBC and the
system does not work properly.

Because CSC is transferred in the form of encrypted
configuration data which can be decrypted only by the au-
thorized terminal, the content is still in safe in the case where
the configuration data is tapped on networks. Even in the
worst situation where the CSC configuration data is tapped
and decrypted by a pirate, no decisive data (e.g. a decipher
key) discloses because decrypted data is just a part of a cir-
cuit. Algorithms employed in CSC are difficult to be ana-
lyzed because they are hardwarelized, moreover, CSC does
not output any significant information without being inter-
locked with a particular TBC.
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Fig. 3. Block diagram of the prototype system.

4. IMPLEMENTATION

4.1. Architecture of the Prototype
Figure 3 shows the functional architecture of the prototype
system. The objective of this implementation is to proof the
concept of the CSC-TBC mechanism. To avoid the restric-
tion of column-based reconfiguration architecture and floor-
planning of busmacros [10], CSC and TBC are tentatively
implemented on two chips separately. CSC is implemented
on Spartan-3 and TBC on VirtexII-Pro. CSC and TBC com-
municate each other to generate a key to decrypt a content.
CSC is configured with boundary-scan protocol under the
control of TBC. The details of the experimental setup of the
prototype system is explained in Section 4.2.

The procedure for playing a content in the prototype sys-
tem is described as follows. Kcsc is a secret key embedded
in the terminal to decrypt CSC configuration data (Dcsc).
Kcont is generated after CSC is interlocked with TBC to
decrypt an content (Dcont). In the following expranation,
encrypted data D is expressed as E{D}.

1. E{Dcsc} is sent from the PC to the system and stored
in SSRAM.

2. E{Dcsc} is loaded from SSRAM and sent to CSC
Decryptor. If E{Dcsc} is downloaded by the autho-
rized terminal, it is decrypted with Kcsc.

3. CSC is configured with Dcsc by Configuration Con-
troller. In the experimentation, CSC is configured with
boundary-scan protocol and implemented on Spartan3.

4. If CSC is interlocked with authorized TBC, Kcont is
correctly generated. If CSC is not interlocked with
TBC, an erronicous key is generated.

5. If the generated key is authentic, the encrypted con-
tent is properly decrypted, decoded and replayed.
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Fig. 4. Board configuration of the prototype system.

Table 1. Hardware utilization of the prototype system
(XC2VP100 [11]).

Resource Utilization (%)
Slices 10,289/ 33,088 31%
LUTs 13,599/ 66,176 20%
Block RAMs 235/ 328 71%
GCLKs 8/ 16 50%
DCMs 7/ 8 87%
IOBs 388/ 966 38%
GTs 5/ 20 25%

4.2. Experimental Setup

The CSC-TBC authentication mechanism is applied to a Full
HD (FHD, 1080p) image processor to test its feasibility. A
content is of FHD resolution and encrypted with AES (CBC
mode, 128-bit block size, 128-bit key). The prototype of the
system is developed with REX2 series experimental FPGA
boards produced by REXEON Technology, Inc.1 Figure 4
illustrates the board configuration of the prototype system.

As described in Fig. 4, CSC is implemented on Spartan3
and TBC on VirtexII-Pro. TBC, SSRAM and SDRAM work
at 100 MHz; CSC works at 25 MHz.

4.3. Results

Firstly, hardware utilization of TBC implemented on VirtexII-
Pro (XC2VP100) is given in Table 1. Table 1 shows that the
amount of utilized logical resources in the system is small, in
contrast that of Block RAM is relatively large. Thus, reduc-
ing Block RAM utilization has an impact on cost-reduction
especially when the system is commercialized.

1REXEON Technology, Inc. is an entrepreneurial company fostered by
AIST. For more information, see http://www.rexeon.com/.



Table 2. Hardware utilization of CSC (XC3S50 [12]).

Resource Utilization (%)
Slices 229/ 768 29%
LUTs 237/ 1,536 12%
Block RAMs 0/ 4 0%
GCLKs 1/ 16 12%
DCMs 1/ 8 13%
IOBs 14/ 124 11%

Fig. 5. Demonstration of the content distribution system.

Secondly, hardware utilization of CSC implemented on
Spartan3 (XC3S50) is given in Table 2. As given in Ta-
ble 2, hardware utilization of CSC is quite small with all the
resources utilized less than 30%. The minimum reconfig-
urable area in VirtexII-Pro XC2VP100 is 4-column rectan-
gle, and CSC in this experiment is able to be implemented
in this area. In the case where CSC is implemented in 4-
column rectangle, configuration data of CSC is reduced to
about 13 kByte. Since CSC bitstream is transfered via net-
works, it is an important advantage that the size of CSC con-
figuration data is diminutive.

Lastly, the demonstration of the content distribution sys-
tem is given in Fig. 5. The figure shows that all of the
following procedures are properly performed: (1) E{Dcsc}
is transferred from PC and decrypted with Kcsc, (2) CSC
is configured and interlocked with TBC, (3) Kcont is gen-
erated with the CSC-TBC mechanism, and (4) E{Dcont}
transferred from PC is decrypted, decoded and replayed.

5. CONCLUSIONS

This paper presented a secure content distribution system
utilizing partial reconfigurability of an FPGA. Since pre-
venting illegal copy of streaming contents is difficult, we
focused on the mechanism to disable illegal use of down-
loaded contents.

The hardware-based authentication given in this paper
provides a secure content protection scheme in online con-
tent distribution business. The key idea of the system is to
divide a security module in the user terminal into Content-
Specific Circuit (CSC) and Terminal Build-in Circuit (TBC)

and to dynamically reconfigure the CSC. A content is prop-
erly replayed only after its correct CSC is downloaded from
a server, configured in the user terminal and interlocked with
authorized TBC. This CSC-TBC interlock architecture pro-
vides quite robust authentication mechanism for following
reasons: (1) user terminal is incomplete and unworkable un-
til correct CSC is interlocked with authorized TBC, (2) algo-
rithms employed in the system are hardwarelized and diffi-
cult to be analyzed, (3) even CSC is wiretapped and cracked
by an unauthorized user, the decrypted data is just a part of
a circuit and no decisive data is disclosed to anyone.

To test the feasibility of CSC-TBC interlock authentica-
tion mechanism, a prototype system is developed with state-
of-the-art REX2 series FPGA boards. The CSC-TBS mech-
anism is applied to a full high-definition (1920x1080) image
processor to replay encrypted contents. In the experimenta-
tion, the encrypted movies streamed from the server are suc-
cessfully replayed. The experimentation demonstrates that
decryption of CSC configuration data, configuration of CSC,
interlock of CSC and TBC, generation of the decipher key
and decryption of the content are all performed correctly un-
der the CSC-TBC mechanism.

As future works, firstly, implementing CSC and TBC
on a single FPGA is the main subject that should be tack-
led. Secondly, architecture and hardware algorithms of CSC
should be studied to enhance robustness of the system. Lastly,
introducing tamper-resistant technology to the system is left
for further research.
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