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Formal Proof of Provable Security by

Game-playing in a Proof Assistant
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Definition PRF’ bad (A:nat—mnat) i :=
x <- int_e (A 1) ;
y <-$-n ;
find_value z (var_e y) ;
ifte (var_e z)
(bad <- int_e 1) skip ;
insert (var_e x) (var_e y).
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Definition PRP’ bad (A:nat—mnat) i :=
x <- int_e (A i) ;
y <-$-n ;
find_value z (var_e y) ;
ifte (var_e z)
(bad <- int_e 1; any) skip ;
insert (var_e x) (var_e y).
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Lemma from_PRF_to_PRP : V q,
VA NVzxy, x#y > Ax#Ay) —
V st, coeff_pos st —
V stl, nil||-st--PRF bad q A-->stl —
V st2, nil||-st--PRP bad q A-->st2 —
V e, Rabs (Pr e st2 - Pr e stl)

< Pr (sets bad 1) sti.
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5 Switching Lemma
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Lemma switching : V q, q # 0 —
VA, (Vxy,x#y > Ax#Ay) —
V st, coeff_pos st — sum st > 0 —
plength 0 st —Pr (sets bad 1) st=0—
V stl, nil||-st--PRF bad q A-->stl —
V st2, nil||-st--PRP bad q A-->st2 —
V e, Rabs (Pr e st2 - Pr e sti)

< INR(g*(g-1))/INR(2*n) * sum sti.
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